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same or different?

= [s the notion of usable security for end-users and
security administrators the same?

= What are, if any, the differences/similarities in the
e background
e training
e goals
e constraints
e tools

between admins and end-users?

= How do these differences/similarities affect the
(perception of) usability of the protection
mechanisms and other security tools?




reusing results

= Can the approaches to improving the
security usability for end-users be directly
applied to security administration?

= To what degree?

= What about vice versa, i.e., admin -->
end-user?




where iIs the borderline?

= With some of the modern-day systems,
where users are largely responsible for
their own security self-administration,
where is the borderline between the end-
users and administrators?

= Can it be defined precisely or is it blurred?

e If the changes you make to the system affect
somebody else’s security ...




to summarize the topics

= same or different?
= reusing results?

= where’s the borderline?
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Mary Ellen Zurko

e leads security architecture and strategy
for Workplace, Portal and Collaboration
Software at IBM

e introduced User-Centered Security in 1996

e on the steering committee for NSPW,
ACSAC, and the International WWW
Conference series

e has worked in security since 1986, at The
Open Group Research Institute and DEC,
as well as IBM
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Mary Ellen Zurko
IBM Software Group

(@ business on demand software

IBM Confidential



IBM Software Group | Lotus software | IBM Confidential

Usability Techniques for Administration of Security

Usability techniques applied to security administrators in
research

» Zurko, Simon, Sanfilippo, IEEE S&P 99
» Contextual interview

» Lab study setting authorization policy
Concentrated on making their (security administration) job

easier
Viewed as a distinct population

Other examples in industry
ACL usability testing in Zurko chapter of Security and Usability
book

» Viewed more as power users within a particular community




IBM Software Group | Lotus software | IBM Confidential

How can usability enhance security for
administrators and their users?

= “You’'ll have to do the thinking for both of us, for all of us”
» Developers, Administrators, and Users

» If there is no administrator, the developer must substitute
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Make the tough choices

= And allow for override down the line
» Developer to Administrator to User

» Large granularity and fine granularity

= Earlier in the lifecycle takes more responsibility

» The later in the lifecycle, the smaller the part of their job is actually to
deal with security

» Not that any of them want to deal with it (unless they’re security
specialists or evaluators)

= One technique — Policy and Preferences
» Policies set security relevant defaults for administrative domain

* Specify whether override is allowed
» Preferences set user level overrides

» Developers set policy defaults and provides templates and wizards
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Steve Chan

= Lawrence Berkeley National Laboratory and
School of Information Management and
Systems at UC Berkeley

= master's student in the SIMS program at UC

Berkeley

= professional Unix Sys Admin for over a
decade

= in LBNL Networking and Security team
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Usable Security for Security
Administrators

Presented by
Steve Chan
SIMS, UC Berkeley and Lawrence Berkeley Lab
sychan@sims.berkeley.edu
sychan@lbl.gov
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* Most of the examples will be drawn from experience at LBL
— Lead Admin of PDSF Cluster http://www.nersc.govinusers/resources/PDSF/
— Deploying Production Grid Services at NERSC

http://www.nersc.gov/inews/nerschews/NERSCNews_2004_02.pdf
— Initial personal research into usability and Security Administration
tools
« Emphasis on Operational Security from the viewpoint of
professional Sys Admins
« Giving away the ending:
— Usability must be tied to work practices and the work practices of end
users are very different from those of security administrators
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(local vs. distributed)

 End Users generally responsible for local
security (if that)

« Security Administrators responsible for
collective security of distributed systems
— A single system being compromised may be wedge that
opens up multiple systems and sites to compromise
- Different levels of Accountability and
Responsibility
— Security Administrators are explicitly accountable to

management, user community, government and many
others

— Security Administrators are highly dependent on
cooperation of other groups in IT
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« Consequences:

— Negotiation with peer groups and users

— Centralized policies enforceable across distributed systems
« Security is distributed

— from border router to internal switches to the files on your
disk: defense in depth

« Security is collective

— Security administration explicitly depends on collaboration
with peers at a very technical level, with distributed authority
and mutual accountability
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antec Cl

aBluckTraﬂ'c @leeUpdate‘ HI tlonsl |ﬁ

Sunport - »*
[Symantec Client Firewall | System Status D w u % 8‘( E @ s] f}B‘? 1 %} ng

[E emacs: lpilﬂer.coni l;:“ﬂla:la1

File Edit Yiew Cmds Tools Options Buffers Help

Open | Dired | Save Print cut copy | Paste | Undo Spell | Replace Info | Compile
Status & Settings 4 | @ on | ipfilter.conf |
item Details lock in gquick on x10 from 192.168.0.0/16 to any -
Statistics R R . . lock in quick on x10 from 172.16.0.0/12 to any
The items marked in
@Chent F'_r_e_"?’.""." ............... On .......... red need your lock in guick on x10 from 10.0.0.0/8 to any
@Intrusion Detection on attention. lock in quick on x10 from 127.0.0.0/8 to any
1 lock in guick on x10 from 0.0.0.0/8 to any
Please select an item . .
by clicking on the lock in guick on x10 from 169.254.0.0/16 to any
item at left in order to | ] lock in quick on x10 from 192.0.2.0/24 to any
i get more information i i . . .
@PrlvacyControl on otk the lock :!.n qu:!.ck on x10 from 204.152.64.0/23 to any
»»»»»»»»»»»»»»»»»»»»»»»»»» . lock in quick on x10 from 224.0.0.0/3 to any
: necessary action.
(#) Ad Blocking On lock in log guick on x10 from 20.20.20.0/24 to any

lock in log cquick on x10 from any to 20.20.20.0/32

lock in log guick on x10 from any to 20.20.20.63/32

lock in log cquick on x10 from any to 20.20.20.64/32

lock in log cquick on x10 from any to 20.20.20.127/32

lock in log guick on x10 from any to 20.20.20.128/32 Li

Tmmler S Tmmr ;sssimle msn 3010 Frmman msmvr =~ 20 27 20 2CC/27

’symantec Symantecﬂ' c‘ient Firewa" IS08————— XEmacs: ipfilter.conf {Fundamental) -——-Top

not defined.
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» Difference in tools reflect different work practices

« Scalability and Flexibility

— GUIs often don’t scale
* large numbers of machines and applications
» large quantities of data

— GUI abstractions often don’t match actual work practices
« Security Administration is a craft, not a science — work practices of any
individual security administrator is dependent on their background
(network admin, sys admin, developer)
— Much of operational security work is making routine what was once
dynamic
« Security is an arms race and threats are constantly evolving

+ Constantly evolving threats means constantly evolving detection and
countermeasure automation
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« Usability of tools for Systems
Administration is tied to work practices

— At a macro level, Security Administration is
collaborative and tools and procedures span
multiple groups

— At a micro level, Security Administration tools
need the flexibility and scalability that are
often abstracted away in GUI tools

* Different work practices drive different
usability requirements
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Greg Conti

= Assist. Prof. of CS, US Military Academy

= research interests:
e network security data visualization
e denial of information attacks
e secure and usable interface design

e information warfare

= has worked at a variety of military
intelligence assignments specializing in
Signals Intelligence

= currently on a DoD Fellowship at Georgia
Tech.




Usability of Security
Administration vs.
Usability of End-user
Security: A Clash of
Cultures

Gregory Conti
Georgia Tech
conti@acm.org
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newbie: /n[yJ]oo bee/, n.
[very common; orig. from British public-school
and military slang variant of ‘new boy’] A Usenet
neophyte. This term surfaced in the newsgroup
talk.bizarre but 1s now in wide use (the
combination “clueless newbie” 1s especially
common). Criteria for being considered a newbie
vary wildly; a person can be called a newbie 1in one
newsgroup while remaining a respected regular in
another. The label newbie 1s sometimes applied as
a serious 1nsult to a person who has been around
Usenet for a long time but who carefully hides all
evidence of having a clue. See B1FF; see also
gnubie. Compare chainik, luser. 25

http://www.catb.org/~est/jargon/html/frames.html



Getting Help...

Word uses
or column
items from a table

table

See more...

8dd page numbers

(W'hat would you like to do?

¢ The rules for sort order that
¢ Total the numbers in a row
¢ Delete a table or delete

¢ Perform calculations in a

¢ Troubleshoot borders

~
@ f%
‘ Archivo  Opciones Ayuda ‘
man{l} Otiles de Paginas de Manual man{1}
NOHBRE
man - una interfaz de los manuales de referencia
electronicos
SINOPSIS
man [—cl|-wl-tZT dispositivo]l [-adhw?¥] [-m sistemal,...]]
[ locale]l [p cadenal [H rutal [P paginador] [
prompt] [-S listal [-e extension] [[seccion]
M 000] ‘e
man -1 [-7] [tZT dispositivo]l [-p cadenal [P paginador]
[-r prompt] fichero ...
man Kk [-H rutal palabra clave ...
man —f [-H rutal pagina ...
DESCRIPCION
man es el paginador del manual del sistema, Las paginas
Search usadas como argumentos al ejecutar man suelen ser normal-
= y mente nombres de programas, Utiles o funciones, La pagina
de manual associada con cada uno de esos argumentos es
buscada presentada, Si la llamada da también la
Pagina de Manual man{l} linea 1

26
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Editing Documents...

Require password to log in to your computer.

AIOBOIOIN

Use a scleensaver or screenlock that requires a password to access the
computer 's desktop.

Use the UNM Portal for file sharing. Avoid Windows file sharing.

NOUVEAU ! Encrypt sensitive files.
Dictionnaire — \4

: NOUVEAU! [ E Assure privacy of personal information. DO NOT store sensitive personal
islonneuse PowerPoint < <
information on your UNM computer.

i 7\’ %‘naltememdelzne . Q
Tavleur — -

Base de données —7 ‘ ~

!l! = SHAONN \

Calendrier —7 @ -

dlectronique 4 %
Messagerie o Intemet v

Organisateur £ 4 ~
deprojets — @

o Microsoft ~ "

"examples.list" 13L, 348C 3,9
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—
LT
T ——
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=
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Protecting Their Computer...

ZoneAlarm

Firewall

The firevvall protects you
from dangerous traffic. t
Overview has two Zones.

Internet Zone: For
Firewall protection from unknown
computers.

Program

Trusted Zone: For sharin
Control ¢

with trusted computers.
Alerts & The Internet Zone contains

L°gs all of the computers on the
Web by default. Use the
Zones tab to add
computers to the Trusted
Zone.

E-mail
Protection

For more advanced control
of Zones, including
netwoking, privacy
controls, and crestion of a
Blocked Zone, choose
ZoneAlarm Pro.

Click here to upgrade to ZoneAlarm Pro.

0
IN AR
WWTERNET OUT ERERERI @

4 Hide Text

N = PROGRAMS
.4 All Systenys Active
@ Help
Main Zones
™
: Low: Caution! Firewall is off.
2 Low
oy
™
X Low: Caution! Firewall is off.
-] - High
- Med.
29 Low
iy
([ Advanced ]

™ Reset to Default

[root@ayu root]{f iptables -L
Chain INPUT (policy DROP)
target prot opt source |

ACCEPT all -- ayw servd, com
ACCEPT udp —— anywhere

ACCEPT tcp —  anywhere

ACCEPT all -- 192, 168, 255, (/24

Chain FORWARD (policy DROP)

target prot opt source

ACCEPT all — 192, 168, 255, (/24
ACCEPT all —- anywhere

Chain OUTPUT (policy DROP)

target prot opt source |
ACCEPT all -- ayw servd, com
ACCEPT udp -—  anywhere

ACCEPT -—  anywhere

SYN, RST ACK/SYN state ESTABLISHED
CCEPT all -- 192,168, 255, (/24
[root@ayu root]# il

destination
Ay, ServJ, com
anywhere
anywhere
anywhere

destination
anywhere
192, 168, 255, (/24

destination
ayu, Serv], com
anywhere
anywhere

anywhere

(=)(0][x]

udp dpt:domain
tcp dpt:http

udp spt:domain
tep sptohttp flags:!
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Wlthln the Computing Community...

&) The International Obfuscated C Code Contest - Mozilla Firefox =10l x|
Fle Edt View Go Bookmarks Tools Help

0 - & ) Q) [ remsiwmo.us.occe orgiman el =] 0 [CL
Jo Slashdot || Army Times | | GT Library . 107.7 The Bone | | VisualBasic ® Real Estate | | USMAMal | | MSYB Guide % Thesis »
dt rtfm_onesie. jpg (JPEG Image, C Cod... I 8

31}1’3’1‘

The International Obfuscated C Code Contest

I0CCC Home Page

[ The judges | IOCCC home page | How to enter | FAQ |
IOCCC news | People who have won | Winning entries ]

The 18" IOCCC Con|

Sorry, right now you cannot enter the contest. The 18

Even though you missed this year's contest, please consider ent]
you should check before sending in an entry, you can get an idea
guidelines

Goals of th

Done.

O'REILLY*

|»

s B m g e B Wdres ¥ ard Niaiew W

yucty pragroms kv ppa——y

A Reference
for the
Rest of Us!

Wallace Wang

http ://wivgw.ioccc.org/

http ://www.nnbh.com/base/07/images/0764503707.jpg
http://images-eu.amazon.com/images/P/3897211475.03.LZZZZ777Z jpg
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Great Flame Classics...

ne Spelling flame

ne Bandwidth flame

ne Untrimmed-Quoted-Text flame

ne Clueless-Newbie flame

ne Read-the-Manual flame

he You?!?-a-Worthwhile-Idea??? flame
ne You-Like-X?1? flame

ne Get-a-Life flame

ne Starry-eyed-Idealist flame

ne Why-Bother? flame

ne Science-Skeptic flame

30
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Crack in One Line of Perl

perl nle 'setpwent;crypt($_ ,$c)eqfc&&print”$u § “while($u,$c)=getpwent’

31

Author: Alec Muffett



Several Lines of Perl Can Crack DVD
Encryption

#!/usr/bin/perl

# 472-byte grpff, Keith Winstein and Marc Horowitz <sipb-iap-dvd@mit.edu>
# MPEG 2 PS VOB file -> descrambled output on stdout.

# usage: perl -I <k1>:<k2>:<k3>:<k4>:<k5> qrpff
#

where kl..k5 are the title key bytes in least to most-significant order

s''$/=\2048;while (<>) {G=29;R=142;if ((@a=ungT="C*", ) [20]&48) {D=89; =ungb24,qT,@
b=map{ord gB8,ungb8,qT, "S$al[--D]}QINC;s/...$/1$&/;0=unqV,gb25, ;H=73;0=Sb[4]<<9
256 | $b[3];0=0>>8" (P=(E=255) & (Q>>12"Q>>47Q/8"Q) ) <<17,0=0>>8" (E& (F=(S=0>>14&7"0)
~"8*81S8<<6))<<9, =(map{U=_%160rE"=R"=110& (S=(ungT, "\xb\ntd\xbz\x14d") [ /16%8]) ;E
*=(72,8z=(64,72,G"=12*(U-220:5&17)),H"= %64212:0,Q@z) [ %81} (16..271)) [ 1"~ ((D>>=8
) +=P+ (~F&E) ) for@a[l1l28..$#a] }print+qgT, @a}"';

Authors: Keith Winstein and Marc Horowitz 32
Original source: http://www-2.cs.cmu.edu/~dst/DeCSS/Gallery/qrpftpl
*Note that code above is not complete
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And now for something
completely different ...

Q&A
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