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nat’s the problem?

Ny is usability of sec. admin. important?
nat are we doing?




What’s the problem?
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Everything starts with simple
directory tree like structure
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Then continues with simple
forms to fill out ...
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... Or select
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but the mental model is complex
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... and even more ...
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... complex
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so what?

Steep learning curve

Hard to fit real world into the model

Easy to make costly mistakes

— “friendly” DoS

— inadvertent hard to catch vulnerabilities

Hard to test

— Expensive to test required scenarios

— No "what if” scenarios to test before changing
— Hard to perform complete testing

Motivates users and admins to circumvent
security




the take on the problem

improving visualization of the information
existing cognitive models of security administration

improving feedback to security administrators
"what if" scenarios
safe staging playgrounds
testing system state

better cognitive models
mappings between different mental
models/abstractions

application-specific model oriented on business processes
mechanism-specific technical model
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Summary

» Security administration tools are
too complex = unusable

e Unusable sec. admin. is
expensive and error prone.

« We'll improve
visualization, mental models, and feedback.
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