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Users’ Expectations, Experiences, and Concerns With
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We conducted semi-structured interviews with 20 users of Canada’s exposure-notification app, COVID Alert.
We identified several types of users’ mental models for the app. Participants’ concerns were found to correlate
with their level of understanding of the app. Compared to a centralized contact-tracing app, COVID Alert was
favored for its more efficient notification delivery method, its higher privacy protection, and its optional level
of cooperation. Based on our findings, we suggest decision-makers rethink the app’s privacy-utility trade-off
and improve its utility by giving users more control over their data. We also suggest technology companies
build and maintain trust with the public. Further, we recommend increasing diagnosed users’ motivation to
notify the app and encouraging exposed users to follow the guidelines. Last, we provide design suggestions to
help users with Unsound and Innocent mental models to better understand the app.
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1 INTRODUCTION
Numerous smartphone apps have been implemented worldwide to help with contact tracing
during the COVID-19 pandemic. According to the data compiled by Top10VPN.com [199], 120
contact-tracing apps have been launched worldwide in 71 countries and regions. For instance,
the Singaporean government launched TraceTogether, which employs Bluetooth to track users’
proximity to other users. It alerts those who come in close contact with someone who has tested
positive for COVID-19 or is at high risk of carrying the coronavirus [193].

The effectiveness of contact-tracing apps depends on various factors, including the adoption rate,
positive-case reporting rate, and long-term usage of the app [54, 74, 139]. For instance, according
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to a study conducted by Oxford epidemiologists [54], an adoption rate of approximately 60% of
the total population is necessary for contact-tracing apps to be e�ective. However, in countries
where contact tracing has been voluntary during the pandemic, the app adoption rate remained
low (from 42% adoption in New Zealand to 0.77% in Cyprus) [40].

Previous contact-tracing app studies focused on identifying the privacy and security risks
associated with these kinds of apps. Many risks were discovered regarding di�erent apps' data
practices [12, 194, 199], such as massive collection of users' data [12]. Furthermore, many studies
investigated public attitudes toward contact-tracing apps [34, 105, 109, 141, 146, 169, 187, 197].
Speci�cally, a variety of factors have been identi�ed that could in�uence the public's willingness
to adopt contact-tracing apps. The factors include privacy considerations, accuracy concerns,
perceived bene�ts, perceived barriers, individual di�erences, and the data architecture of the
app [2, 3, 7, 14, 70, 75, 89, 91, 100, 152, 161, 177, 186, 189, 190, 204].

However, real users' experiences of contact-tracing apps have received little research attention.
With the continuing spread of novel coronavirus worldwide and the low reporting rate of positive
cases through contact-tracing apps in many regions and countries [45, 73, 164, 179], users' experi-
ences need to be understood. An exploration of users' desire for exposure noti�cation and their
concerns, challenges, and mental models of the app could help researchers discover underlying
issues in the current design of such apps, and users' possible misconceptions, and unmet expecta-
tions. The research results could inform the new design of contact-tracing apps to better support
users' needs and help users contribute to controlling the pandemic. We, therefore, conducted an
exploratory study to learn about users' experiences.

We conducted our investigation through semi-structured interviews with 20 users of the COVID
Alert app. Our interviews focused on users' motivations and expectations for learning about their
exposure to COVID-19, users' mental models of the app, and users' concerns about COVID Alert.

We base our research on COVID Alert app. Based on the privacy-preserving contact-tracing
API developed by Apple and Google [64], the COVID Alert app is the Canadian government's
exposure-noti�cation app1 to facilitate digital contact tracing [64, 125].

Our results suggest that if users have been in close contact with a COVID-positive person,
they expect more information than what is provided by COVID Alert (e.g., the time and place
of the exposure). Furthermore, we discovered participants had various mental models of the app.
Their concerns were associated with their understanding of certain aspects of the app. Speci�cally,
participants withUnsoundmental models expressed privacy concerns due to misunderstandings and
distrust. Meanwhile, other identi�ed user concerns were correlated with their correct understanding
of the app. In addition, our results show participants did not have a united preference toward
a centralized or decentralized design of exposure-noti�cation apps. Compared to a centralized
proximity-based exposure-noti�cation app, COVID Alert was favored for its higher level of privacy
protection, option to cooperate, and more e�cient noti�cation delivery method.

Based on our �ndings, we suggest decision-makers rethink the app's privacy-utility trade-o� and
give users more control over their data. Moreover, we recommend increasing diagnosed COVID-
positive users' motivation to notify the app and encouraging exposed users to follow the guidelines.
More detailed guidelines may motivate users to follow them. Further, we suggest technology
companies build and maintain trust with the public. Finally, we make design suggestions to improve
users' mental models.

1There is no commonly shared agreement on the di�erences between contact-tracing apps and exposure-noti�cation apps.
Exposure-noti�cation apps are often referred to ascontact-tracing apps[26, 43, 145]. We de�ne exposure-noti�cation apps
as those designed to warn users of contact with an infected individual without allowing the public health authorities to
identify the users.
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Fig. 1. Bluetooth-based proximity contact tracing with centralized and decentralized architecture

Our contributions include the �rstqualitativestudy (to the best of our knowledge) to investigate
users' experiences with an exposure-noti�cation app. This study focused on exploring users'
understanding of the app, their concerns about it, and their unful�lled needs regarding it. Based on
the �ndings, we o�er practical design recommendations that could be useful in the development
of digital tracing tools. We believe these recommendations could lead to better support of users'
needs and better protection of communities' health.

2 BACKGROUND AND RELATED WORK

In this section, we �rst provide a background on proximity-based contact-tracing apps and explain
the design and features of the COVID Alert app. Then we summarize the literature on the risks
associated with contact-tracing apps and on public opinions about them. We also summarize the
studies about users' mental models. We conclude by discussing the di�erences between our research
and previous studies.

2.1 Centralized and Decentralized Proximity-Based Contact-Tracing Apps

For the purpose of this paper, we distinguish between proximity-based (which utilize Bluetooth) and
location-based contact-tracing apps. COVID Alert and others are proximity-based, using Bluetooth
to exchange proximity identi�ers with nearby phones. Aproximity identi�er is a random code
generated by an app and exchanged with phones via Bluetooth. Such apps use the strength of
the Bluetooth signal to estimate the distance between users' smartphones. The heuristics of these
apps determine a COVID-19 exposure event has taken place if two smartphones are (1) in close
proximity (usually 2 m) (2) for a predetermined period of time (usually 15 minutes) or longer. In this
paper, we discuss only those exposure-detection and -noti�cation apps that use Bluetooth-based
proximity detection.

We further categorize these selected apps as centralized or decentralized. As illustrated in
Figure 1, apps based on a centralized architecture upload random codes and codes gathered from
other phones to a central server (usually administered by or on behalf of a public health authority).
The central server detects exposure to COVID-19 infected users (referred to asC-positive users
in this paper). Users of centralized apps are usually asked to provide contact information (e.g.,
their phone number) so health authorities can notify them about exposure to a C-positive user.
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