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Alvisi et al. The evolution of Sybil defense via social networks. IEEE Security and Privacy, 2013. 
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Finds a (provably) sparse cut between the regions by ranking 
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Finds a (provably) sparse cut between the regions by ranking 

Assumes social infiltration on a large scale is infeasible 
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Most real accounts rank higher than fakes 
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Ranks computed from landing probability of a short random walk )

Cao et al. Aiding the detection of fake accounts in large scale social online services, In proc. of NSDI, 2012  
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Cut size = 10 (densest)

50% of fakes had more than 35 attack edges 
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Boshmaf et al. Graph-based Sybil detection in social and information systems. In proc. of ASONAM, 2013 
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Potential victims are real accounts that are likely to be victims)

Incorrectly labeled 
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High = 1

Medium < 1

Low = 0.1

Real region Fake region

Assign lower weight to edges incident to potential victims)

Cut size = 1.9 << 10
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High = 1

Medium < 1

Low = 0.1

Real region Fake region

Most real accounts are ranked higher than fake accounts)

Ranks computed from landing probability of a short random walk )
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Abuse Mitigation 
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Potential 
Victims 

Integrates victim classification (labels + probabilities) into graph as edge weights 
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Highly-infiltrating fakes Low ranks to higher ranks 
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•! Labeled feature vectors 

–!8.8K public Facebook profiles (32% victims) 

–!60K full Tuenti profiles (50% victims) 

 

•! Graph samples 

–!Time stamped infiltration targeting 2.9K real 

accounts, with 65 fakes and 748 attack edges 

–!6.1K real accounts 
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Feature Brief description Type
RI Score (%)

Facebook Tuenti

User activity:
Friends Number of friends the user had Numeric 100.0 84.5
Photos Number of photos the user shared Numeric 93.7 57.4
Feed Number of news feed items the user had Numeric 70.6 60.8
Groups Number of groups the user was member of Numeric 41.8 N/A
Likes Number of likes the users made Numeric 30.6 N/A
Games Number of games the user played Numeric 20.1 N/A
Movies Number of movies the user watched Numeric 16.2 N/A
Music Number of albums or songs the user listened to Numeric 15.5 N/A
TV Number of TV shows the user watched Numeric 14.2 N/A
Books Number of books the user read Numeric 7.5 N/A

Personal messaging:
Sent Number of messages sent by the user Numeric N/A 53.3
Inbox Number of messages in the user’s inbox Numeric N/A 52.9
Privacy Privacy level for receiving messages 5-Categorical N/A 9.6

Blocking actions:
Users Number of users blocked by the user Numeric N/A 23.9
Graphics Number of graphics (photos) blocked by the user Numeric N/A 19.7

Account information:
Last updated Number of days since the user updated the profile Numeric 90.77 32.5
Highlights Number of years highlighted in the user’s time-line Numeric 36.3 N/A
Membership Number of days since the user joined the OSN Numeric 31.7 100
Gender User is male or female 2-Categorical 13.8 7.9
Cover picture User has a cover picture 2-Categorical 10.5 < 0.1
Profile picture User has a profile picture 2-Categorical 4.3 < 0.1
Pre-highlights Number of years highlighted before 2004 Numeric 3.9 N/A
Platform User disabled third-party API integration 2-Categorical 1.6 < 0.1

18 features(Facebook), 14 features (Tuenti) 
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Distant-seed attack Random-seed attack 
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Both systems are sensitive to seed-targeting attack, follow seed selection strategy 




