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ABSTRACT OF THE DISSERATION

ENGINEERING ACCESSCONTROL FOR

DISTRIBUTED ENTERPRSE APPLUCATIONS
by
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Miami, Horida

Professa Yi Deng, Major Professor

Access control(AC) is a neessary dednse agmst a lage variety of secuity attacks on
the resource of distributed eterpriseapplicdions. Hovever, to beeffective,AC in some
application domains lsao befine-grain, support theiseof application-specificfactors in
authorizdion degsions, as well as contgatly and rdiably enforce organizaion-wide
authorizéion policies aapss enterprise gplications. Becase the existig middeware
technologies do not prvide a complete solutin, application deviepers esort to enbed-
ding AC funciondity in appication systens. Ths cowling of AC fundiondity with
application logt causs significant problems including tremendously di€ult, costly and
error prone dgelopment, mtegration,and overdd owneship of application oftware. The

way AC forapplication sysms is engineeed neds to be chaged.
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In this dissertation, we propose andritecturd approad for engineeing AC mechaisms
to addessthe aboveproblems. First, we develop a fraework for implementing the role-
basedaacesscontrol RBAC) modd using AC mechanisms providéby CORBA Seo-
rity. For those aplication domains wher¢he granularity of @RBA controls and the

expressiveness of RB\.C model sufice, our famework addreses the stated probie

In thesecondand main pe of our gpproad), weproposean achitedure for anauthoriza
tion serviceRAD, to addressthe problenof controlling acess ¢ disributed application
resouces, whe the granulaity and support forcomplex policies by middlewae AC
mechaisms areinadequate. Applyingthis architecture, we deeloped a ©RBA-based
application authorizégon sevice (CAAYS). Using CAAS, we studied the main prapes
of the architedure andshowel how they can be sutamtiated by employng CORBA and
Javatechnologies. @ approat endles a wide-ranging solutin for controlling the

resouces of distributed entgrise applicaons.
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1Introduction

Software systems today arencressindy integraed and inerconneted to achiee
organiation-wide, agacy-wide and industry-wde automatbn and interoperdion. Such
integration results in enteprises that anskt of autononous, héerogaeous and distributed
sysens caled enterprise softwarsystemsApplications wihin eachenerprise may be
developé independently and based on difent design andethnology. National defese,
industry,commere andhealth @re are increasingly depedent on theunction of thessys-

tems [SImne 1999].

Becaue of the magnitde and compkxity of distibuted sydems and information
resouces nterconneted bythe Interné and/or entgrise neworks, designing security
mechaisms that proteicthe systems andasoures beomes an increasingly complex and

difficult chalenge Thisis why it isan essential corern to evey enteprise [NSF1999].

The problen of securing information entgrises has beethe focus of intensive é&brts
from inaustry. As a resulseverd well-knownsecurity system arkitedures and modefer
network, opeating, DBM, and middiware systems have be deeloped forconstructing
scaldle and flexible secuty for distribued environmentsThis represats signficant
progresgyet it isonly the first ste for ataining thegoal Theissue tha reman are thefol-
lowing: handling comgk and fine-gained searity policies; sppotting chaages nobnly

in application sysems and thar underlying pétforms, butalso in business pross and



secuity policies, @ well asin user population and theroles; supporting dynamimaofig-
uration of enteprise gplicatiors without dfecting searity integrity; and a&hieving

required perbrmance

In this dissetation, we consideone paticular security functionaliy -- acess control
(AC) [Sandhu 1994]. lis a neessary dednse agmst a largevariety of scurity attacks on
information eaterpiise resource. However, the control of accessto applicationresoures
more and rare needs tdefine-gran and supporthe use of application-spéc factorsin
authorizdion degsions. It mustaso mngstently and riably enforce organizéion-wide

authorizaton polides acoss @terprisegpplicatons.

The «isting netwok, OS, DBMS, andmiddlewae technologies a inadejuate or
doing sud control, and theywill never be becausethey are designed for general purpose
usage, and their controls a@o coase and corern onlycertain resource [CIST-NRC
1999]. Becauseof this, applicaion developes resortto embeddingAC functionality in
application syms inorder to sippot complex, fine-grain and conte depadent autho-

rization policies.

The ouplng of AC functiondity with applicdion logic caises sigficant problems.
Enterprse security adminisrators end up having to configukeC logic on gplication-by-
application basigBeznosov 1998a] This applcation-basd multiple point AC makes
enteprise secuty administration temendously difficult, costlgnd erior prone Beznosov
1997, Wilson 1997], nmees it hader to dhiangesecuity pdicies and @ntrol mechaiisms,
and maks itdifficult to devéop, chhangeand dynanicdly reconfigure goplication softwae

[Beznosov 1999b, Gnm 1999, Hale 1999]
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The way application systems ee constructedheeds to behanged so that thproblem
of proteding gplication resourcs is addressedrad yet the systans can be devidped, inte-

grated, and managgin the enterprsecompuing environment in a cost-efedive way.

1.1 Objectives of the Work

In this dissetation, weproposean achitecturd appoach for enginaeng AC mecha
nisms @pable of addressing theproblem ofcontrolling theacess to aterpriseapplication
resouces. Theappro&h is twofold. krst, wedevelop gramework for implementing role-
based acesscontrol (RBAC) model ushg ACmechanismgrovided by CORBA Security.
For those apptiationdomainswherethe granuldaty of CORBA controlsand expresive-
ness o0RBAC model sufice, ourframework addresses the statgm@roblem. The seondand
main pat of our approat devdops an arbitedure for an authorizeon service that
addresses he problem of controlling acess o distribued applicationresouraes, when the
granulaity and the support focomplex policies in mideélvare AC metanisns are inad-

equateand applicion devéopers embe additond AC fundiondity in their sysems.

1.2 Summary of the Main Results

Security provided by nddlewaretechnologies ismportant and neessay for proted-
ing distributed applicationand heir resource. Therdore, it is important to have meantor
modeling authorization polcies usingmiddlewae AC medanismsin orde to fully utilize
them. We definea configuraion of the CORBA protedion systenstate.Usingthe defini-
tionlanguagewe spedfy analgorithm forauthorization deisionsin CORBA seurity. The
configuraion along withthe authorization algorithmmathematiclly define he sate and
the behaior of the CORBA Seaurity authorization sysm.

3



Using thepreviously deifined configuration ofthe CORBA protetion sysem, weshow
how RBACmodds could besupported byhe CORBA Security sewrice. We provide dé-
nitionsof RBACy and RBAC, implementations in the langga of CORBA Seaurity. Fur-
thermore we destdbe wha is required from an implementéon of theCORBA Security
servicein orderto support RBAG-RBAC; models. Our appach dows an implementa-
tion compliant wih the CORB\ Secuity spedfication b support BAC modds. This
work advanes theunderstanding aihe CORBA AC melanisnis caabilitiesand bythis
maximizes ther utility, which is vital to the use of mildlewae in proteding goplication

resouces.

Our maincontribuion isthe resource acessdedsion servie (RAD) -- a novel arhi-
tecturd approa&h for condructing authorizéion mechanisms that arfunctionallyy adequée
for proteding fine-gain application resources usig applicéion-speific informationin
authorizdion decisions. Theppoachallows sepeation of applicdion and aithorization
logic, which makes applicéion devdopment,deployment, ad mangementmore cost-
effective. It alsoenables consstent enforcement of organizational policies aaoss nultiple
applications. Weshow itsfunctional cgabilities bymodding aithorization polcies that
requirethe useof such applicaon-speific information agherelationshp betwen the use

and the esourceowner

Through the pototypeimplementéon ofthe CORBA-based gplication authorization
savice (CAAS), which was nstru¢ed acording toRAD architedure, we ganed some
important insights onthe design bRAD-based authorizeon servies. In addition, we

showel how themain features of RAD arditecture, such aflexibility, corfigurability, and



extensibiity, can be substantiated using stardl@ORBA middleware and Jea progam-
ming tetcindogies. Our expeence of developing @A S provides a guidelinetthe design

of RAD-based servies.

Using CAAS asa test-bal, we obtaned quantitative estimates of CAAS peformance
for different composions of its components. We fountidt depanding on heratio of the
application exeution ime to the numheof authorzation requsts and the peformane

constraints, one or th@her CAAS configuration can deliver thequired peformance.

1.3 Dissertation Content

In the net chapter, ve give ba&ground information on the subject afcass control
in computesystems, gplain main con@pts and tens and thenntroduce thearea of appli-
caion-level acaess control. Then watae in detail the poblem addressed in thidisserta
tion.Findly, we defineaframewok for evaluating theexisting tetinologies, relatedwork

and our aproad.

Chapter 3 provides an oveview and andyses of the tehnologes, whee weshow that
the existing nddlewaretechnologies @ important ad necssary or proteding resoures
of distributed enteprise sysems but ae not suffcient. The chater dso @ntainsa review

of the réated wok conducted in the seach communiy.

In Chapter 4, we propose CORBA mtedion system onfiguration thatformally
defines the stateof the sysem. Using the deinition, we spetfy an algorithm for making
AC decisions in ORBA, and siowhow RBAC models couldesupportel using CORBA

Seaurity.



Chapter 5 introduces our man contribution -- RAD servie achitedure Therg we

also denonstrae its utiity on examples with complex access contol policies.

We present adesign of CAAS and $ow how the main feaures of RAD a&chitedure

can be subsantiated usng CORBA and Javian Chaptel6.

Chapter 7 discusses pesfmanceexperments, which weconducted usin€AAS, and

draws conclusiondrom the results.

We concludean Chapter 8 by discussing thachievel results andoutining what should

be done net in the poblem area



ZBackground and Problem
Statement

Before gating the problem addssed by His dissertationin detal, it is ne@ssary to
give ba&ground inform#éon on thesubpd of acess control in@amputersysems, explain
main concets and tems, and then introducethe area of applicaiondevel acess control.

This chaptets objective is to provide all of théave.

In addition, we deine criteria for ciitiquing existing technologes, related work, and
for analyang the solutonwe proposeln short, thecriteria ae the ganularity ofprote¢ed
resouces, tke support for poliies speific to the applicatiordomain, thevariety of infor-
mation aval able for nmeking authorizationdecisions, the usefapplication-speciifc infor-
mation in authorization decisionthe consistency of policies @ss muliple applicdions,
the suppot for applicdion andenterpriseevolution,and peformane andadministration

salability.

2.1 Background Infor mation and Ter minology

Security of modernsoftwae systems is @anventionally ahievedvia protedion and
assuance, as shovn in Hgure2-1. Theformeris usudly provided by some segity sub-
sysems ormechanisms, which ardesigned to protethesystem fom speific threats A
thred is any potential ocaurrence that can havan undesirable &fct on the assets and

resouces assoctad with a computer sysin [Amoroso 1994]. Protectionsibasel on the
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Figure 2-1. Main Concepts of Compeit Secuity

premise thait is possible to listost ofthe thredaswhich can happe in acompugr system,
andit is possble to build me&hanisms whicltan prevent thethreds [Blakley 1999]. The
protecton mecharims can belassfiedin threegroups:accountabiliy, avaibbility and
authorizaion. Accountabilty mechaisms makesurethat uses (orprograns exeauted on
behalfof them) - conventiondly called subjects- are held acountdle for ther adions
towards the sysmresourcesindservices. Soetimes, subjects am@so calledprincipals
We will use these two tems intechangedly. Availability medhansms ensure etther se-
vice continuty or service and resourcerecovelry after interruption. Authorizaton mecha
nisms ensurehat therulesgoverning the use of sysem resource and servicgare enforced.
They arefurther qualified as either aesscontrol or data protéion onesAccess combl
(AC) medhanisms dlow sysemowne to enforce hose ules when ules che& and enbrce-

ment ae possble. The tem “authorization” also imples the progess ofmakingAC deg-



sions. Wha ched&ing and/or aforcement of he rules arenot posdile, data protection

mechaisms, such as daenayption, ae usel.

Thestructureof traditional AC mechaisms @n beviewed using theconcetual model
of reference monior [Anderson 1972]A reference montor is a pat of the searity sub-
sysem, responsible dr mediating acess bysubjects to system mource (traditionally

cdledobjeds), asillustratedin Figure2-2. The meiation conssts of m&ing aithorization

Objects

Figure 2-2. Reference Monitor

dedsions, by cheking acess rquests against authoaizon rules from theauthorization
database-- a storge of sud rules -- and enforcing them. A sé of therules is somBmes
cdled apolicy. Conventionally having subjecttion-object struture, authoriation rules
specify whasubjedt(s) can peiorm what atton(s)on wha objed(s). Rermitted ations ae
also cdled access ights Thus a subjedas a pdicular acess right to an objéd it can

perform the adion, defned by the right, towards that object. Furthermqrall authorization



rules an beconcetudized nto access matki [Lampson 1971], wire thee is a row ér
each subga and acolumn for each obpd, andead cdl speifies acess rghts granted to

the subject fothe corresponding bject.

In orderto makean authorizéion dedsion, a réerence monitor takes s its inputs
authorizdion rules and thregroups of informaon: 1) @outthe acess rguest, 2) about
the subjetwho madethe equest, ad 3)about theobjed to beaaessed. It is neessay to
discusswhat information s in these groups begse ve will useit for stating the problems,

evduding the gisting and aalyzing our work.

The infomation &out acess rguest usually qaies therequest type, for example
“read” in arequest br reading afile. However, someapplicdion domains hee a neel for
AC decisionsbased on alditional attributesof therequest For instance, a banking system

might deny awithdrawd request if its amoungxceals a predetemined threshold.

Information about thesubject can bedivided in twotypes --related and unréated to
secuity. Orginally, only scurty-related infomation was used in AC degsions. Con-
trolled by searity or useradminigrators, thisinformation desdbes subject’s iddity,
group membeship, deamance and othesecurity attributes Sometimes, we wil use tem
privilegeattributesto refer to tho® searity attribuesthat aeintendel to beused fomoth-

ing else but AC

In some applicion domains, seciy-unrelated infomation eébou the subjetnesds
to be take into account. For ekample, acessto rated mateals in pubic libraries ould be

grantel according to the age of thecaessng user. Anotheexample isnformation deived

10



from theorganizaiond work-flow process. This information is not controlled bycseity
or useradminstratorsandit is not alwaysprovided to thereference nonitorin theform of
subpd searity attributes. Thenonitor needs b obtan it via other meas. The information
about theobjectto beacessedanalso badivided into theelaed and unréated tosecurity.
An exampk of an obgd security dtribute is is searity level. All this informdion is use

for evaluating authorizi#zon rules.

Depending on thecgpabiities ofa partiaular AC mechanism and theavailability of
information abouthesubjed, request and object, eithenly limited or eldorate infoma-
tion can be @&cessiblefor m&ing authorization decsions Thisinformation avaability will

be used sia citerion for evauating expressivenss(or powel) of AC medanisns.

AC mechaisms ae part of mostoperding, ddabasemanageent (DBM),and mid-
dlewae sysens. They ae ako preset in such ontrol sysens as frewalls, and nany

applications.

2.2 Controlling Accessto Application Resources
Applicationresourcea can be n the form ofdaa processd by applicationstheir ser
vices (eg. Tdnet [Postel 183], SMTP [Postel1982]or WWW sewers), paticular opera
tions perbrmed onthem (eg. GET access requested from a WWWsever via HTTP
protocol, opegtion invoation on aCORBA-based applichon sewer), or evan menus of

the applicaton inteface

Some applicatiomesources, such adiles, databaseecords, @ netwok sockds, can be

proteded by an opegrting, DBM, ormiddlewaresysem. However, there areresource that

11



areapplication-spetic and not reognized by aything exept the application igf [CIST-
NRC 1999], forexample the exaution of particular pats of the applicationbusiness logic.
In other words, he granulaity of application-spatic resources is finethan of geneal-pur

posecomputing ystems. Fgure2-3 illustrates thedifferene in the sope of middéwae

method A

non-object resour ces

method B

method C

method D

method E

Scope of Middleware
Access Control

Figure 2-3. Separaion of AccessControl Sope betwen Middlewae and Aoplication

and application-leMeAC. This is one essatial distinction betwea applicationdevel and

genesd purpose AC.

Another vital diference is that athonzation rules usedor application{evel AC
requirethe useof sud information aboutecess operions, subjets, or objeds, tha isspe
cific to the application donain or moreelaborate (more expssve) than e information

used by AC rachanisms of geneal purposesygems.

In orderto mee the reuirements, applicationsommonly havetheirown AC mecha
nisms in additionto the use oftioseprovided bythe undetying geneal purpose systems.

And this practiceis becomingmoreand morecomnonplace than gceptional.

12



2.2.1 Examples

Let uspresent frgmentsof adual interfaces brought from fonal OMG spedication
of Persondentification ServicdPIDS) [OMG 1998b]. Theyllustratethe neel to exercise
AC on the leveof method agument and/oreturnvalues. Eah PIDS-compliant appliea
tion sever mustprovideaccessto its fundiondity and data via intedces defined inPIDS

specifiation. Let us consider some options pedfied by PIDS inerfaces!

First we denonstrde the need tocontrol what values of opertion aguments can be
usedby different subjeds. The procesng of invocationson the operions shownin

Figure2-4 require acess controlon te levd of inpu argument values. The

interface DemographicAccess : IdentificationComponent

{

Profile get_profile (in Personld person_id,
in SpecifiedTraits specified_traits);

void update_traits(in Personld id, in Profile the_profile );

I§

Figure 2-4. PIDS DemographicAccess Interface

get_profil e() opeation reurns a profile, which is a collection of trats describing a
person, or its sulesavailable to the PIDSeavice. The traits provided as inpurgument
indicae wha sutset of the profie is required by theclient [OMG 1998b]. The
update_traits() is usal to modify an dreadyexising piofile by adding ne traits
and ovewriting any values for &isting traits tha are also passed in. Any traits aldy

stored for tha personbut not mentioned irthe provided profile are left intact [OMG

1. The interfaces arsfom modile org/omg/PersoldSenice. We omit sorre elements obpeation defini-
tions such as excejons, sihce their pesence des not catribute in thediscussion Also, only relevar oper-
atiors are repodiced inthe dfinitions.

13



1998b]. Becaws different person tras could have diierent confidentiality ével it is real-
istic to forese seairity policies thatrequire PIDS-conpliant sever to ontrol wha subpd

can ac@ss what traits of whaerson in what mode (@. “read” or “modify”).

Second, we show that control ovdata réurned to he client has tde enfoiced too.

Opention get_all_ids() in Figure2-5 returns profiles for al paients theseavice

interface SequentialAccess : IdentificationComponent

{

ProfileList get_all_ids( in TraitNameSeq traits_requested,
in ldStateSeq states_of_interest);

h

Figure 2-5. PIDS SequentialAccess Interface

knows dou that matchone oftheprovided ‘states."Thereturnal profil escontain thdraits
indicated by he “state” paramete. The servie is not sipposé to reurn those proies, to

which thesubjectdoes not hae acess eva though it mightistthemin theoperation input.

2.3 Problem Statement

The cantral problem we adeéss n this dissetation isinadequag of the architecural
solutions forcontrollingaccess to entgrise distribuéd applicdions and their resource. In
orderfor an AC mechanism to be sufficient it mustsupportfunctionalrequirements. In
addition, the nechanismarchitedure must sippot and be gppoted by thearchitedure of
the informaion enterprisewhere thesysem is instded. The current solubnsare inale-
quate beause they ae ather fundiondly deficient in proteting fine-gran application
resouces acording b the applicéion-speific policiesor do notsupport the olgdives of

the information ent@rise achitecture, or both.
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In this sedion we ddine the problem. ist, we expad on the subject of information
enteprise achitedure problems ad theircauses and show what achitedural propertiesa
sysem musthavein orderto supporthe enterprisearchitedure. Then, we zoominto the
discusson of the equirements forcontrolling acessto application reources @the system
scope. Finally, we substantiate thegel discussion with rddife exanple of a halth cae
enteprise anddescribeconageteissues Wh AC in it. We completethe problem dénition

with a summary.

2.3.1 Information Enter prise Per spective

It is necessay to plae the problem of engineering acess controlto application
resouces in alarger context in ordeto discuss the grirements ad the validity of the
work. Such aontext is the @hitedure ofinformation entaprises (IE) beause distributed
applicationsare pats of them, and the goal®f engneering dstributed applicationshould

support e goals of IEs.

We must ¢arify the notionof an enterpiise before discussing th@roblemsthat have
to beaddressal at ths level. An intuitive pereption d an IE tdls us hat itis a sysém of
information systems.ugh adesciption, although caed, isfar fromrigorous. Wewill use
the following more prease definition of an enteprise as “a organiationd scope upon
which acommon seof information technology policies an beimposed”’ [Mowbray 1997].
Thetechnologicalscope of IE is defned by thefollowing hierachy: objed, module,col-
lection ofmoduks, framewok, program, applicdion, systan, depatment, enteprise, ©n-

glomerate eterpiise industry eterprises, and globanfrastructure

15



We discuss extedvely the poblems of information enterprise achitedures (IEA
[Beznosov 2000]. He wemerely sumnarizethemain results for the ske of briehess. The
major problems enauntera in the IEA congruction are low semanticcompatibilty of
resulted systems, gith re-alignment ad mantenancecost, and it&xponential incraese to
the ncrease inthe number of deployed appltaans [Za&hman 1997]. In addibn, enter
prise modeling taletoo long andecomesutdaed too soon [Fowled997]. Themain
causes of the problemsre the &ck of efficient soluions b managechanges acumubted
aaossan enterprise;the lack of an effcientand pretseway to descibe, anatze, and com
muricae thearchitedure architedural mismatch; pooabstration; and poor supportdr
legag, component-beed and multiparadigm systems. The nma constaints arethe
amount and rtare of changeon the eterprise level [DeBoever 1997,Mowbray 1997] and
the necssty to reuse the existig informdion infrastru¢ure [DeBoever 1997, Bwler

1997].

Clearly, the main goal of an enprise, which must be supported by cstituent appli-
caions, & anyother informationd construction, is to $esfy its functional aad non-func
tiond requirements. Br an enterpise theformer is he businesswork-flow it is o support.
Today,businessvork-flow changesnoreandmorerapidly. The rate othangehas grown
from afull cyclepetriod of approximately Feasin the 1970s and 980s ¢ 12-18 nonths
in the 1990s [DBoever 1997]. Essentiallythe non-tinctioral god is notonly o dign the
enteprise with the business worldw but alsd‘to have such an entprise that wil allow
quick realigning when the business workeiv changs’ [DeBoever 1997]. Aother
important god for an enterprise isto allow he gradual mgrationtowardsnew technologies

with the retirement of old onessawell as the evolution of sysems comprising the enter
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prise. \e ddiine awdl condructed IE as onethat fully supports businessovk-flow and
allowssufficiently quick re-égnment aaccordingto the work-flow changes while requiring
only areasonabl@mount of resoures © maintainand manae the enterpse In each cae,

the noton ofqquick andreasmablehas to be deteiined.

Therdore, we suggst that the echitedure of asysem or a sevice fundioning in the
enteprise environmat must aim to 1)educethe anount of change assotated with it and
other systems, 2pducethe st associated wth maintaining ande-digning it andother
sysems, and 3)endle solutions thascalewell with theincreasein the numbepf deployed

applications.

For instancesolutonscurrently avalable in theindusty control accessto application
proteded resource at seveal ponts, as lgure2-6 shows. They areetwork (e.g. firavall),
middleware databae and opeating system controls. Making all thesentrols to work in
concet and consiséntly enfore enterprisewide accesscontrolpoliciesis a dauntingtask,
when therearehundieds of application and suppodgi systemge.g. operéing systems).
Such solutions considefay increase he amount ofchange associatiewith administering
authorizdion polcies and applicaions, ncrease he maintenace and relignment costs,

and do not scaleell with the inaease of the numbeof applications.

2.3.2 System Per spective

The main problemtahe system levas that midlleware AC mechanisms do ngtro-
tect fine-grain resource or hey providelimitedcgpahliti esfor handling complex policies,
which is equiredin somne applicdion domains, g. heéth care [Bezmosov 1997, Wson
1997]. In additn, therdas a nee for domain-specificfactors (e3.relationshp betwen the
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user and the patient [Bdey 1999] emergency context) tdoe used in accesscontrol poli-
cies. This comgity and granularity level often drce application designes to embed
domain-spedfic authorizaion logic inside theiapplications. $me ezen dociment paterns
of designing “pplication seurity” [Yoder 1997] As a rsult, this increases the omplexity
of softwae design and mekes it dfficult to ensure system integrity and dug. It also sig-

nificantly incresses the dificulty and cost of sysim admnistration and marmgpgement.

2.3.3 Problemswith Access Control in aHealth Care Enterprise

In the previous ®dions, weoutlined generd problens tha arcitectures of informa-
tion enteprises fae, suggested what @ritecturd properties entgrise sysems and ser

vices shou have. Welso showed whdunctionalrequirements rechanismsontrolling
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aacess ¢ application resouss should lave. Now we gbstantiateur disusson with par
ticular problems irAC for theinformation enterprise of ehealth cae organization — Baptist
Hedth Systemsof South FloriddBHS). BHS is thdargest non-for-profit hedthcae orga
nization n Souh Florida, which is comprised of sixnajor hospitalendclinics. Dueto the
technicé and hisbrical reasons BIS information enterprise is réerred & Computerizd
Patient Record (CPR). Wewill use thisname through out theection. Parts of thgection

arebased on the nexials from [Benosov 1998a, Beznosov 1998b].

2.3.3.1 Introduction

CPR enterprise isandwill be a heterogeeous environmeifior long timeif not foreve.
Legacy computng technologes and arbitedures, sud as sovepipe systems [Mowbay
1995], aregang to co-exist with newcomponent-based systenes well as with new mid-
dlewae and dber technologes such as ORBA and is savices, commonand vertical
domain facilties. Theenterprse will always have to accommodatmeging technologies
with old disappedng ones. The main goal for CPRarity architedure is b provide a
security environment where the view of an enterprise usewill be consstent ecrossal its
components, and AC deasis will be made according to one se¢nferprse-spedic pol-
icies. We list theman issuesthat make this goal diffi cult to achieve and mantain. We
presat our visionon how aCPR enteprise achitecturecan be dggned so that the
descrbed problems can beaddressd inthe realmof existing constraints. Theroblems dis-
cussed hee ae baed on the expeaiencefrom the ongoing project of digning CRR secr-

rity architedure at BHS 1

1. Moreinformation atout BHS canbe found at Http://www.baptsthealthnet
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In orderto facilitate understanding oh¢ issues and constraintge first provide back-

ground information on ER enteprise and desgbe its pedfics next.

2.3.3.2CPR Enterprise

CPR isalongterm initiativeat BHS. Wredeet al. [Wreded 998]describe its ultirate
goal & to provide themedanismto capture, manageand present infomation required
throughouthe @ninuum of cae inamanner that opthizesthe business prossby taking
advantge ofdistributd objed computing tebnologies BHS s CPR can beviewed as aset
of object sevices andclients distibuted acossa hedthcare enterprise. $nceall clinical
and some busirss sevices areeventudly expected to beintegrated into the CRR infra-
structure it is considerd as an sterprise itself. CR architectureis bang mnstucted uti-
lizing the Objet Managemat Architeduredescribed in [Sady 199%]. CORBA-compliant

ORBs corstitute a distribuion backbone foCPR components.

All deployed application syains are séected acording to the dteria of the best fit
for a paticular bushessprocess thy serve and according tothemandaory requirgnent to
comply with CHR architedure. Paticularly, applicdion systams and sevicesarerequired
to provide CORBA-compliant interfaces to ther man fundiondity and to use sevices
avdlablewithin CFR enteprise to avoid redundang. For example, any pplication system
and sevice thathas anotion of patentis required to utilize a GORBA-compliant Pdient
Identification Service (PIDS) [OMG 1998Bb] and &pose ay datarelated to clinical obser
vationsvia interfaces compliant with Clinical Obsevation AccessSeavice (COAS)[OMG
1997] standal fromthe OMG. Theveryfirst CORBA-based CRR sevice was dployed at

BHS in Februay 1998. Theserviceprovides acess b clinical transciption recods. BHS
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isin the proess of deloying aMaste Pdient Index sevice thatwill provide RDS among
other sevices. An anaomic pahdogy system that il be usng PIDS adwill aso provide

access to & ddavia COAScompliantinterfaces is expeed to be deployedsavell.

Eventhoughall nev components deploykin CPRenteprise are basel on CORBA
technologythere ardegacy systemghat haved be ntegrated n CPR architedure at some
point. Also, somenew non-CORBA-complant services will be deployed within &P
enteprise. Suctsydems and sevices haveto beintegrded in CPRenteprise induding its
securty infrastructure. We will discusshe issues of d@gning (PR security arditedure in

the next seons.

CPR engerprise has its own fatures hat affed its architedure. me arecommon ©
any enérprise somne are spedic to health care, and othersare BHS distinctive. They seare
as constraing to theenerprisg including itsseaurity infrastucture We identified the fol-

lowing significant features:

* As wedisaussdal in Section2.3.1, Ike with any othedE, due totheincreasing rae of
information enterprises growth anketreplacement of conventionalanolithic, multi-
purpos solutions by component-based spealized ones, the amount of magnane
and adminigtation is rgidly increasing. Theincrease of entgprisesize and complexity

exacabatesall other factors.

* CPR business prasses ch&ye much fater than they usgto do. This fores CR
enterpriseconfiguration to beadjusted atthe sane rate. For a searity architedure, this
means deentrdized administration andextensivedelegaion of administation privi-

leges, as well as morieequent AC plicy changes dwven by busness piocesses.
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Many different applicdion sysems ae usal aaoss he enterprise. Y2K inventory
revealed about 200 different applcations from word procesor to multimillion dollar

clinical systems.

Some products come from naw niches wih few vendors, which ethinates fair com-
peition of productsforcing cusbmers to select sub-optimal solahs orcontractcondi-

tions.

Heterogeneous opeting sysem (OS) environmentssave different needs of dif erent
departments. The lierogendty is also due toight coupling betweae applications and
the undetying OS. Major dinical applicdionsare available onlyon paticular OS or

even hadwareplatforms.

Vendors ae oriented towads numerousnore congrvative custoners. Thosecustom-
ersare usuallytechnically esseducated and, as a consegae, conernal only with the

functiond properties othe products.

Outside visiors have the potential for physicd accessto desktops and network infra
strudure. Unlike financid or manufaturing enteprises, in hedth care oganizdions
paient, andoften their guests, hae acessto mostfacilities hus m&ing it almost

impossbleto introducethe noton of trug bounday dividing the failities.

Different depatments have different levels of ugency and diferent requirenents for
confidentiality and grvice availability. This nekes seurity protedion of thesane high
strength unjustfiable and sora times eva conflicting with he suppot of business

practicespecific to the paicular dgartment.
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» Theinformation teinology (T) depatment @nnot aford in-house devepment due
to the la& of resource and qualified stdf which mandges the use oEOTS applica

tions, extenal consuling, integréion and outsouring sevices.

2.3.3.3 Security Architecture I ssues

Given e generd constrants mposed orCPR we digussthe isues related drectly
to itssearity infrastructure,and frst present four groupsof issuesdatedto theCPR sew-
rity architecture. We limit our disassia to the issugonly directly related to access con-
trol. Its full version can be foundin [Beznosov 1998a, é&nosov 1998b]To ease the
understanding diow the goupsrelate o ead other, we place them onadiscrete 2dimen-

siond spacedepicted m Figure2-7. Thehorizontal dimensionidentifiesif theissuecan be

Any Technology CORBA Technology

Any Enterprise CPR Enterprise
Figure 2-7. CPR Seaurity IssuesSpace

found gaerdly in anyinformation enteprise or only ina CPRenteprise. Thevertical
dimension identifies if the issue is retad to any tebnolagy or it is speific to CORBA-

based emtprises.
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Geneal issuesare propgjated into morespecalized aeas. For &ampk, those pob-
lemstha exist in any informaton entepriseare propajatel asointo a CPR enterprise.To
illustrateit, we present theasne ssue spaein the propagéon pyramid Bown on Fgure2-

8. More geneal problems and rpiirements at the fountlan of the pyranid, if not

CPR/CORBA

Problem Propagation

CPR/Any Any/ CORBA

Any Enterprise/ Any Technology

Figure 2-8. Propagation of Poblems

addressed, woud propa@ate taheuppe layers. Wediscuss th problemsn groupsmoving

from geneic to spedic.

Any Enterprise Based on Any Distributed Computing Technology

Coupled AC logic. Conventiond applications have their own AC decisionlogic
tightly couple with an applicéion itself. Enterprisesecurity administrators ed up having
to configuresuch logicon application-by-pplication basis, which lomgs tremendous

admingtration oveheal and highy increases chanes of human eor.

Dedsions &outwhich uses can hare wha aacessto what asts of theinformation

enteprise shold idedly depend only on te following fectors: ser privilege attributes,
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enteprise searity pdicies, busness workflow andits constrints. All thesdatems ae piop-
erties ofa paticular enteprise and not ofray application in itAlso, AC models muhave
a commondenominator tanap entgurise ®curity policies and busiessworkflow con-
straints uniformly into paticular authorization rulesTherdore, all access decsions should
be foreign to an applicdion serviceand ndive to theenteprisesecuity infrastrud¢ure as

well as the engrprisebusinas workflav.

No standard administration interface. Among those pplicationsthat have th& own
AC mechanisms, each has its own proprietary interface to adninistrae the mechanism.
This m&kesit impossibleto administrae AC and othe security medanismsfor multiple
applications @ng a shgle administrationenvironment.Therefore, the automationf AC

admingtration is a vey resource-consumig and eror-pronetask.

Inconsistent AC models. Due tothe replicéion of ®curity information overapplica
tionsand coupling of authorizaion and apptationlogic, multiple incongstent AC modés
co-exig in thesaneinformation enterprise.In thiscase it is highly difficult to insure con-
sistency of AC rules across the esrprise. Most othe time, secuty admnistrators end up
having noguaranteg whatsoeve thatauthorizaion rules ad, especially, changego them

areconsisént acoss dl application systems andomply with organiztiond policies.

CPR Enterprise Based on Any Distributed Computing Technology

YES/NO AC. It is had todraw exat bordes beween whaa care giver, as a usef
medical systms, issupposed thave accessto and what he/she hot. Sorre seenaros ae
clea (e.g., aregistrationclerk trying tochange kb test resultof a patient) andome ae

not (e.g., emergengy room physician browng encounterhistory ofa pdient). Thereis a
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neal for, so céled, “soft AC” when a pmcipal is granted acess; however, audit and
(maybeeven) non+epudiatiortalarms” go off for later investigation. Meanwhile, theise
is wamed that thg are accessng information they ae not supposé to. Sich “soft AC”
notion is misang from mos models including CORR Seaurity. Additiond abstration is

neeced in ®aurity administration solutions ® accommodae “soft AC.”

Vanilla security administration. A low-level geneic searity admnistraion model,
where authorizéion (and aher) rules ae expessed ingrms d security attributes of sub-
jects and (maybegroups of)objeds/interfaces, does not support Beedabstrations spe
cific to the busiress proces. Domain-spefic AC languges that bstract theacess model

to the level of business model areessary.

CPR Enterprise Based on CORBA Technology

Heavy security policy domains. Idedly, thenotion of secuity policy domans should
be usd adively in orderto leveege AC mechaisms of CORBA Searity servie. All
information about patient ca be r@resated as acollection ofobjects that belongs to the
same AC policy domain. Y¥n anew paient is registered and hisher recordis creaed, all
data about the patierg accumulated irthe objets belonging ¢ the patient’s domain and
AC (aswell as other searity) policies are insaniated gpropridely. Conside a mmmon
situaion when a halthcare enteprise seves thousands of patients. \&fe not have mpir-
ical knowledgebut it seems that thewrent seurity technologiese,g. SEQME and Ker
beros) used for CORBA Searity implementdion would not sd& to scearios with

thousands of secuty policy domains.
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Coarse-grain AC. Prelimirary modeling of a CR AC [Beznosov 1997, Wilson 1997]
showsthat the basic CORR Searity AC model @es na takeinto acountsuch important
for ahealthcae enterprise &dors of authorizéion decisions & the content of rquests and

replies, ad the context of tient/sever interations.

2.3.3.4 Goalsfor CPR Architecture

Not alltheissues g a urgent n the short ten period or as inportantin the long term
period asothers.Some & them arehighly critica for CPR enteprise siccess. Below,we
statethe gods that we bdieve will impact significantly the way CPR enterprise seairity

architedure wil evolve.

Long Term Most Important Goals

Achieving long term goals will enabintegraton of applicatons with CPRsecurity
infrastrudure. The goals ee difficult to implement quickly beausethey require re-struc
turing of the infrastructure and redesignof the applicéions. Howeve, orce realized they
will endle credion of awell constructedCPR enterprise which wil suppat organizational
work-flow and its changes. Besidegenerc gods, CPR seurity infrastructurehasseves

specificlong tem oljectives in he area of AC.

Enterprsewide logicdly single rgpostory of usersecurity attribuesis paamountto
any wdl strudured organizationd security infrastructure. It will provideasingleview of a
user no matter what undging searity technology and aplications ae used. Wheause
initializes a session, information from theposibry is usal for their identification and
authenticéion. Themain advatageis, however, the istene of logicaly single location

for searity information rdated b the user whichlbows inherat coherence of any chages
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to it. Such a repository wilallow sgnificant reduction of enteprise-wide use security

informaion administration.

Secondgoal isthe realization of fine-gran uniformaccaesscontrols aross & applica
tions. Qherwise mmplete CFR automation wilkisk a halth cae olganization to faelia
bilities of various dgree Fa indance, breaching the regulaions on p#ent informdion
privacy and aoonfidentiality [DHHS 1999] which ae pat of healthinsurance portability
and acountabilty act (HIPAA) [USA 1996] inpose&l on UShedth cae indusry, would
jeopadize the conpany dility to conpete on themaket and coutl bring lega actions
aganst its admmistration.The keys herare thegranubrity ard uniformity of AC. Without
nealed granularity, sevice-basedhealth @re applicdions would not provide protection
necessarydr controllingaccess orhe need-to-know basis. On the other hand a lack of uni-
formity would introduce inconsistencies AC enforcement thus comlgirablydeceasing

its usaility, managebility, and mantainability.

Another importangod is the use of doman-spedfic high-levd abstraction for admin-
istering secutty in geneal and AC in paticular. We descibe below those fetors that
shoutl be usedo make daborateauthorizéion decisions in ordeto comply with patient

information dsdoser requirements.

Affiliation -- what subsidiary of the healttare system a parcular care giver works
for or is apartnerwith. Dueto frequent merges and to the &ct tha many physicians ansult

in severd hoitals, thisfactor dfects authorizaon deisions.
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Role -- what 1ole the useris asggned to in thecurrent sesgn. This factor is important
to use because the same usera@m different roles pedrminghisor her responsibities
and becase BBAC decreases secuty adminstration overhed. Howeve, modding of
hedth care AC policies shows us that thgpe ofrelaionship betwen the useand the

patient isalsousel very extensively in making athorization decisions.

Relationship -- what is the @ationshp betweea the useandthe patient whoseerds
areto beaccessed. Today héth cae pratise incrasingly employs shard care appro&h
in which the patnt is managed bya team of cae professionals edg specializing in one
aspetof care[Grimson 2000]. 8metypes of réationshipsha neel to be managein the
hedthcae context arepatient'sprimaly care provider; admiing, attending, reerring, or
consulthg plysician of apaticular patient; pat of the patient ere tean; healthcae staf
explicitly assignel to tke cre of the paient; paient's immediae family; patents legd

counsel or gual; personhpastoral cae provide.

Location -- where the useis acessing mformation rvices from. Locdion informa-
tion isused inseverd types ofauthorizationpolicies. One type igepresated by the fol-
lowing exanple of an AC policy: a nurseshouldhave acess® medicadrecords of a patient
if the nurseis aurrently working on the same“floor” asthepatient. Anothe type useloca-
tion to dentify the trust dorain whae the user is aessinginformation sevices from. A
ressonable policy would denycaessto any sensitive information for anyone acessng it
from untrusted a@s or via unprotded commurgaion channels. Locaon an also be

usedto derive the emergency level of acess. Apolicy can dlow readaacessto dl patient
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information of all patient$or any userassgned to the ole physcian and acessing the

information from an mergency room.

Time -- when accessis requested. Théime factoris useful fr authorization vles on
users assigned to $trelatad positionssud as nurses and for taskased AC [Thomas
1994] when acess to péent records is gantedfor the taskduration to theusersesponsible

for accomplishing it.

All this informaton is essential in order to mée auhorization decisions & hedth care
enerprises.To adieve integral useof the desdibed facors, an efcive donain-spedic
authorizaibn language thatvould incorpomte the concepts ofole, affiliation, location,

relaionship and tira is needed.

Putting dl these gods togeher, we believetha if thesecurity infragructureof ahealth
cae enteprise can bedesigned in such a watha AC can beenforced at fine level of gra
ularity, in auniformway acrossthe enterplise andadomain-specifichigh-leveé authoriza

tion languge is used, then GPsearity infrastructurecan bewell structurel.

We usal CPR secuity architedure & BHS as aconcete exanple for ill ustrating the
context h which the problem of enginaeg acess control indistributed apptationsis
stated. Fanmiliarity with theconext will hdp to theunderstanding ofthe problenrequire-
ments ad its solution proposkin this dissertation. We outlined the main issuesn con-
structing CPR secuity architedure. In aldition, we grouped thm into four cateyories
according to the type of informaton enerprise (geneal or halthcare) they an appear in,

and the type oflistributed omputing technology theyharecterize (any or CORBA-spe

30



cific). Andly, wedefined mostimportant long ad short term gdafor CPR seurity infra

structure.

2.3.4 Summary

Theissuexentra to theproblem ofcontrolling acess to theesaurces of distributed
entepriseapplicaionsare of two types: functioral andarchitecturd Thefunctiond arel)
the granulaty of protecte resources, 2) the enfocement of policies speific to the busi-
ness doran of the enterprise, and 3) the deésions base on eldorate searity-related and
unrelaed information about theaaccessing subjectheaacessoperation and theobjed. Last
butnot least, ways mubeprovided to ensure the consistency of policy enfiemaent across

multiple agpplicatons.

Architedurally atractive solutions museffectively suppdrthe evolution ofenteprise

sysems, i.e changs  exising gplications, thé insation or deléion, chages in busi

ness procsses and searity policies, chages n haidwardsoftware platforms, etc These
qualies nee to beachievedat ressonéble ast during thedevdopment,operdion, and
evolution of application ystems andhe enterprise they comprise. Above athe solition

shall €ale well with the numbeof applicdions.

2.4 Evaluation Criteria

Before proposing ousoluion tothe problem,we will review the stateof the practise
and rese&h inthe nextchepter. Inthissedion, we define a fraework containirg criteria
for evaluding te existing technologies and relatework, aswell as for analying our

appro&h.
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Any exising or proposed solutn shouldbe evaluaté on the basis of stadeuacy in

addressing he probem Theefore, he probem staementis the main sourcefor the ciite-

ria. Particulaly, how well does itaddress thedil owing main isges?

1. Granularity of protected resources. If atechnologyor soluton does noallow autho-

rization decisionson fine-gain resoures, hen it cannot be used for prot&eg applica
tion resouces. V¢ will usethe following granularity hierachy: gplication, inteface,

method, &bitrary resource

2. Support for policies specific to the organization application domain. Thee is a

wide range oflupported &£ modelsand policiesas it will beshown in ChapteB. At
oneend tere ae AC mechaisms that appot only one model (and the gesponding
policies) for examplelattice-basel mandatoryAC (MAC) [Bell 1975]. At the other
end aresolutions that allow irplementation of any authoriation bgic and their support
for policies islimited ony by theinterfaceto the logic. In geneaa, the more AC policy
types amechaism can support the asierit is to confgure for requiral organizaional
policies.Whenapplying this crierion we will look at theange ofsupportedAC mod-

els.

. The variety of information available for making authorization decisions. As we
discussedbove, athorization deisions ae male by evduating rules with the usef
information aoutthe subpd and objet, as wdl as the operaions to beperformed by
the former on thelatter. The avalable informationis limited. Fo examgde sometech-

nologies dow obtaining only authenticateddentity of the subjetbut not the infama-
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tion aboutgroup membershior activatedroles, which ultimagly limits thefunctional
capabilitesof the ACmechanim based osuch a technologyVe will look into what

information is avéable and whainformation is used in authorigan desisions.

. Theuse of application-specific information. Theuse ofinformation whit is applica
tion-spedfic and beomes available onlywhile the gplication proesses the client
request is dtical for some aplication donains (e.g. halth car). If asolution does not
allow the use ofsuch information, then full automation of @eding application

resource would notbe possible.

. Support for consistency of policies across multiple applications. It was dsaussd
ealier thatin the enterpriseenvironment the issueof consstent policy enforcementis
a criticalone. V& will corsider the support foenterprse-wide consient AC policy

enforcement while exaiining the avdable and proposgappro&hes.

. Support for insertion and deletion of applications, changes in policies and the
computing environment. No matter how functiondly pefect the support fothe AC
of application reoucesis, if it is highly ineffective to @&commodate lathese changes,
then itis of nogood inenterprise settingdviost available apprachessupport the
changes tesome degree. will evaluate how goothe supports. Unfortunagly,
there ae not any objectivequantitative criteria for determining the leveof support.

This is why we ompare thesolutions wih each othelin regards o this criteron.

. Solution scalability. Peformance and admnistraion salability highly affects the
appro&h uility. Regardless of #l other merits, if an gopproach does noscde well it can

not bemore then just armcalemic execise.Sincethereis notany bentimark avalable
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for evaluatingthe scdability of AC solutons, we wil use commorknowledgeto rea
son abouthe scahbility. Forinstancewhen t is possble, wewill examne theamount
of data that neds to be modified, in ordéo acomnodae a policy diange. Aother
commonly known measure thatwe will useis thecommuncaion complexity, which is

still regarded as the mgor factor in the performance of distributel systens.
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3Re|ated Work

This chapter provides asurvey andanalyssabout &ailablesolutions in theareaof this
dissertation,i.e. controlling acessto the resource of distributed enterpse applications. In
sections3.1 and 3.2we survey the existingwork in deail, then ssmmmaize thediscussion

in Sedion 3.3.

Theideaof treding authorizdion logic as an independent@nponent olsoftwae sys-
tems isnat new. An abstract model ofa rderence montor [Anderson 1972] is a lassicd
exanple of authorization decsions being m@e and enfocedoutsideof gpplications.The
concept hasbeing employedn the AC design of opegting systems fronthe ealy daysof
computer seurity. Mostopeaating sysems implement authorition bgic in the seurity
part of their kenels [Benatar 1996, Qirry 1992 ,DEC 1989, Gligor 1986, Grampp 1984,
Heydon1994,Hommes 1990, Kager 1991, Lu&enbaugh 198ayicCauley 1979, Mmer-

ney 1999, Muknder 1990, Pfleger 1989, Quderman 1985, Saltzd 974, Walke 1980].

Among sperl-purpose ad-on secuity software packages, Conputer Assocides
Access Combl Faclity 2 (CA-ACF2) [CA 1998apnd CA-Top Secret [CA 1998lds well
as|BM’s ResourceAccess Control Fecility (RACF) [Benantarl996,IBM 1976] are the
mog known onesRACF s a secuty sysem for MVS and VMopeating ystems. It acts
as acentral control point that meéiates a&cessto vatioussydem resoucesby authenticeed

users. The opetiag sysem'’s resour@ manages send user guestso RACF for valida
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tion. Compugr Assocides padckages eeintegrated in opeating sysems and work in a vay
similar to RACFE As a natter of fa¢, MVS instdlations hae the option to us CA-Top
Secret or CA-ACF2 as thé choice of access controlsoftwarepackage[Benantar 1996],
which undelines the sepaation of AC mechanisms from gplication and even opeting

sysem functions

3.1 AccessControl for Distributed Applications. State of
the Practice

In this secibn, we review the capabiliiesand discuss hat the mai-stream technolo-
gies provide for egineenng of AC in dstributed softwee gplications. We evduate their
fithess by applyinghe criteria descibed in Sedion 2.4. Idally, all secuity fundiondity
shoutl be engineeed outside of an apptation sysem, therefore meking it, so cadled,
“seaurity unaware.” This is why we alscexamine if the distributed secuty technologies

can enfore AC externally to the applcation.

In geneal, thee ae two types of tehnologes used forsecuring distribuéd softwae
sysems. Onetype is thetechnologies tht merely provide pay authenticion, communi-
caion potection, ad AC indepeadently ofthe undetyingcommuncéion layes. Theyare
Kerberos [ETF 1993, Neuntal994a], A\A API [Ryutov 2000a]and SESAME [Kgser
1998, Parke1995]. Application devdopes ddiver interapplicdion communcaions by
other means (e.g. ONRPC[Bloomer 1992]). This endlesthe use andix of any desired
communcaion protocols and mediaHoweve, devdopers ae oveburdened with the

efforts o integate searity with the unddying communicaion tecinology.
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Another type isniddlewae technologies, such as CBR[OMG 1996b], DCE [Git-
tler 1995],Java [Lai 1999], ad DCOM [Microsoft 1998], that provid@an unddyingcom-
muricaion infrastru¢ure dong with the securty subsystem, thusnjoying reasonable
integration of both ad much more samiess use of théormerby developes. Moreove,
somre of them (CORBA and DCOM) endle basic AC compleely outsideof an application
sysem beauseaaessdecision ad enforcement ocur before the remote call is dispatdied

to the goplication.

3.1.1 Java Authentication and Authorization Service

The rédease of the Javaplatform introducel a new searity architecturgfGong 1997],
which uses a searity policy to decideaboutgranting &cess pemissions to theunning
code. It usefactors relgantto the code for authorizgon decisionssuch as wherthe code
is coming fom and wheher it is digitally signed ad, if so, bywhom. Sucha codesource
centric style of AC is vely different from usr-centric authorizaon polcies supported by
conventional computg environments. Java haseatlybecome widely ued in enteprise
application sysims wheredifferent users run the s& code The Javauthentication and
Authorization Serice (JAAS) [Lai 1999]is designedo provideaframework and standal
progranming interface for authenticating uses andfor assgning privileges b uses. Using
JAAStogethe with Java2, an applicaon can provide code-souce-centrig usercentric, or

a combination of both types of authoaion

In Java 2 and JAAS (ve will refer to thecombination a“JAAS’), AC is enforcedby
the searity subsystem only on Jav¥irtual Madine (JVM) proteded resouces, sub as

files, sockets, etclava objeds or other applicdion resource are not proteted, so AC has
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to be implementelly an gplication itsdf. Application deelopers an program gainst the
sameauthorization Al as theoneused for therest ofJava2 run-timeif they employ JAAS

authorizaion.

For an gplicationto usethe JAAS authorizéon mechanism, itneeds to 1yonstruct
an instance of chss java.se curity.Permission representing the proteted
resouce(s) in question, 2) locate global irste ofPolicy  object, 3) ob&in permissions
grantal to the ode and the subed via Policy::getPermissions() L and 4) deter

mineif the returned colledion of granted pemissions containdie required one.

JAAS supportsny levé of resourcegranulaity becaise it specifies a flexible mecha
nism for defining gplication-specificproteded resource. This is done via acessrights
which arepermissonsin the terminology of Java saurity architecture. Javgrermissions
areclasses wh the conmon ancestor java.security.Permission . Depending on
the senantics ofa pemisgon,a goup ofresoures ould beassociatd with it. For xkample
java.io.So  cketPermission is asocated with dl port numbers in theexanple

policy in Figure3-1. There are severd pre-ddined pemissions. They ar file,

/IJAAS pri ncipal-based po licy
gr ant
Codebase “ http://bar.com”
Si gnedby “bar”,
Pri nci pal bar.Principal “duke”
{
permission java.io.AlePemission “/cdrom/duke;“read”;
permission java.io.ScketRermisson “*”, “connect”;

}
Figure 3-1. Example of JAAS Py Entry (adopted fom [Lai 1999])

1. An gplicationcan olbain pemissions br processng a cliert requed only once as log as the suect
privilege attributes, code base and code signer do nd change.
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socket, property, runtime, AWT, net, reflect, serializable,
andsecurity . New subclasses d?ermission  can bedefined in arder to implement

new types opermissons, includinghosewhich ae applicéion-speific.

JAAS model defines a generic conept of authorizéion engine \a abstract class
java.security.Policy , implementations ofvhich ae responsil# for detemining
what pemissons ae grantal to thecodesource executing on beh# of the givensubgd.
The main method of this class, getPermissions(s ubject,codesource) ,
returns acollection of pemissions grated to the subject with privilege attributes prgented
in agumentsubject , and &ecuting codehat came fom codesource . A subdass of
Policy can implement a diffeent authorizaon policy, which shouldomply with the
class dénition. Theefore, the man constaint on such mimplementation would bethe
synix of getPermissions() method. JAASprovides a defalt subclas Policy-
File , which suppds authorization detsions acording to the sourecode bae, thaden-
tity of the codesigner, andthe value ofprivilege atributes possesdey tre subject. Thee
al areusea to determine pamissons for apartiaular reource. The flexibility of JAAS
comes fromMe propety that theauthorizationlogic can be impkementedin various ways
without deviating fom the JAAS AC model.SincePolicy is anabstrad classand its
man method getPermissions() could be imptmented in many diffent ways, JAAS
does not constra implementers to anyparticular authorizéion model, vihich endles sup-
port for pdicies spedfic to the organizion or b the application dman. It is up to the

implementers of Policy  instancesto achieve peformanceand aministration sckability.
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JAAS hasagenerc and extersible support foddifferentauthorizaéion factors. Priviege
attributes arenat limited to thepredefined ones. New tributes can be eaily defined via
new Java clages. Mreover, JAAS suppots the compaition of privilege attibutes into
hierarchies, whid is impartant for implementing AC modeds with relationshps béween
attributesfor example role-bsed AC(RBAC) with role hierarchies [Sndhul1996] On the
other hand, evesemantically the same tiributes, if ey are implemented as diffent
classesare consideed dissinilar by JAAS, whit introducesa bais for confusian. A
notion ofan attribute ype as h CORBA or SESAME, wouldsufficiently addresstheprob-

lem.

JAAS archiecture does not ekpitly support the constency of authorization deci-
sions &ross muliple applicaions beausePolicy instances useddr authorizéion deg-
sionsmust belocd to theapplication. Howerer, this does not prelude an implementation

of Policy to delegateuthorizéion deg¢sions to a renote service

JAAS ardhitectureis reldively adgtable to the changesin goplications, aithorization
policies, and computing rvironment. Changedo the policies can be accommodatedia
the replacement of the Policy  object. dva’s dynamicloading mechanism allows the
addition and renovd of applications & well as aaptation to varioushanges in theom-

puting environment.

Because JAAS architedure is defined aaset of seved Java abstrat classesradinter-
faces, allowng the mplementéionsof very different scdability, we can onlyandyze the
scalabiity constraned by the irgrfacesto its components. We found thidie semarnts of

Policy::ge  tPermissions() , Whichreturns he amount of data proportionab the

40



number of dl pemissions in tle sysem granted to the subjecan cause peformane sca-
ability problems for poliges of sometypes. Gonside for example animplementation of
Policy , which supportsor maps to, an ownerbased discreonay AC (DAC) policy
[NCSC 1987], sinlar to UNIX file permissions.In such sydems, thereis a set of permis-
sionbits declaring &cess rights fothe owne, the menbers ofthe primaryand othegroups
of each file. ThuggetPermissions() shouldreturn pemissiongto all files hat theuse
has. Thsisjustified only when an application needsn@kemany authorizton dedsions
for the sane subpd running the sameode. Howeer, wha only oneauthorizéion deg-
sion is neded inorder to procesarequetor when the code bae or signer chrage, reurn-
ing dl permisgons grantd to thesubjest seemsinefficient. A more salable soluion would

be aonein which the reult of the authorization decsion is returnd insteal.

3.1.2 Distributed Computing Environment

The Open SoftwarFounddion’s (OSF) Digributed Compuihg Environmen{DCE)
[Kong 1995], is & undetying RPC infrastructureanda olledion of integratel sewices
thatsupport the ditributionof appications on nultiple machines. The functionalispro-
vided byDCE sedarity sewices include: us authenticion, seare data ommunicaions
to prote¢ datacommunicaedby an applicdion o other applications oveDCE infrastrue

ture, and authorization for gplications[Gittler 1995].

DCE Secuity is based orKerberos [IETF1993, Neuman 134, which performs
authentiction of uses andapplicaionsbase on ayptographickeyssothat communica-

ing paties can trust thadentity of eadh othe. DCE aigments Kerbeoswith a wa to trans-
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fer additional privilegettribuesto aserve that maychoosdo perform AC basedn those
attributes.

The sevice doe nd control access toapplications or their reource, and DCE appli-
caionsare expeted b enforceand provide admisirative accessto authoriationpolicies
on ther own. To doso, an applidgon has ¢ implementAC functionality,including an

aacess controlist (ACL) manageand an ACL ®rage, as showmi Figure 3-2. In orde

Server Process

" Does user jane have
Client Process G| pispense $100.00

permission to
-+ withdraw from 4
User=jane, N Account 2
Automateq Teller Account=1234, Application
Machine

ACL Manager
Request=Withdraw Interface
$100.00

-
-

1

3

Get Account

Update Permissions
Modify Account ACL
Management Process Give User jane RelniSEion information
Permission to
- . Withdraw from
Bank Administration

Account 1234
Control Account
Management

Editing

-
-

Interface
(rdacl)

ACL Database

Figure 3-2. Authorization Rocess and BL Management in DCE-baskApplication
Sysems (from [Caswdl 1995])

for an gpplication to useDCE seurity sevice for AC, it needsl) to determine the DCE

object ID(OID) of theresoure in question, and 2p obtan authorzation decsion fromits

ACL manage using the OQD.

If an applicaéion usesite DCE ACL model for authoriation,it asociates an AClwith
a proteted resour@ via OIDs, which areusel by the ACL managerto detemine right

ACLs. The e&act ddinition of“resourcéis entirely at thedisaetion of theapplication. For
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exanple, ax objed could be an item of sted data (such as a fil@r couldbeapurely com-
putatond opeation (such as matrix inversion). Thus, the @ptoof OIDs enbles any

granulaity of protectel resoures.

DCE ACLs supprt alimited numbe of privilegeatribute types-- only idenities of
the userwho is the esourceowner, the owne group,and othemgroup(s). Thee arealso

distinctions betwes:
 “locd” and ‘foreign” (from anothe DCE cell) subjets,
 those ading as dkegates ad primary invokers, and

* entries that spefy spedfic and déault polcy, i.e. in the &senceof any othemppli-

cable ACL entry (ACLE).

DCE ACL languages also considably limited dlowing seurity administators to
either explicitly grant or denyrightsto the subpd basel only on its ideitity or group
attributes. Theéanguagecgpability to support policiespedfic to application ororganiza

tion ranans tobe sen.

The following simplke examplefrom [Caswell 1995] demonstrdes Figure 3-2) how
AC is expectedto be implemented by an aplication system. Userjane makes arequest
to withdraw $100.00 fom he accourt numter 1234 (step 1). The applicatioimterface
passes thigmformation to the ACL nanagerasking for an athorizationdecision (step 2).
The ACL manger rtrieves the authorizéion policy foraccount1234 from theACL daa-
base (3)and applies the policy toderive the answe(4). If userjane is authorized, the

withdrawd is peformed 6 and 6).
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In orderfor an ACL associted with application resoues © be adminisred, DCE
applications ee expetedto providea means for it. They can implementDCE standed
ACL administration interface (rdacl ). When ane’s acount is first s¢ up, a bank
employeewould useanadmingtrative tool to give userjane the permissonto withdrav
morey from account 1234 . Theediting nterface enables the £L managerto changehe
policy. An ACL managechanges a policy by teeving the curent policy, modiying it,
and witing it backto the ACL databaseRdacl interface sems to be the only mes of
ensuring theconsistencyof authorization policies arossapplication boundaes unless
access to the ACL dmbases implemented as a globaservice In thelatter cae policy and
application tangescould dsobe acoommodaed by theDCE eavironment esier than in

the basic onfiguration shown in ifgure3-2.

As sea from the discussion above(E seurity servie providesudimentary help to
applications to rake AC deisions, ad it enforces no AC exterally to an application.
Compaativelyto its predecessor, Kderos, 1 advanesprivilegeattribute managaent by
enalding atributetypes othe than subjet identity in EPACs. Howeer, theexpressveness
of DCE ACL languages fairly limited, and we ould not detemine how applicéion-spe
cific factors could be uskin authorizéion decisionsif the mebanisns of DCE ACLs ae
utilized. It seens thd the increase ofthe applicéon dient or sever population would not
drasticdly affect overdl DCE-based sterprise pe&formance becaise AC degsions ae
made using local datdloweve, adminstration scéability is poor beause policy chages
have tdbereflectedin theACL databae ofevery applicion unkessthe databseis centr&

ized. Then lbe peformance s@abiity would suffer.
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3.1.3 Microsoft Distributed Component Object M odel

The Distibuted Conponent Objed Model (DCOM) [Grimes1997, Ribin 1999]is a
middleware technology from Microsdf which extends the Coponent Obgct Model
(COM) to support ommunicdion anong COM objects on diffeent omputers running
sone flavor of MS WindowsOS. A schematic repesentatiorof DCOM middleware is

shownin Figure3-3. DCOMproto®l, known as “ObjettRPC” or ORFC, extends the at-

Proxy Object Stub M Component

i Securit
"CoCreatel Secquty DCE RPC Provideyr DCE RPC
nstance" Provider
% Protocol Stack Protocol Stack
OLE32 "CoCreatelnstance"
e\
(Remote)
Activation
SCM SCM

DCOM network-
protocol

Figure 3-3. DCOM Middleware (from [Microsoft 1998])

dardDCE RPC protocol. At the wirdevel, ORPQuses standard BCE RPCpackets, with

additional DGOM-speeific information.

Since DCOM RPCis a deivation of DCE RFC, it is not surpsing tha its seurity
model resembés DCE security. ACLs, with the languagenilar to the onein DCE, ae

used o code authorization paties. In DCOM, they arenamed Disaetionary ACLS
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(DACL) to signfy the default right of the objetowner to modiy DACL entries. DACLs
can beconfigured using DCOMCNIE configuration tool orprogranmaticdly using the
Windows NT rgistry and Win32 security functions. Howewve these do not cimge the
essene ofthemodd. Whatdoes, though, is theapdil ity of enforcing policiesoutsideof
aDCOM objed, and thepresene of a hierachy of policies.Thisis a mnsiderableadvan-
tage ove the DCE AC modd, whereno control is erdrced by the searity environment,

and an pplication has tomplement its own.

DCOM providestwo choices for mntrolling acessto gplications and their resources
[Eddon199]. With “dedaraive searity,” DCOM canenforce AC without any coopera
tion on behalf of the object ordbbjed'scdler; the poiciesfor an applkationcan be exter
nally configured ad enforced. The dearative searity policies ca bedivided intodefault
policies andcomponent-spefic ones. A ddault policy speifies the default launchand
access seimhgs for allcomponents runningon the bca machine hat do notoveride tese
setthgs. Component saity setthgs @n beused to provideecuity for aspedfic compo-

nent, therby overiding the defult secuity settings.

With another, progranmatic security,” DCOM exposes its seurity infrastrudure to
the devéoper viasecuity APIs! so hat both clientsand objeds can enfore their own
application-spatic authorization poicies inregads to resoures of any graularity, and
using any information & input for the deisions. Pogrammatic sagity can be used to
overiide both default andomponent security settingsthe egistry. Figure 3-4 showsthe

hierachy of DCOMauthorizationpolicies. 1) policy encoded in lhe behavior of he com-

1. Fa exanmple, calling sibject idenity canbe obtained using methods
IObjectConte  xt::IsCallerInRole() ard ISecurityPropert y::GetCallerSID().

46



3. Host-wide Declared Authorization Policy
2. Process-wide Declared Authorization Policy

1. Method-wide Programmed Authorization Policy

Figure 3-4. The Hiearchy of DCOM Authorizéion Polcies and their Scope
ponentmplement#éion, 2) the ddardive process-spdfic, and 3) the delaraive host-spe

cific policies. Plicies 2 and 3 ae enforcel bdore the cdl is dispachal to the objed
method. In this hierahy, theinneg policies overide theouter ones in the following way:
before theinvoaation reahesthe method inplementation, statements, if any, fom proess-
wide polcy overide corespondingstatementsithe hoswide policy. If the nvocationis
allowed, then it will be dispatched the method mplementaion, whichwill be able to

exacise its own AC paty (policy 3), if any.

A significanthindranceto the athorization model is thgranulaity of “component-
specifi¢’ declaative poicy (policy type2 shownin Figure3-4). The granulaty is perOS
process, andhereis no distnctionamong diffeentobjed methods. Thias, thepolicy uses
the sane DACL to control acess to all objets andmethodson thoseobjeds that asystem
process mplements. Howver, if an gplication needs to ha& finer levd of granularity and
still use theDACL mechanismit can achievat, though with more efforand notranspar
ently o the application loge. An applicdion can associatéts fine-grain esourcewith a
proteded resoure of the opaating ystem, such as an M@indows registry key, assume
theidentity of the subgd, and try to acessthe OS resoue If this acess fals, theassume

subedad did nothave pemission toaccess the resource.
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Process-wde and host-wide policiesypes 2 and 3)mplicitly introdue the notion of
acacess paty domaindor DCOM dbjects.Unfortunately the patitioning of obedscan be
only according to ther locations and not &cordingto thar sensitivity or thevaue of other
paraneters. The lintation of authorization paly domains ¢ the hosboundaresrestricts
the aministration salability of DCOM-based distributed pplications beauseit has tobe

performed indivdudly on each host or evefor each pocess.

As wehave shownno gplication-specifianformaion canbeused or applicdion-spe
cific poicies areenfored when ddaraive AC isexerdsed. Declarative auhorization pot
icies and the changes haveto be adminigered on amachineby-machinebasis, which
hinders admingtration scdability andrulesout austomatic policy consistencyaaossappli-

caion boundaes unlessapplications ardocaed on the sae hog.

3.1.4 SESAME

Secure Europeaystem for ApplicationsiiaMulti-vendor Environment (SESAME)
is an Europea reseach and development project, which vgagarted inlate the 1980s It is
alsothe name ofhe technolagy thatcame outof that projed. This tedhnology [Kaijser
1998,Paker 1995] define components of a searity architectue providng the underlying
bedrod upon which fill managed seurity produds! can bebuilt using the 6llowing ser
vicesdefinedby the achitecture: aithentcation, authoriation confidentiality, integrity

and audit.

1. Exampesof such productsare 10_'s AccessManaer [McMaha 1995 and Bull SA's Integrated Sysim
ManagemehAccessMater [BullSoft 19%].
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The work of SESAME componets (shown in Fgure 3-5) could bedescribe in the

following way. The uselogsin the SESAME environment by erading with a usespon-

User H Sp%;esror— APA AS
PAS
KDS
Domain Security
Server Host
SACM = PVF
[
|
] . —— -1 SACM
Application [
Cien Applcator
Client Host Server Host

Figure 3-5. SESAME Components

sor (U9 client, which then conads the auhenicaion sever (AS) via the auhenicaion
privilegeattribute (APA) client The US autherticates itsdf to the AS, and then contacts
the privilege atribute sever (PAS andrecaves from it a privilege attribute certificate
(PAC) containing the subjerivileges useddr AC degsions. Theuseris now authenti-
caed and has @AC, which @n be usd when starting applid¢en dients. ThePAC allows
a user taaccessapplicdions ona computerwhich knowsnothingaboutthe user, butan
verify the useprivileges from the PAC If the usewantsto strt an application,the US
contads the sewre association antext manage (SACM) for the application clientThe

client SACM then conads the sever SACM and the/ exchange subjets credentals.
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Next, sever SACM contects the PAC vadidation fecility (PVF) to vdidatethe sibjed’s

PAC. Findly, theuser can strt the applicdon dient and exchage data vth the sever.

A PAC ca be usd more thanonceat morethan one taget gplication. It is digitally
signeal to prevent itbeng undeectably tampexd with.Privilege dtributes an haveany of

the following yntax representationsaccess dentity, role(s), primary goup, and secondy

group(s).

SESAME technology is1ot a mddlewae. Ratherit is an achitedure for searity ser
vices. t does not provida means forcommunication suchs ORB bus in CORA, or RFC
layerin DCE or DCOM. Thus it cannotantrol pre/postinvocdion esents. Théis why AC
and other sagity functionalty has to be spétcally invoked by an gplication system.
This prevents SESAME from providing AC extmal to an applicdion, & in DCOM
“declarative secuity” or CORBA. On the othelhand, authorizéion logic is povided to an
application by ESAME-compliant infrestructure, as opposed to DCE whamapplication

evean has b implement ACL storagas well as rurtiime and managemat functionalty.

Authorization dersions iNSESAME aremade by the 8CM of the taget application,
which isrespongble for recaving Geneic Security Service (GSS token and passing itto
the SACM using GS API [Linn 1997]. Thearget SACMpasses the incomingecurity
information to the PVFRor analysis and validation. If # is valid, theSACM receives an
integrity and confidetiality dialog keys fom the PVF for poteding exchages betwen
theclient and thetarget gplication. But ifthe PAC checks made by the PVF fall, the sea-

rity context isnot madeavailableto the gplication.

50



Even f the chekssucedl, besides routie checks ofmatching initiator and RAC iden-
tities, the 3 CM performsan additional ACched according to authorizaon rules [Parke
1995] repesented sa s of accesscontrol entries (ACE) complant with POSIX.6 [IEEE
]. An entry can speify aceitain applicdion or “all applications,” tobe acessibé or not

acacessible by eithemadentty, arole, a goup or “dl initiators.”

Thesmadlest unit of AC tedk in SESAME is a applcation systam. Therdore, either
acacess iggranted b the whole system or any ass $ denia at all. For distributed appli-
caions, vhich commonly expose the fundiondity via seveal operdionswith different
AC requirements, sutalevd of AC granularity is frequently insuficient. Consequently
an application sstem has toimplement addibnd fundiondity in orde to execise per
opeaation AC. Also, the architecture lacks the capability of apdying oneauthorization
policy to severd applications thusequiring eachapplication tdoe @nfiguredindividually

to suppot thepolicy.

The coneptof domain h SESAME petains tovariousauthorities thatmanaye keys,
identities and privilege dtributes. SEAME domainsaffect AC in the way thathe same
use can be grardd different identity and privilege dtributes in different domans, and the
attributes can be mapped with restriction [AsHey 1997] thus influencing decisions made
by the target SACM. Identity andprivilege attributedomans makeuse securty adminis-

tration mae salable for large or multi-organizationd environments.

The lack of extmal AC, coase graularity of authorizationdecisions, and the nekto
administer the polides on appication-by-goplication basis makeSESAME lessattradive

then JAAS, DCE, DCOMor CORBA tehnologes for AC in enteprise distributedappli-
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caions. Howeve SESAME can be deployed ovenost communiaion technologies, and
is known for its advaaced modd of privilege atributesmanagenent and popagation,
which is best sugtble forlarge multi-donain heterogeneous environmefshley 1997].
These makét indispensable for buildng heteogen®us multi-vendor, high-pdormane
distributed appkationsysems that requirethe useof different communication layers, and

authorizdion based on privilege attributes other timauser identity.

3.1.5 CORBA Security

The Common Object RquestBroker Architedure (CORB\) technology,including
CORBA Security Service, provides a generd-purpose infratructure for developing and
deployingdistributed olgd-based sytems in a broad mage of spe@lized application
domains.All entities inthe GORBA computing modéare identified with interfaces definel
in the OMG hterface Definition Languge (DL) [OMG 1999a] A CORRBA interfaceisa
collection of threghings: opeations,attributes, andeeptions An implementation of a
CORBA interfaceis called aCORBA objed. Hence we use“CORBA object” or just
“objedt” to mean “implementationof a CORBA interface,” whereit does notauseconfu-
sion. Object fundiondity is exposd to other CORBA-basedapplications only frough the
corresponding intedces. Objets haveobjed references by which they can bereferenced.
An object eferene is a handle tlmugh which one rguests opeteons on the coesponding

object.

3.1.5.1 Security Model Overview
CORBA Security (C9 standad [OMG 19960 defines the folbwing functonalties

visible to application devepeas and searity administrators: identication and authentiea
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tion, aubhorization and AC, auditing, message infggrand confidentiality protection,
authenticéion of clients andarget objects, optind non-iepudiation, administration of
secuity pdiciesand elatedinformation. Oneof CS objectives is tbe totally unobtrusive
to application devéopers. Scurity-unavare objects should be able toun searely on a
secue ORB without ay adive involvement on thesite of applicdion objects. Inthe mean-
time it mustbepossiblefor security-aware objeds  exerdsestricter security policies than
the ones emirced by CS. In the CS$nodel, all obga invocations arenediated by the appy

priate seurity functions in order tordorce various segrity policies sud as AC.

Every user athenticates wha hegshelogs inb the CS eavironment. Themain resilt
of authenticeion is a seof seurity-related daa -- Credentials . Theinformaion in
Credential s constiute theidentity of the new subpd, which initates requsts on
CORBA objedson bénalf of theuser. Authenticaed secuity attributes ae pat of the infor
mation storedn the Credentials objed and are ugd for the purpose of enfoirg var-
ious secuity policies. Beause CS ddfines alvance concepts ofprivilege attributes,
similar to SE&ME, it enables AC padies based on rolegroups, cleaance, and any ber

securty-related #ributes of subpds.

CS ardhitecture achieves peformanceand aministration s@lability by the mens of
policies and policy domas, whee any searity policy is associatedavith a policy domain
(or jug “domain”). Pdicies of more than one tye could be associated witthe ame
domain andead objectcanbelong to morghan onepolicy domain. Domainsauld be
organizd in fedeations, hierechies or be mmpletdy unrelated. AC decisions wuld be

specificfor each object, ithe objet is located in a $parde doman, or a érge group of
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objects coulde associated with one poy domain. Thigneans that the modescaales (in
termsof paformanceaswell asadminstration) very well without loosing fne granularity.
Unlike DCOM, CORBA objectsresiding on diffeent computers cabe associatewith the

same domains.

As in DCOM Seaurity, AC can be enforcel completely outsice of an application
sysem beause tle enforcementoccurs athe ORBlevel. Everythingincludingobtaining
informationnecessary for makingauthorization decisionss done befor¢he method invo-

caion is dispatbed to thetargetobjed. As Figure3-6 shows, policy Bforcement ode is

Client
Application

Credenta
Policy

: Domain
Identit Enforeement <_
Code

Security Enforement Subsystem

Figure 3-6. Enforeement of Potiies in RBA Security (from [Blakley 1999])

executed instle of CSenforcement sub-system, whemaessagerdbm client applicaon to
a taget obpd is passed through the ORBxecuted athe client ORB as wll as at the
targe ORB, the enforcementcodeuses liree sourcgof information for meking dedsions
before it enforces themFirst is thepolicy of the domain(s)to whichthe targeé belongs.
Second isthe information fom credentials otheclient. Incase of AC policy enforcement,

these ee client privilege atributes guch as acess identiy, group membership, roland
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cleaane). The third soure of information is themessageitself which, in @se of AC

enforcemant, is a equest tomvokean opeation on he target objet.

CS controls acess by ckntsto object method©bjects, n their turn, ae placel in AC
policy domains, \kich dlow the same policy to goven access tothe methods ofdl the
domain membes. CS alows statingAC policies in terms of shject and olject security
attributes as well as opéians inplemented bythose objets. Opeations areggrouped via
rightsrequired forinvoking them. Therights grantd to a subject amrding toits privilege
attributes should atch the equired rights of the opeation. AC polcies control vinat sub-
jects can invokevhatopeationson what obgdsin thedoman the poiciesare defined on.
The expessve power of CORB AC mechaisms was anlgzed by[Karjoth 1998], whee
it wasshown to support ldice-basel mand#ory AC (MAC) [Bell 1975]. We discuss in
greater detal the CS authorization modd in Chapter 4. We alsoshowthere tha it is possi-
ble to configureCORBA AC mechanismdo suppot role-based acess contro{RBAC)
models, which means hat DAC models can bealso supported, as Sandhu and Murrawe

show in [Sndhu 1998a].

Usergrouping via privilegattribuies, objed grouping vigoolicy donmains and method
grouping va the concepbf requiredrights enable higtscalabiliy of CSadmnistration,
which is an important factor in objet-orientedenterpise distibuted environments. Sti
therewill be goplications, in which dditional AC has to be exeised (aso calledsecurty-
aware applicdion). A secuity-aware gpplication cardo so with tle help of CORBA Seaw-
rity interfaces. Forenforcing conventond AC policies, anapplicaion sysem neals to

know who, wantsd access wha proteded resource and in wha way. CORBA Security
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provides to @& application a means to ihd out “who.” Inteface
SecurityLe  vell::Current , avalable to an applcation, defines method

get_attrib utes() for obtainng subjetsecurity attributes.

3.1.6 Generic Authorization and Access Control API

Geneic Authorizationand Access Contol APl (GAA API) is published as an IETF
Internd draft authoredoy Ryutov aad Neumanin [Ryutov 20004 It defines aframewvork
for application athorization aming toaddress the lak of standad authoriation API for
applications usig GSS API. Keberos [ETF 1993 Neuman 1994ajvas the ifrst security
technology providing GS API fundiondity, and it did nfluencethe modd behind GS
API. Kerbers hadonly rudimentay support or AC in networkel gpplications: ifaclient
did not haveanauthenticate ticket for a particula netwok sewer, then it could not etab-

lish aconnetion with it thus being denttacess.

The GAA AR modd isbased orthe assumptin that he distributed mature of Intenet-
based computg requires interadions between enties aclossautonomos andmutually-
suspcious secuty domains The authors alsput in thefront corner a requirementfor a
mechaism which povides authorization decisiors onfine-graned resoures for a wide

rangeof systems.

The framework conssts of two majorparts: aprogranming inteface for obtaining
authorizéion decsions byapplicationsystems, and a “univeid$8danguage folAC policy
representation, Extended@. (EACL) [Ryutov 2000¢, which is an exteson of the tadi-
tiond ACL modd. Thesubject of oudisausson is the APl itself, whiclgoals arel) to sup-
port the neds of most applicéions, thus allowinggpplication developes o refrain from
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designingthdr own aithorizaion mechanisms 2) to dlow better integration of nmultiple
mechaisms with application severs (for example, GS API[Linn 1993] andGAA API
can beintegrated to provide aithenticaion of aninvoking suljed and authorization de¢-

sions)

GAA API does noenforce AC externHy to an application. Instead, it proeslautho-
rization degsions which ca be described a follows [Ryutov20004. An authentication
savice paforms aithentcaion of uses and supplis limited credentials, in theform of
GAA API sewrity context, to theapplication viaauthenticion API, as showrin steps 1
and 2in Figure3-7. Then,the applicdion cals GAA API routines ¢teps 3, 4, and5) to

EACL

GAA AP

Figure 3-7. Sequace ofEvents n GAA APl Model

chedk authorization egainst thepolicies. The API routines obtain subject identity from
authenticated aedentials of theclient (sep 49 as well as policies (steps3a and 4b) from
local files, digributed aithonzationsevers, or by some other mea. They combne locd
and distribugéd authorizéion policies ad information. For example, it & possible in the

GAA API model tocombine globd EACL with the machine oapplication-spefic list,
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which endles theuseof goplication-speific policies. Theway thecombnaton happes is
not defned in [Ryutov 20004 and dg@ends orthe concrde implementation ofSAA API,
which means thachanges inthe computing eawvironment ad thepolicies bénind the pio-

gramming AR arenotsupporte in astandard wg and ae impkementation-spagéic.

For the purpose of au discussion, the most important APl function is
gaa_check_authorization() , Which provides appli¢eons with authorization
dedsions, orindicaes ifaddiiond chedks ae required, in egards to the equestedpera
tion(s). Itsinputs arel) a handl&to the data striare containing rules governing@essto
the resourcein question, 2) serity context @ntaining pivilege attributes othe accessing
subed, 3) operéons forauthorization, and 4) paraeters fora parameterized operation.
The outputconssts of short,yesiho/maybe and detailed answess. Spedcfying alditional
conditons which have to bemet or time limis of the decin, the concept of detailed
answe is unique to GAA API and providesagabilities required in many application
domains.It is a déa dructure, used only when the short ansig€'maybe,”that contains a
time window, during which the answe is valid, and a listof zeio or more ights grated or
denied to perfan requested opetions Each rightcan be acompanied byhe correspond-
ing conditons, if any. Each @ndiion is marked & evaluded or not evaluted. An evduaed
condition could be also anked & met, notmet or “further evéudion or enbrcement is

required.” This tellsthe application which policies mudie enforced.

The applcation must undestand the conditionshiat are retured unevalated, or it

mug reject the requst fromtheclient. If understood he application chekstheconditons

1. Itis syppcsedto be ohained pror to the invocaion via furction gaa_@t_object policy_info() degribed
bdow.
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agansttheinformation aboutthe requst, theprotected reource, or environmental condi-
tions todetermine whethethe conditons aremet. The enforement of the returmecondi-
tions isup © the application. Arexample ofcondition enfocement isthe use of €U
utilization. It could bespedfied in thepolicy that proessing ofthe client request can be
performedas long as th€PU is utilized less thar20%. Sucha requirenent could notbe
enforced by a authorizéion sewxice. In the QA API model, t would be pased to an
application aa condtion expeted to bdurther enforced. Some other kamples ofcondi-
tions ae printer load, provison of payment ér accessto theresouce,and locéion of the
subpd [Ryutov20004. As it can beseen, these @thorization conditbns give substantial
flexibili ty for enforcing goplication-speific policies. Still, it remains tobesea if the con-
cept will not cause tght senantic cowpling of autorizaion sevice implementtion with

the applicabn systemstisewes.

Thedetailedanswemayalso mea that aithorization is not ompleted yet, andaddi-
tiond privilege attribues are requiral. The application rguires them from the client
beause GAA AR attemptdo build an authorization nodd that would fitinto theexisting,
and, ve bdieve, outdatd! modelof GSSAPI implemented first by Kerbeos.It reuss Ker-
beross authenticion modd, in which only authenticted subject dentity is provided. This
is why the GAA APl model assumes group mendigp sewrice, the dénition of which it
left beyond thescope of the nodel A groupserver furnishing group membership infor-
mation is he only way by which subject privilege attributesrche obtaned. In order to

do i, the dient should requst group (non)membership ctficates from the serve

1. We believe GSSAPI is oudated lecause @ame dher architecures, suclasSESAME, attemptetb
extend it. This indicateghat the API @es not satiy theneeds anynore.

59



explicitly. Theserver is nat part of the spedfication [Ryutov2000a], althought was intro-
duced ealier by Neuman in [Neuman 1993]andis describedin Sedion 3.2.3.2aspartof
the discussionof the authorizdon service from the University of Texas atAustin.
Becaise theclient is asked D provide group ceificates affer it already made an appliea
tion request, itis posgble to use applid@on and @en rejuest-specificinformationfor
authorizdion degsions, which gies advantageo GAA APl over other authorization

solutions.

Howeve, theuseof agroup sever hassignificant dravbacks First acommunication
scalablity problem is created becauseme poicies might reqire an undermined
number of interadions with the sarer causing posdily remote communcaions, which
areusualy expensive, unlesie server and the client areo-located. Butsuch aco-loca
tion mens that the numbesf group server ingances should bgroportional to the
number of clients, which & anobvious grformance, maintenane andadministration
scalablity problem. Second, it is very infefient to obtain subjecprivilege attributes

over and over @en when thg arethe same during usesessn.

Another dravbad of the approeh is hat the savice, or at least ts proxy, should be
co-located inthe sane proaess beauseheonly languagebinding avalable asof May 2000
is defined in C language [Ryutox2000b]. Themain advatage of the AP over the other
reviewed models ishe suyppott for a vey flexible and powertil concet of additond con-

ditions that shodl beenfoiced by the pplication or met byhe client.

GSSAPI provides vey genericlow-level astradion, theuse ofwhich byapplication

developesrequires significantintegraion efforts. This promped new genegtions of sea-
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rity technologes for distributedapplicaion systems sutas CORBA and DCOM, in which
an gplication can bedevedopeal without any noton of underlying secuty, induding AC,
unless it equirestheenforementof complex policies.Howeve, if an application doesuse
bareGSSAPI and it requirs the athorization on fine gain resouces or enbrcement of
complex AC polides, then GAA API, not theEACL, meds mos autlorization ne=ds of

such applicaons.

3.2 Access Control for Distributed Applications:
State of Research

There are three main eseach directions inaddressing theproblemof contolling
aacessto the resource of distributed entgarise application syseéms. They arepolicy
agants, interface proxies andhterceptors, and entegrise-wideauthoriationsewers. In his

section, we describe and critique each of them

3.2.1 Policy Agents

By the term “policy agets,” we refer toadirectionin the ar@a of AC distributed appli-
caions, the apmache of which suggest the emtement of AC policies by the mas of
naive mechanismsavailable locly in the compuing infrastructure of eah gplication
sysem, as shown in Fgure 3-8. They ould bethe OS AC or adden packages, ACpro-
vided bythe middlewae (Setion3.1), by DBMSsearrity laye's, or eva by AC mecha
nisms of the applicdion integraed environmet. Themain featureof theseappro@hes is
achieving the consistency of authorizan polcies acoss applicéion boundaris by the
meanof centrdized AC managemaet via translation of authorization ules into languges

supported by lodanechanisms, andhe digtribution of therules @ross applicaon systems.
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mapping 1 agent

Policies

Mechanism 2

Application

Figure 3-8. Policy Agens
This is achieved with the help ofpdicy agents. Thelistributed mangement echitedure

based orsud agents provides e infrastructureneessay to map domain-wide authoriza

tion rukes into rulesspedic to paticular mechanisns.

All approades undethis diredion hase the following advatages:

* Inheent fault tolerance If a mechanism esponsilbe for AC dedsions and
enforcemeant fails, only the application sysem protected by themechanism

beammes afected, while dl other sysems remain poteded.
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» For anintruder to gain unauthoried acessto all proteted resoures in apolicy
domain, either lh AC mechaisms or the policy mamgement, mapping and
distribution infrestructure hae to be subwged. Shce the lattercan be
implemented using of-line techniques, it an be seured muchmore, without

pendizing run-time performance

* Locdity of the decision making procses In a distibuted architedure based on
policy agents, allAC dedsions aremade locdly and this allows adiieving

minimum perbrmancependty.

» Performance salahlity. Since the aithorizaion proess isnauraly distributel
over thecompuing environments of application sysims, authorization is an
issuelocal for thoseenvironments. Thus greder numberof goplicationsdoes

not causdonger esponse lency experienced by eachapplication client.

The main chBenges fadng the aproades areas follows:1) automation of mapping
aglobd policy into variousrepreseatationsspeific to locd AC medianisms wheke even
for the same AC mode there could be diferent implementéions and configurdions, 2)the
consiséncy of the aforced globd policy, s Hae et al. poinbut in [Hale1999] and 3) the
preservaion of policy samantics when thg aremapped into loa@ mechanisms, simiar to
the poblem of translating gorogram witten in ahigh-leve languagento achitedure-spe

cific binary code.

As theauthor’s expeence of paforming similar mappings wth such ommercial sys-
temsas UnicentefTNG [CA 1999] fom Compuer Associates shows, the pess of

administering the mapping ofthe sibjed’s globd credantial information into local creden-
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tials could be so costhand resourceconsuming hat only very advaced IT departments
couldaffordit. There might be natherway to olve the problem omanaging AC in enter

prise applicions whe they arealready deployed.

Approadies based on polty ageits alo suffe from a numbe of inheentlimitatons.
First, thegranulaity and epressiveness oAC policies in gpolicy domain ca beonly as
good aghosesupportedy its most warse-grén and leat expressive medanism Second,
policy changes an be very slow. r example, orsome opeatingand DBM systemsadi-
vationof such changs requires reinitialization of system components or evthe entire
sysem, which maks policy changes an expeve and prone totemporay inconsisency
and fequent dovntime periods. This aaealy makepolicies basd on perodic authoriza
tions[Bertino 1996alunafordabk. Becausef these chatinges and limations, we betve
it is velry difficult to supporta posiive answe to the queston of whether ths approah
employedor new applcationsis best.Belowwe descibein detailsone oftheapproadies

representing the dirgion of policy agents.

3.2.1.1 Security Policy Mediators from the University of Tulsa

Haleet d. propose inlHale 1999] anappro&h forthe @ordination of seurity policies
and subject @dentials amss heterogeeous information syains with the foason loosely
coupled fedmations,where no central authornty for federaion managemnent is possible.
Their goproad is twofold. The frst pat is a ticket-basd simple authoriation model, to
which anumberof authorizéion modds (ownerbasel DAC [NCSC 1987],lattice-based
MAC [Bell 1975], RBAC [Sandhu1996], TBAC[Thomas 199 areshownto be napped.

This enables the employamt of asingle languge for authoriation rules. Thepart of their
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work weareinterested in is an ahitecturefor authorization procesand the polcy medi-

ation, which enbles the consiséncy of enforced authoriation policies.

In themodd, each enteprise maages its own policgnediators [Weiderhold 1992]A
secuity medidor is installed on egh computersystem that marges proteted enteprise
resouces, awell as on the client systems from which sulgeccess hoseresoures. Sub-
jects hold a paially implicit and poentially heerogen@us collection of rights to various
informationresource to whichthey neal to have acess. When subject ass resoues
aaossorganizational boundaries, theyeacalled “breign sulgds.” Security mediators
detemine aceess rights ecording to theglobal polcy. In caseof foreign subjects, thenedi-
ators translate subjectextentials aaardingto trans-oganizdional authorizaon policy.
Ead mediatorinstalled onthe server host ontains thdollowing: a model ofthedatabae
containing reource, to whom thelocd system provide acaess; global saurity policy
expressedin the language of smple authorizon modd, which Hale et aldeveloped as
part of their vork; and coordination potly for manaing acessby foreign subgds. Gor-
dination policies can takedifferent foms - mapping foreggn wubjects © locd subjects,
assigning local proxies to act astrusied delegates offoreign subjects,equestingvouders
from trusted sourcefor foreign subjets, or mandéng joint authorizéion with locd sub-

jecs.

Client medidors bundle subpd credentials with queryragmaents to distribué the
guey to remote sysems. Mediators d the applicaion sysens, transhte the inoming
requests into locd requests according to he datdbase model othe locd sydem resoures,

apply their oordination policy to the incoming griests based on thecaved credentials,
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and then authorize theqeestsaccording tothe global secuty policy. The authorization

might be peformed by the application AC nechanism.

The major advatage of thisapproad to the problem of controllingccessto applica
tion resurces is the sugport of mutiple AC modds whereeacd system or enterprisecan
enforce a modemostsuitable for is ownenvironment without requiring any changseto
what aleady «ists, while continuinghe enfoicement of therganizdion-wide authoriza
tion policy. Such a globd policy is mappéd into a mncrde aithorization model. This
enaldes high aaptahility to the changesin applications and @mpuing environments,

although 1 does not amommodate lscanges in poty types well.

Another sigificantadvantages that mediators can hideomthe applicéion the pro-
cessof correlating foeign and lo@l subject pivilege attributes. This solves thegtrem of
multiple inconsigent subjest privilege atribute sés mantained indegpendenty in most
commercal sysemstoday, and theproblem ofacessing applidégon systems aoss orga
nizational boundaries. Hower, secrity technologes like SESAME dready hae
addressedhis problan by the means adingle sgn-on when auject has one sebf privi-

lege dtributes usé for aacessing muliple goplications.

The appoach ofsecurity policy mediators nheits all the disadvatages of policy
agants diredion. In additon, the use of etliators onthe clients rakes itless saleadle
beause he amountof change lecomes noproportionako the number of apptiationsew-

ers but to the number olients which is usudly signficantly large.
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3.2.2 Proxiesand I nterceptors

The appoach of poxiesand interceptors, or just “proxy appach” for short, § due to
the obviougiesireto add newdnctionalty, AC in this case, on top of the olde. Thisway,
existing applicdonscan be enharedwith new fedures andehavior without changeto
their internals. Mostcapabke seurity sevicessuth as CORBA and DCOM follow the

appro&h by usingmvoaation nterception in orderto enforce vaious seurity poicies.

Theideais basedon ather proxing anapplication interfiae orintercepting communi-
caionsbetween interading application systemdyy someothermeans.Access toanappli-
caion is controled externally to it because authorization dedsions aremade befre a
sysem gans control and/or afte it dispatties an invocgon to anothesystem. In ader to
adhieve it, invoaationsareintercepted either in the ammunicaion or middlewee layes,

as ilustraed in Figure3-9. Interception can also occuiat the application byer, when a

Policies

Figure 3-9. Proxies and Inteceptors

sysem is “wrapped”into its interface surrogate or additional codes insetedby a com-

piler or othe smilar tool.
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Themain advantge ofthe direstion is that it equireshardly any changes to theppli-
cdion system sincthereferencemonitor is implemented extenally to it. Anotheradvan-
tageis the ability to make all thedecisionslocaly becauseinterceptorsandproxiescan be
deployed evein the ame processpae. Also,if authorizationdecisions ae made locally

and usdocal data, theapproah features inhaentperformance scaability.

There ae a numbeof signficant limtatons however. First, AC grararity cannobe
finer than themethod level ad itsargumats (but only whenthe argunments can be inter
preted outsde of the method impémentation). Thiais, noappro&h under this direction
allows the control ohceess to the urceother than interéceinsiances, méods déned
on them, andarguments. Seacal, authorizaibn decisons cannot be made just-in-time.
They alwas have to be madeither before or ater an applicion systems in the poses-
sion of exeaution control. Third, beause of the @ove easonsyariables, whose values
bemme avalable at some point & the mehod is invoked but bere the decsion needs

to be made,anot be used in authoda#ionrules.

The man disadvantageas tha insuiing theconsiséncy of enforced policies as vell as
the coheeng of data used foauthorizéion dedsions beomes a chienge} sine there
are as many instances of access ontrols as gplicaton sysénms. Theadninistration of
proxy-baed AC medanismswill have significant ovdread ad a high human eor rae
unlessthoroughly automated, which brings ba& to the main objedive of the policy

agens.

1. Althowghit can beparty solved wsing the mlicy agents appoach.

68



We descibeandanalyz seveal main appro&hesfollowing this diretion: views rep-
resented as objects and udéor enforcing AC, role clases, SaeBots AC in Legion sys-

tems and seurity mela obpds.

3.2.2.1 Views as Objects

Hailpern and Osshedexribe amodelin which appication objects can have multiple
“views” [Hailpem 1990] wheeas ach viav replesents aatain sa of methods invokele
by aspecifed colledion of clients. They suggstthe model ofviewsfor controlling acess
of clientsto savers inobjed-oriented syems. Even hough theitapproad was originally
madein the ontext of locd inter-objed invocaions,views can beused indistributedhet-

erogeneous applidion systems.

Oneof the pppogd methods formplementing viewsisto materializeviews & objects
(view objects) [Hall pern 1990]. Speiically, all method nvocationsareaddresel to a par
ticular view with the serve client,andmethod selector asgunents. The view object then
cheks if the dient has acess peanissionsfor the given sever and method. If the chle
succeedst invokes theserver orbehat of theclient using a pmitive form of invocation
not availableo theclient. View objets act a proxies forserve objects, ad perfom and

enforceauthorizaéion dedsions. Thegpproachis acommon reresentative of thedirection.

3.2.2.2 Role Classes

Similar to views as objects, B&tey suggests to use proxi€sdle classes” according
to his teminology) in oder to implement (rolebased)AC for goplicationsystems [Bakley
1995]. Havingmethods wih the same ghaures aslie original classs, proxy objects

mediate invocation reqats. Barkley devites from a smple proxy moel by introducing
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anotheldaye of proxies -- nowonthe client side(“client proxies”). Client pioxies ae used
in orde to detemine wha AC proxy should beisal and to diret the call to that proxy. It
is assumed thatlient pioxies can be atomaticaly producel and linked to theloent appli-
caion, hencanaking t completelytransparet to the clientdevelopes and users. If the
environment usedof client-sever mommunicaions @nnot determine thaght proxy and
directthe invocaion to it, thensome mechanisnsimilar to client proxiesmust be impe-

mented.

3.2.2.3 SafeBots

SafeBots [Filman 1996afiiman 1996blis a concept basedn software,possbly
mohile, security agents. Aaarding 0 its vision, softwag secuity controls are adive agents
that “wrap” inseare components, @anmunicae with each othe, and ae smart enough to
adap ther actions to thdocd and globa interaction contexs. Theseageits montor com-
muricaionsby wrapping an applideon’s componentsand can bgrogrammed to péorm
authenticéion, AC, intusion deection, or other seurity controls. They an be strutured
either & wrappes for application components, or as indepandgafdBot agecies that
support lhe coordination of Safe® acivities, and may coefdeate with each other fatif-

ferent purposes.

In orde to use SafBots as searity wrappes, the authors malksenumbelof assump-
tions: application syams havewell-defined interfaces, can be segsiered (i.e cannot be
invoked diredly without going through SalB®ts), and can be substiited. They proposé¢he

automation of application sysh wrapping.
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SafeBotsappoach attemptto marty mobie ageit technologywith searity controls
and brngs avantags and disadvantges of theformerto the latter SafeBots enablahe
implementation of cost-eff ective, redundant, extendaldearity controlsincluding AC.
The aubhors thenmseles Ist several inhereninhitations [Filman 1996b]: itis difficult to
wrap application systemswvith complex or rich interi@es (e.g., applcationswith complex
GUIs, shels or other progmmming scriptsand environments)SakeBots complicae and
increase enteprise security administration; subveaing a SafeBot wuld bemme a way to
attack systemsand ineptsecurity designas could design &feBotsthat actually redue
overall systen security; a atime of crigs, SdeBot activity could tie up asysemwhen the
resoures aremaost neeled In addtion to these limitations,change ofpolicies rejuires re-
deployment of &eBots over H sysems affected by the chage, which is veryxpensive

and lengthy indrge enterprise settings.

3.2.2.4 Legion

The Legion system [Grimshaw1998, Grimshawl997, Wilf 1996], aeveloped atthe
University ofVirginia, ddines asoftwase architedure designed to support theiseof large
collections of kterogaeous compirng resouces distibuted aross bcd- and widearea
networks as singé, seamless virtual maale. Legion’s components include a run-time
sysem Legion-awae compilerstha target this run-time sydem, and programming lan-
guages thiaprovide applicdion programmers wth ahigh level abstration of the system.
The systam itsdf creaes, shiedules, and utilizes distributel objects to exeaute the applica-

tion plograms.
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Legion searity architedure follows the ovall design phiosophy of the mjed -- “No
single policy or staticset ofpolicieswill satisfy erery user,so uses must bedlowed to
detemine their ownpriorities and @ implement their ownsolutions as rach as possble”
[Grimshaw 1998]The achitecturerequires that every class dehes a spei@ member func-
tionMayl , which ha detult behaior granting acess. Legion seurity automaticdly calls
thisfunction bebre any mehodinvocation, angbermits the invocatioanly if Mayl grants
aacess. Theapproah supports mandary AC via implementation inheritaacor delega
tion. In orderto exerase MAC, an imgmentation of thévlayl method muséither dele
gate ts behavior D orinheiit it from an organizaion-wide mplementatiorof Mayl . This
raises the quion of peformane scalaility. DAC policies ae supported viaustom
implementation of Mayl for a dass. Chss mplementers @n resort to thedefault imple-
mentation oMayl , grantingaccesaunconditionally, oinheiit implementation fom aclass
they trust, orwrite a nav one The codefor implementing the security policy is loalized
to theMayl method rdaher than distributed amonghe membemethods. Mthod IWan-
tTo , a counterpa of Mayl, is invoked by Legion seurity medanisns every time an
object nakes anmvocationon oher objeds. This enable the enfocemant of lattice-based
mandatory sagity policies [Bell 195], which controltheflow of information to and from

objects.

By enabling nonmnal initial overheal with simple AC policies, Legion scurity design
featres minmality principle. The use d classspedfic Mayl andIWantTo methods
makes the iplementation of abitrary discrdionary policies on class-byclass basigasy.
Howeve, theenforcement of mandaory policies orthosediscretionay policies that ned

to beconsisént acoss seva sysemns, seen to be dffi cult becaise secuty administrators
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do nd havecontrol over what logt is implemented byapplication objects launched by
uses. Futhermore the change of entgprise poliges requires changesin implementations
of Mayl andIWantTo methods which is not a ralistic requirement for contemporey
entepriseswith largescaledeployments of ervice-basel and objed-based applidions.
This can be avoided by usg only e instan@ of these methodsaossmultiple applica
tions but then the prmance should beddressed. Also, impmentation mheitanceor
delegdion requires control overthe implementation ofin gplication sygem, which
bemmes lessand lessrealistc with advance of COTS and compong systems provided

by various vend®

3.2.2.5 Security Meta Objects
Security meta objets (SMOs) [Riechmann 1997, Rechmann 1998] is a pagigm pro-
posed ecently by Riechmann ad Hau& from theuniversity of ElangenNurnbeg, Ger

many. The eeaof its gplication & strictly object-baed syseéms.

They poposeto “attach” oneor more speia objects o anobject reference These spe
cial objeds are invoked for each secuity-relevant opaation on the objdaeference.The
specid objeds arenotvisible to the applicdion; that is protected ad unprotecte objed
referencedookthe sameoit. Suchspedal objects can be ©nsderedas metabjeds [Maes
1987]. SMOs ee attache on aperreference basis. Thee may bemany eferenes toan
object which ag notprotected or proteted bya differentSMO. If aclientinvokes a method
via a poteded rderence a spe@l che& method of the meta objeis implicitly invoked.
This mehod gans acessto some meta infonation, such aname and peametes of the

methodto be invoked. The clok method can decide whther it wants to grant aaess or
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not. To grant acess, itreturns control @ the un-time system, which ontinues with the
methodinvocaion. If accessis tobe denied, an exaptionis raised or the invocation isr-
minaked with an eror result. If severd SMOs areatacdhed to thesame reference then they
are“asked’sequentially bedfreaccess is grated. A single SMO an beused to poted mul-
tiple rderences. It is not posible todgach SMOs from a redrence unlesshe SMO

removesitsdf.

Meta objects aabeused for enforcing arbitrary AC policies as well as for iglicit and
transitve AC of object reérences passed as a gaeteror result. Another advatage of the
appro&h isthat itallows the devpment of SMOstotally indgoendent of the objects they

proted and viceversa.

The gproadt provides flexibility lacking from aher paiadigms in thisdirection, such
as Legion (SectioB.2.2.4). In parcular, it allows “ataching” mutiple SMOs to he same
object referenceso thateveral policies oradditional fundionditi es @n becomposel. This
is very similar to CORE requestntercepbrs [OMG 1996a], whictare invoked befre an
invocaionis scheduled oan interface implementéon bythe ORBor bebre itis prepaed
to besent to aotherCORBA object. However,SMOsare*“attachal’ to anobject reference.
Whereas, CORBA interceptors aré‘attached” to an insane of an interfaceimplementation
identifiedby an object keyn the scope offie objed adapter. Thusthe sameinterceptors
areusal to control acess to a objed, as opposedo theSMO paradigm, where different

SMOs @n be d@tached to diffeent objet referenees that “point” to the same olofe

In addtion to thegenerd limitations ofproxies and inteceptors direstion disassel in

Section 3.2.2, MO paadigm has aumber of its own dawbaks. Rrt, in orde for the
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SMO appro@hto beredistic, suppat for metaebjeds is nedal in thedesirel middeware
technology. 0 authors ug MetaJavasysem [Kleinoder 1996] to prototype the capt.
Howeva, to thebest of oukknowledgecontemporey industial middlewvare sysems such
asCORBA, DCE, Jaa, andDCOM do not support attachmentof (meta)objedsto obed
references. $cond, hey assume thabbjed references are sde, thatis, the rderences are
only geneeted and controlled by drusted un-time systan and caanotbe tampegd with.
It is avery restricting assunption. Third, we @nnot finda solution for the poblem when
the policies govaning acess to aobject dvange, in suga way that nev SMOs needto be
addedor old onesemovedor replaceal, afte theobject’s referene ha beenreleased. This
means thapolicies for an objeccannotbe chaged afte an olject referenee isreleasal to
the world. Ths renders SND-basel solutions unusable fathe real-life compuing enter

prises, unless thdimitation is soméow addresed.

3.2.3 Authorization Servers

The third diretion in AC for distribued applicaion systems is based anthorization
services. Such asewice is logicdly one pe policy doman, eventhoughits instanes an
be replicated in orde to echievedesired level of availability, fault tolerane, peformance
andscdability. Authorization deisions ae madeby aninstanceof the sevice -- authori-
zaion sever. An gpplication systemenfores deisionsmade byan aithorization servie
without knowing howthey have be@ made as siown in Figure3-10. Thusboth the appli-

cdion and thewuthorization serveare pat of a rderencemontor [Anderson 1972].

We considera reseach projecton generdized frameavork for AC (GFAC) [Abrams

1991, Abams 1990aAbrams 1989 Abrams1990b] & the MITRE Corporation & a pre-
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Decision

IHES

Figure 3-10. Authorization Srvers
deassor of all otherttempts todevelop the conept of authorizon sewice. The pojed

endeavoredo build a theagtical framework that explicitly recognizes theain infoma-
tion omponents for AC -- subject and objet security-related #&ributes, acess context,
authorities, and ruts, wherdhey showael that “the ruks for AC are an ently that is sepeate
from, althogh neessairly related to, themodel ofthe trusted compurtg base (TCBinter-
face” [LaPadula 1990]. Mowmer, La Padula oncludes thatn a networking environment
“one canconceve of an aaess ontrol engineealized as aserve, with accessrequests han-

dled via a emote proedurecall mechaism” [LaPadula 1990].

The nain advantages of approhes based othe coneptof an authorizaon serve

are

» Logical centridzation of AC rules, which gives inherat consiséncy and

coheeng of authoriation polcies enfocedthroughouta policy domain.
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Easeof policy change and updte becaise athorization s madein a logically

single place

Since authorization logicis centralized and demupled from the application
logic, it is possble to replace a policy with a new one of a different type

without affecting gpplication systens.

Centralization of authorizéion rules naturly featues singé point of
admingtration for allsystems Blonging toone ACpolicy domain significantly

lowering thecost of @ministration.

Since an application ysstem deides when to obtain an authorizeon degsion

from theserver, it can do so right athetime when sub a deision is nedel.

Authorization deksions orresource of any kevel of granulaity can be obéined
from the servebecaise an applcation uses the sever while itis processing a
request This lifts the limtation of the otherappro@hes, neely Roxies and
Interceptors, m which the granulatry can be onlyas fine as a rmthod on an

interface insan.

For thisapproah © be feaible, sevea importantissues rastbeaddessed. Fst, it is

much morechdlenging to design a implementation of sud a serve so tha it does not

bemmea botteneckin tems of performance Second, if the severfails, all application sys-

tems sevedby it will haveto resort to @inplistic and very Imiting poicy such a“aways

deny” or “dways grant,” which woud rende systems un-opetiond. Thus provison of

high degee fault-tolerane needs t@ccompany such serke We desdbe in detal the
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repotted work onauthorization servis snce it diredly relates tathe subjed of thisdisser

tation.

3.2.3.1 Authorization Server from HP

The design piinciples descibed by Valdhaigan € al. in [Varadhaajan 1998jwere
used in ke development of Paesidium Autorization Srver [HP 1996], whid is a ule-
based athorization fadlity for distributed application sysims. Thework, acording to the
paper began in 1993lthough the papeappaently te first reseach reporting he work,
appeaedin 1998. Thsis one of the first works itheareaof authorizéion servie pradicd

design and im@mentation for distibuted systems that has ken rgported in tle literature

Varadhamgjan et al. odine seveal designprinciples for authorizéion in distributed
sysems that sora architeds d enterprse security sysems mightfind usetil, although
these principles arnotsupported with any stly on heir validity. The authors propose to
classify aurity information in atwo-dimensiona spae: onedimensionis the geneality
and he otheris thedynamics oftie information. Hene, hey identify three groups ahfor-
mation: geneic and static, specifiand static, and speftc and dynamic. Usinghis classi-
fication, the/ suggest to design distritadt searity infrastructure in such a way that the
information s stored &her in acentrdseverand is “pusheal” to thetarget by the client, or
nea or on thetarge and“pulled” at thetime of the decision proess. Thedesign sugges-
tions outlhe threemain pats of an athorization infrastruture: 1) adomain-wide central
authority storing ad managingyenerc-static seurity information, 2) adomain-widecen-
tral authonty dealingwith spedfic-static information,and 3)a per targe(or per agroup of

related targes) component dealing withpedfic- dynamic information.
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Another ontribution of the work ishe location and he types of authorizéion cheks.
Althoughit is notanowel point ofview, we did notencountesimilar consterations inthe
literature Thepaper suggestsonsdering three ponts of authoriztion che&s: a chek if a
subead should acess arapplicationat all (Levd 1), then a chdcon the ypeof the function
to be performed (Levd Il), and a chek from within the applicdon progran (Level I11).
We believetha the valueof this classfication is in the estblishment of thecommon bn-

guage ad concetual ponts forreasoning aboutauthorization n distributed systems.

The authors distiguish béwveentwo stages irthe fundiondity of their distributed
authorizaion sevice: the adminidration phase ad the ‘fun-time” phase. Thg makesuch
a delineatiorbecausethey bringforward two argumentgor maintainingdistinct represe-
tations of aithorzationinformation in he service The arguments arthe exisenceof infor-
mation aptured during ie administration phase that can be compiled befacess
decision time for theperformance purposesand thepossbility to usedifferentreplication
strategies for tle administrative nformationversusthe nformation neeledfor accesseval-
uationdedsions atthe applicatiorsavers. Thispramise isthe driving force behind the
design of theauthorizéion sever, which consides the system as two doma - adminis-
tration (theman@ement ofprivilegesand pofiles granted tosubjects) and runtime (fur-

nishes authorizéions to applications).

Therun-ime doman consiss of anevduation engineand therun-timedaabaseof pre-

compiled rules. The athorization detsions ae made in rgards to the following:

Level | DCE IDL interface name (piocess nmes for GSSAPI),
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Level Il Name ofthe procedue specifiel by the DCE IDL file (aplication-

defined for GSSAPI),

Level I authorizaion rle.

Thesevice design autlines several elements and goproadties tha havebean employed
in other simlar works includng Adage Gedion3.2.3.3 on pge86) and thework
descrbed in this dissetation. Themain elenents are the enapsulationof authorization
functiondity into asevice available in the distibutedenvironmentand he explicit divi-

sion ofthe serve into administrative ad run-tine domains.

The main drawbek of the repaed work is the lack of ay study onthe validation of
the design principles and duation of the authorization servee proposed in the papéNo

resarch analyZzng the suggeed appro&h is n the pger orpubished spardely.

3.2.3.2 Digtributed Authorization Service from the University of Texas

Woo and Lam fronthe University of Texas at Austn reseached thelteory and prae
tice of constructing adistributedauthorizationservice [Woo 1993a Woo 1993b,Woo
1993c, Woo 1993d, Woo 1998]. As iesult, they designed such a setice [Woo 1993c,
W00 1998],the key featura of which are alanguagebasel approadt for speafying autho-
rization rules ad authenticaed delgation Thar design $ basel on the pror work of
NeumanNeuman 1993], whee heoutlines an athorization protocol ér distributed appli-

caion systems.

They obsrve thatmostexistng applicatiorsystemgperform their own authentication,

authorizdion, acouning andauditing [Woo 1998]. Eventhough authorizatioms often
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pereeivedto betightly coupled with an applicationandhencecannot beeasily abstrated,
Woo and Lam suggest that aetterappoachwould beto factor thesefundions outand
implementthem sepaately as a sd of core sevices. The secan in turnbeused as a &S

for building oher geneic services and pplication systems.

The man motivation of theiresard was to study two blems in theconstruction
of an auhorizaion sevice for distribued sysenms: (1) hav to identify the commonalities
in authorization rquirements of applictkon systems and to design an agprate abstret
representation to capture these coamalities, as welas @) what secure tocolsshould
be useddr off-loading authorization from applicaon systemsad authorization grvers and
for interadionsamong variousenterprise entites. Apparatly they identify theseproblems
by drawing an analogy withuthentication services indistributed gstems [Burrows 1990,
Lampson 1991Woo 1992] whae common reresetation of use credentials andinterac
tion protocoldor seare exdange ofauthentcaion information arethe dstinguising fac
tors of vaious artitedures [IETF 1993, Molva 1992, Buman 1994b, OM@996b,0S
1996, Shiller 1988, Tado 1991]. Howeer, it is notevident that those & really the main
problems in ondructing a distributed athorization sevice. An applicdion system, dr
exanple, mightjustuseRPC over secure (i.e. authenticityconfidentiality, and integrity
protedion) dhannel toobtain an athorization decision from an authorization serve
[Beznosov 1999by aradhargan 1998, Zurko 1998] thuavoiding he issue of thenterac

tion piotocols.

Theauthors clan thefollowing advantages ofa separde aithorization sevice [Woo

1993c]: 1)savings in reamplementation effort for ead applicdion system, 2application
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sysems ae rdieved of the athorization sk, which can lead to highe throughput 3) a
specidized aithorization servie an dford the useof bettermethods in making AC dec
sionsthan would bejustified for individual applicdion systems, 4an aithorization servie
can be veified to beseawre on@ and forall, redudng the complexity in veirfying the sew-

rity of an applicationgstem, 5) anonymityif desired)can be achieved witlin¢ useof a
trused authorization servie, 6)a unifom authorizdion sevice can contribute to theini-
formity of accounting andudiing functiors, hence facitating the constiction of distrib-

uted acountirg and auditng sevices.

The artitedure ofthe dstributedauthorizationsewice, proposedy Wooand Lam,

consiss of five man entities:

1. Service Locator. It responds to eclient's reuest with alist of application
sysens thatimplement therequestal servie, and possiby a list ofauthorization
serveas for the gplication sysems. In its fundions, sub alocéor is vey similar

to CORBA directory ortraderserviees.

2. Authentication server. An authentication sever authenicaiesusers dung their
initial sign-on and supplies them with an initial set of credenials, & wel as

enabes nutual authentication baween clients and serers.

3. Authorization server. An authorization servepeiforms authorizgon on béalf
of an applicdion systan if the systemelects tooff-load its authorizéion to the

serve. To do so, an pplication needs toantract ax authorizéion sever for this
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purpose using a contring protocol. An authorization serve provides clients
with authorizaton catificates which are to be forwardel by dients to

applications along with thenequests.

. Group server. A group sever maintains and provideslients with group
membeaship informdion in the form of (nan)membership crtificaes to be

forwarded to the authorizaion srver together wih the client’s requests.

System monitor. By the means of seerd processes »ecuting a distributed
algorithm, a systm monior tracks thevalues of sysem predcates indicaing
overdl sygem status. It is not dea why Woo and Lam includeda system
monitor, pertaning moreto the network maagment then to seurity, in the

architecdure of an athorizaton servie.

Theentitiesareseavices thatin concertprovidethefunctionality required for a appli-

caion sysém to delegée authorizéon and to ronitor the sysims. While beng logically

digoint, all or some of them oabe integreed into oneserver.

Woo and Lam designed a protocol Binag the nteradion amonghe five entiies. We

are going to omit a detaid descrption of the interacton and thesupportng protocol,

which can be founth [Woo 1993c].Here, we will pointo the key featuresf theinterac-

tion required Pr the sucessful use of@horization n the modd.

Application systm E locates, possibly through argee loctor, an athorization

serverA, and,after mutual authenticationia authenticatiosewice, contrats it to autho-

rizeaccessto E. Thecontract is enactal using acontracting potocol atthe end ofwhich A
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Figure 3-11. Authorization-rdated Interactions (fom[Woo 1993c]
has @ authoriation specifiation, which is adescription of authorization policies,

expressed ingenerdized ACL (GACL), govening accessto E servies. Upon 8ccess in
contracting, E notifies sevice locator tha A is delegated to peform authorizaion for E.
Fromnow on, evey client isresponsilte for obtaininga reference toA from a sevice loca
tor, and aquiring an authorization ceificate fomA, beore E will servethe client. A group
servicecomes into play, whrea dient requats an authorizaéion certificate from A, which
might requirethe client  obtainoneor more (non)memisship certificates from a group

serve, befre A can authoriz the client.

The deas used by Woorad Lam(we will refer to it as WL architecure/savice) are
very similar to theones inKerbeos - a dient goes toa truged third paty (TGS in Ker-
beros, ad authorizion sevice in WL work) and gés aticket (sesson key in the former
and aunorizaion cetificate in the latter) in orderto acess a swer. Thework seemsto be
aneffort to cureKerberos and provideauthorization sevice that would bein hamony with

it. Kerbaos ladks the managenent of subjecprivilege dtributes ad does notgsumeany
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middleware infrastructurein place This is why sul different unctionalites and orre-
spondng servics, as authentidéon, privilege attribute managaent(via group €rvice),
location discovey, authorization, andeven system mondring aremixedinto WL architec

ture

The conept of a group seice deviates fsmthe tralitional model whersuhed priv-
ilege attribues (including groupmembeship ones) ae identified during authentication
phase, ad fixed during the sessioridtime. The group setice dlows the use chuthenti-
caion technology hat is not cgable of dentifying all privilege attributes of the subga
during authentid@aon phae. This en potentially makehe authorizéion piocess vey inef-
ficient, if the client hasatinterad additionally with the remote groupsewer for eah appli-

cdion reguest.

The granularity of authorization decisiongn WL soluion caanotbefine because prior
to contating an applicdion, the client neals to know exactly for what authorization it
shoutl ask the athorization serviceFor exanple, in a halth cae olganization that haa
servicealowing variousqueies of type “give me reords of thosepaients that have
attribute X,” the dient would haveto obtain athorizations foraceassing reords ofall
patients selectkby the quey, which is nofpossibé toknow bdore the query is peidrmed.
In some eses, alient knows at moshe application and its furtion that it wants to invoke,
and the invocigon aiguments, and nd wha resoures have to beaessed in ader to per
form that function. This makesWL authorizationsewnice arditedure useful on for such

networkservices as Ténet [Postl 1983], FTP[Postel 198], etc, where theonly authori-
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zaion reguired is to open a s3on with the serer. Therest is controlled via opating

sysemAC mechanisms

Anothercritique @outWL approad is thecontrading protocol betwen an applica
tion systen and theauthoriztion sever. Theauthors asumetha the application is the
ownerand thesourceof its authorization polcies. Howeer,in most mid to lage sizeorga
nizations, athorization policiesareenterprisespecific, andnot gplication-specific Thus,
the poicies shouldnot reside on the application. Arapplication idedly shouldnot be

involved in policy mangement, admintsation, ordistribution.

WL architecturecannot be used in theslistributed computations wth requirean
invocaion chan with the ddegaton d client privileges to the intemediate sevices,
beause the client isvolved in obtainig authorization for any invoctons on is benalf.
This limits the aproachto those invocations where theaee no deleged sequencesf

cdls among reote application serves.

Overnall, the WL approat to applicéion authorizéion adieves itsgoals Isted above.
However, it has signficant limitationstha render thke gplicability to only sinple distrib-
uted ystans that lave Ketberos as their primary sarty tedinology, and do nohave

requiraments for finegrain AC or invoction with delegaon of client privieges.

3.2.3.3 Adage
Zurko etal. reporton thedesign and theirtsidies made othe Authorizgion tookit for
Distributed Applications and Groups (Adge) [Zurko 1998], which ismainly an authoriza

tion sewice for distribuied computing environmentsAdagearchitectue wasbasedn the
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following principles: user-centeed desgn, policy neutrality, modularity and these of
RBAC founddion. Theprimarygoal of theirwork was to protoype anauthorization ser
vice for use with distributed gplicatiors whoseemphasis wasn theusabil ity of itsadmin-

istrative interface and tols.

The Adaye system consisbf apolicy definition dient for adminisering polcies and
a policy deision servefor furnishing authorizon decisions. Theltent contains the GU
and Authorizéion Languge (AL) interprete and communicates with éhAuthorization
Dedsion Serve (ADS) through he adminstration APl. The GUI and AL @n be eplaced
with otherclients. Applicationsvishing an authorizeon degsion acess he ADS through
the authorizationAPI. Administration andauthorizationAPIs aredefined wising CORBA

IDL and implemente via CORBA technology.

The ADS sbres poicy information supplied byie admnistrative tients in a databse
cdled the User Authorizemn Databae (UAD) The ADS containsa translator for trans-
forming the infomationin the UAD into aform moresuitable for making fat authorization
dedsions. This di@abasds clled theEngineAuthorization DatabasgEAD). The aithori-
zdion engineis the other najor pieceof the ADS,whichuseshe EADto find rules appli-

cable to agiven decsion.

The main research objedive of Adageprojed is to designan authorizationservice for
distributed gplication systems that woulkehable the usef adminstrative and application
interfaces construed acordingto the principle®f psydological acceptability and usabil-

ity and to peform usability study ofthe system. Suchgoalisorthogmad to the goof this
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work descrbed in Chapte 2. Hence we believethatstudiesrepoted inthis dissetationare

complemented by thesults reported by the Alage projet.

3.3 Chapter Summary

The deaof authorizaion decisiondeingseparded from applicationlogic is not new.
An abstratmodel of areferenee montor [Anderson 1972] ia classical exaple of autho-
rization degsions beingnade and enfared outdile of applications.Theindustry achiged
considerdale resultsin regards tahe control of access to opeating systemmd middeware
resouces. Most op&ting systems iplement authorizdion logic in the searity par of
their kernés. There ae also pedal-purpos ad-on segrity softwae pa&ages that furnish
authorizdion decisionsto operding systems [Bemaar 1996, CA1998a CA 1998b, IBM

1976].

Middlewaretechnologiesprovide seveal means to ontrol the useof distribued ser
vices posed via pplication irterfaces. Thee aretwo groups ottechnologies usedof
securng distributed safvare sysems. One goup isthe tedhnologiesthat merdy provide
party aithenticaion, communicaion piotedion, and acess ontrol indepaendently of the
underlying ommunicaion tecinology. Kerberos [IETF 1993, Neuma 1994a],SESAME
[Kaijser1998, Pe&ker 1995]and GAA API Ryutov 2000a]. This erdes usng and mxing
any desird communtdion protocols and media, but developareoverbudened with

significant efforts to inegratethe searity technology wit the underlying communications.

Anothergroup is mddlewaretechnologies, suds COREB [OMG 1996b],DCE [Git-

tler 1995], Jaa [La 199], and DCOM [Micosoft 1999, that provide the undkying com-
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muricaion infrastru¢ure dong with the securty subsystem, thusnjoying reasonable
integration of both ad much more samiess use of théormer by developes. Moreove,
sone of them @able basicacess control ompletdy outside ofan appliciion system
beause acess deision and aforcementoccurbeforethe renote cdl is dispached o the

application serve

The JavaAuthentication and Authorization Srvice (JAAS) is designed t@rovide a
framework and a stadard progrenminginterface for authenticatinguseasand for assyning
privileges touseas. Acesscontrolis enbrced only on sysem resource, sud as fil es, sok-
ets, &c. but noton Javaobjeds andother application resource. JAAS havery geneic and
extensible support for dérent privilege attributes whichan be esily defined via nev
classes. The sowrcode bae, the identity of the code sgner, and the value of the sy
privilege attribute argassed ¢ the authoriation mde via Policy class interfacefor
authorizdion decisionsJAAS allows any granularity of authorizéion decsions,and it
doesnot constrainmplementes of authoriation polciesto anyparticular mechaism or
to theinformation usd for thededsions.It also enales samless bangeof policies. How-
eve, the architedure does not addssthe mngsteng of authorization poties acoss mul-
tiple applications. Nor does it havany provisios for adieving perfomance and

administration scéability.

In the DCE, gplication systems g expectal to enforce and provide adminisative
access to athorization policies thesdves. An goplication sysém can use OCE acess
control lig (ACL) butit has to inplement most of acesscontrol functionality, including

ACL storage and manayer, and ts admingtration. DCE Secuity suppies an application
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only with the callers sibject and group ideniies. Cross-applicain adninistration of
authorizdion logic is nodirectly suppoted althaigh alministrative interécefor doing the

admingtration on pe-application basis is definé, yet t is not a sdable soluton.

Theseaurity modd of DCOM resembles DCE security. As with DCE, ACLs areusal
to codeauthorizéion policies. Themain advanceof DCOM is thecgpability of enforcing
policies outsde of objeds with the pesene of process ad hostspecificpolicies in addi-
tion to thecgpability for an appkation to use DCOM Saurity API for its own AC. The
authorizéion model is ginificantly hindeed by the ganularity of the saalled “‘compo-
nent-speidic” policy where there is nodistinction anong different objects and their meth-
ods in thesameOS proess. Componenand host-widgooliciesimplicitly introducethe
notion of accesspolicy domans;siill it is not dea if sudh doman partiioning is a admin-
istratively scalable and furttcondly succasfulsolution. Theadministration lasto be per
formed individuallyon each host or evefor each proess, whth is beter than inDCE but
still limited. Aithough DCOM Securjt provides waygor application sysems to execise
fine gran AC in an application-spé way, application-specific policies cannot be
enforced and only ecurity-related attributes ofubjects and objeds can serveas inputfor

external AC.

SESAME is an achitedure forsecurity servies which does not spedfy a communi-
cdion layer. Thusit cannot ontrol prépost invocéion events. This is whyAC andother
security functionality has tobe speifically activated by an application. This mvents
SESAME from providing AC extenally to applications Another dravback of ESAME

authorizdion is the la& of support forapplying one policy to seva gplication systems
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located on sepate hoss. The unitof authoriation chek is an appliction sysém. All

these, espedaally the granulaity of AC, m&ke SESAME less atradive then AAS, DCE,
DCOM or CORBA technologies forengineering acess controto application resouss.
Howeve, SESAME is neutral 6 the undelying communicatiorprotocols, and s known
for its advanedmodéd of privilege attributes nanagemat and propagationlhis mekesit
indispensable for buibding heteogeneous, multechnologyand multi-organization distrib-
uted applicationshtt require authoriation based onprivilege attributes, otherthan use

identity, and the use of different ammunicdion tedinologies.

In CORBA Sedcrity, acess ontrol can beenforcedcompletely outsidef an applica
tion system. AC decisionsarebase on subject pvilege attributes, rquired rghts ofthe
methodand the accesscontrolpolicies of the domain®thich the objetbdongs. The AC
model scdes very well without losirg fine granulaity, for thedecisions could bspedfic
to eah objet, if the objetislocated in asepaatedomain, or alargegroup of objets could
be associed with one polty doman. Unlike DCOM,CORBA objeds residing on difer-
ent omputess cax be &sociated wh the same policydomans. BecauseCS ddines
advaned concepts of privilege attributes, it sables AC policies basd on oles, groups,
cleaance, and ay oher searity-related attribues of subjects. Usegroupingvia privilege
attributes, olgd grouping va policy domans, and method grouping via the cept of
required rights enhble high admingtration and peformane salability of AC mechaisms.
If an applicdion system is to enfoeits own AC, it ca do so with tk help of CORBA
Security API, which dows it to obtain subject serity attributes, including prilege
attributes. Howeer, gplication-specific policies aredifficult to enforce and the usef

application-speific informaion in theCORBA AC is limited.
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Geneic Authorization and Acess Control APl (GA API), published asralETF
Internd draft, definesa framewok for application athonzation. The APl aimsto address
the bck of standat authorization nterfaces for those applideons which use the gener
secuity sewice (GS5) API. This iswhy GAA API's authorizaion model specifidly fits
into the existhg GSSAPI. If an gplication uses GS&PI, which providesvery generc
low-levd abstraction, and itequires the potedion of fine gran resoures or the erdrce-
mentof complexauthorizationpolicies, hen GAA API defines mterface with enough capa
bilities for mostapplications. Theman advantge of the APl over the othe reviewed
models is the support for the very flekie and powerful concepmtf additionalcondiions
that can support pplication-specific policies. Thedrawbacks ofthe APl arethat it only
defines the interface beween an apptation and an authorizgon mechanism,and the
model addressenether aiministraton s@labiity nor the consstengy of authorizaton pol-

icies aross mitiple applications.

Ideally, all security functionality shodlbe engineered outside of an application sys-
tem, thereforemaking it socdled“security unavare” Howevae, this is difficult to achieve
for the mgority of appication systens, whereaccess control, and othe security policies,
aretoo complex, or requir®o fine controlto be supported kiyre geneal-pumpose security
technologies. This is ly fine-grain control of distributed @aplicationresoucesisdore tra-
ditionally in an adhoc manner [Wilson1997] andthere areno automated sans b ensue

enteprise-wide onssteng/ of such ontrols.

The eseach comnunity has being working toweds sysematic ways of @ntrolling

aacesdgo resourcain distibuted hetepgeneousapplication sysems. There arethreemain
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resarc diredions in addessing lhe problem. Thg arepolicy agents, interface proxiesand

interceptas, & well as enerprisewide authorization servies.

The direction of polcy agents is motivated mainly by he goal of @commodating the
existing body of produs and tetinologies dready deloyed in organizaions. The key
propety of the directionis centralized AC management viahe translation of authorization
rules nto languages supportday local nechanismsandthe dstributionof therulesaaoss
sysems, which isachieved with the helpof policy agets residing oncompuiers hosing

applications sysins.

Approaches under thidirection have a number of adveages: here isinherent fault
tolerance; enterprise security is natlyatonpartmentalizedvithout pemlizing run-time
performance; thearchitedure fadlit ates achieving nomind performance overhed; there is
high degree of runtime autonony -- atrait essential forachieving performancescdabil ity

and fault tolerance

The man challengs fagng the pproates ae theconsisency ofenforced global pol-
icies and atomation of mapping a global policy intearious instnces ofAC mechanism
languagesndrepresentations. The apgaches ao suffer from anumtler of inherent lim-
itations. Frst, the ganularity and gpressivenssof AC policies in a policy domain oabe
only as good as the pulies supporté by the mat coase-gain and kastexpressive AC
mechaism in that domain. Seond, distribuion of policy updaes @n be vey slow,which
would easily nake policies based on piedic authorizations un-affrdable. Thedirection
of policy agents becomsirreplaceale, if other approehes, such aproxies and authoriza

tion servies,fail in those ciramstan@s when apptiation systemsare already deployed.
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Thequestion if it is the bestway to address the problemof applicationdevel AC for newly

developé systems renains @ened.

The gproadies undeanother diretion employ eitkr interfaceproxies or inteception
of inter-application communicdions. Acess taan application sy®m is controlled exter
nally. Authorizdion decisiors are madebeforeanapplication system gain®utrol and/or
after it dispatches a invocaion to anothesydem. In orderto adieve it, invocations &

intercepted either in theanmunicdion, middeware, or @ theapplication byer.

The main advatages of the diretton are that itdoes not reguire almostny changes to
the appication systam, the réerene nonitor is implemented externally to it, and it size
can be ontrolled by seurity devdopers. This makethe diection agood altenative to
policy agents approad for controllingaccess to reourcesof already deloyed applicdions.
Moreova, if an «isting applicéion laks any AC melbanism proxies and intereptors
becane theonly dhoice. Anothe advantage is theability to make all the deisions loally

to an application systen, which fadli tates erformance scdability.

There area number 6 significant limitations hough. Fist, the granulant of AC
cannot be finerthan method and, wheargumentscan be inerpreted ouside of method
implementation, itsargumentsSeond,the decsons alwgs haveto be madeither before
or afteran application systenis in possessin of control. Thid, variables, whose values
bemme avdlable at same pointafter themethod is invoked but lb@re adecision neds to
be made, aanot be used in authorization decisionSourth, snce tere ae as many

instances ofaacess controls as pplication syseéms, insuring the consistencyof enforced
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policies as welles the coherency of data used fauthorization decisionbecomes a leal-

lenge.

Another diretion is based onauthorization sewices. Decsions provided by an
instance of he sevice authorization sever, ae enfoced by ampplication sysem Both
an gpplicaton sysemand an authorizaton sever constitue a referene monitor, whid

requires an applicaon system to be trusted to erderAC decisions.

The god of authorizéion sewices is to fator common AC decision functions out of
application sygems and implement than separaely as an infrastucture sevice Theman
advantgesof thedirection aeinherent conssteng and thecoheena of authorizaion pol-
icies; the ease of policy changes and updates ¢miseauthorizaion is mede in a logically
single plae theallity to changepolicies and thi policy types withot affecting goplica-
tion sysemns; the relatively low cost of access @ntrol admnistraion; the ability to obtan
authorizdion decisionsjust when they ae needed; and potentially any kel of granularity

of proteded resources.

Howeve, in orderto construct a swessful achitedure fora distibuted authorization
service one must adéss sevet key problems. They ae peformane, fault tolerance,
scaldoility, securty of communcaing authorizéion information, theguarantee of authori-
zaion decsions being enfored, and the common representationnbbrimationused for

making he decisions.

We expect tha sucessful achitectural soutions most probaly will employ a ®@mbi-

nation of proxies, integptors, poky agents, anduthorization service becaise solubns
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from all three groupscomplementeach other. Forystems wih existingAC mechaisms
tightly integrated into gpplicatons, policy agentds the only choice In those existig sys-
temswhereAC medtanismsare missng, weak, or haveoo aarsegranularity,interceptors
andproxies combined with theideas from policy agents and authorizaton servcescould
curethe problem. Ne applications with requireentsfor fine-grain acesscontrol, com-
plexor very dynamic authorizationpolicies orto be deployedni organizaions of different
types €.g. military, government,ihance, heditcare teleconmunicatons)andsizes, wll

be best onstruded with he use of theauthorizaton sener appro@h.
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4Supporting RBAC Using
CORBA Security

We surveye the AC medanisis of the existing middeware technologes in the pre
vious dhapter ad showel tha they ae inadequee for solvirg the problen of controlling
aacessto application esources completdy. Howeve, some of the medanismssuch & in
CORBA and DCOM, albw the enforcement of authorization palies outside of applica
tions. In additn, they areery well integraed with the corespondingewices. These two
factors meke the useof middlewareAC mechansms, when they are sufficient more favor-
able than appication-level control. Thdatter isusel when themechanisms ardunctiondly
inadequée. Beforea system ihited opts to employ applicen-level AC, itis important
to take maximumadvantage ofmiddlewae AC. This iswhy the sudy of middlewae AC

cgpabilities is aucial for engneeaing theprotedion of gplication resoures.

In this chater, we make two contibutions. krst, we show thecgabilities of the
CORBA AC medanismby providinga detailed and llustrative desaption. More inpor-
tantly, we propose a ORBA protedion sysém configurationwhich formally defines the
state ofthe system. Using the filgition, we spedfy an algorithmfor making authorization
dedsions inCORBA. In addition to the precise explandion of the CSAC semanticsthe
algorithmfill s in thegap in the spafication [OMG 1996b], whid uses only Engéh prose
to explain how AC deisions ae performed. Second, @show how ole-based access on-

trol (RBAC) modelscould besupportedusing the CORBA Sewrity sewvice. Using the
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defined configuraion of the CORBA protection systam, we provideddinitions of RBAC
and RBAG models in theanguageof CORBA Secuity. Furthemore, we describe what
is required flom an implementation bthe CORBA Security savice in orderto support
RBAC,-RBAC; models Ourapproad allows an implementaion conpliant with CS spe-
ification to support BAC,. Additional functionality,which is beyond lte scope of GG
specifiation, should be implemented in omde suppot RBAC; and/or RBAC,. This work
advanceshe understanding §ORBA AC mechanisniscapabilites, whichis vital tothe
use ofmiddlewarein proteding applicdéion resour@s. Thecontent ofthis chapter is based

on the materids from [Beznosov 1999a]

4.1 Overview of RBAC and Motivations

RBAC [Sandhu 1996] is a family of ref@rce modelsn which permission areasso-
ciated wih roles and users arasgjned b approprite roles. A role can rereset compe
tency, authorityyesponsbility or spedic duty assignrans. Some variations of RBAC
includethe cgpability to establish relations between roles, betveen pemissiors and roles,
and béweenusers ad roles. Thereare bur establishedRBAC referencemodels: unristed
roles RBAC,), role-hierarchies (RBAC,), user andole assignnent constrants (RBAC,),
and both herarchies and enstaints (RBAC3). RBAC supports threeecurity principles:

least privilege, ggardion of duties and da abstration.

A major purpog of RBAC is tofadlitate acesscontrol administration and review.
RBAC is apromisng goproat to addess the neds ofthe commecial enterprises béer
than latticebasedmandatory &cess control MAC) [Bell 1975] and owne-basel discre

tionay aaess ontrol (DAC) [Lampson 1971]. Remt seres of papes desdbe ways to
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model or implement RBAC using the échnologiesemployed by the commercial users:
Oracle [Notargiacomo 1995], N&Vare[Epstein 1995], Java&diuri 1998] DG/UX [Meyea's
1997], objetoriented systems [Barkjel995], object-dented dathases [Vong 1997],
MS Windows NT [Bakley 1998], and enteprise searity managenent sysems [Awischus
1997]. Evidenceof RBAC recognition in the US government iseifac that the proposed
rules onsecurity from the Dgoartment of Health and Huan Sewices [DHHS 1998]

include RBAC as oneof the reuired choies for acess control.

At the sanetime, theconmercial maket is expeiencing the sprad of systns basd
on GORBA tedhnology. Dueto its geneal nature CORBA Security (C9 is not tailored to
any paticular accesscontrol modd. Instead, it defines ageneral mechanism which is sup-
posed tdoe adequee for the majority of caseand could be configurel to support various
acacess ontrol modds. For exanple, it was showrhow to impgement lattice-based MAC
using the CORBA authorizeon model [Kajoth 199§. In the next fev yeas we &pect to
witnesssignificantfinancial hvestments in theenterprisewide deploynent of CSin com-
merdal and govenment orgaizations, including thaswho will constuct their seurity
policies utilizing RBAC concepts.It is important to foresee  CSwill fully suppot RBAC
models. However, we ae notaware of any wok in the research community that has

exploral the potential of CS for thesuppot of RBAC reference modes.

4.2 CORBA Access Control Mechanisms

First, wegive adetailed, though informal, deriptionof the CORB\ AC mechanism.

Then weformulate aCORBA protection stateconfigurdion and define the athorization
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algorithm We will use the languagef the configurdion laterin the chapteto discuss the

support of RRAC by CORBA Seuaurity.

4.2.1 Informal Description

Weintroducel the main concepts of ORBA Security in Chapte 3. Before we gointo
detailed discussion of CA&C mechanisms,dt us briefly review CS In short, all obga
invocaions ae medided by theapproprate CSfunctions forthe eafforcement ofvarious
security policies. The functions areightly integrated withthe ORB beauseall mesages

betwe@& CORBA objeds and clients argassed through the ORB.

CS auhentcaion architedure is very mub similar to the oneof SESAME. A user
uses aise@ sponsoito authenticte to the CSenvironment. A user sponsosia logicd part
of client applicaion. It autheiticates onbehalfof a use with and obtains athenticaedcre-
dentials from an instane of interface SecurityLevel2:: PrincipalAuthenti-

cator , asshown in Figurel-1. Instanes of user sponsor implement usenterface

Client Appliceion

\

U ser

e Execuion Context
fincip .
Authenti Credertial

cator 5
Identit

Secuity Enforcenent Subsysm

Figure 4-1. Execution @ntext Cregtion
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specificto the authentcaion mehodsupportedy theconaeteimplementation oCS For
exanple, for password-baed authentication,tipromptsthe use for user nene and pass-
word. For athertication basd on sma-cads, it ineracts with a snart-card realer and
(probably) prompts thauserto inset thecard inthe reade. CS standal does not mandi
any paticular authentication method. What it does specify is the inteaice of Principa-
IAuthentic  ator . An instanceof PrincipalAuthenticator conduds the atual
authentication and creses Credentials  objed for a nev subject. Basel onthe authen-
ticaion daa it received from a user sponsor and thre undelying secuity technology
(Kerbers, SESAME, or any othercgpable technology) as well asroany rules it adhees
to, Princip  alAuthenticator instantiates Credentials with various infoma-
tion. The informdion in Credentials constitue the identity of the new subjet, which
initiatesrequestson CORBA objeds onbehalfof the user Authenticaed seairity attributes

arepart of theinformation sored in the Creden tials  objed.

Access control and othegsrotedion in CSis polcy-basel. Therearesevera types of
policies. Oneof them is AC pdty. Any policy is associawith a domain, which isatled
policy domainin CS terminology. A policylomain is an dstraction that Hows seurity
admingtrators D group objets in groups and assign paks to the groups. Objects that
have ommon searity requiremeits ae grouped in the same seity policy domains.
Domains dow the gplication of AC policies tosecuity-unavare objects withoutrequir-
ing changs to their implementéions or interhces. kgure4-2 illustraes the conepts of
domainsandpolicies. It showshat apolicy domain$ assocated with a policy. And objects
(smallcircles)are grouped inte doman. They ae governd by the polcy. Policies of

more tharonetype could be associated witie same paty domain and edrobjed can
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Doman
Policy

Figure 4-2. Domains and RPlicies in CORBA Security
belong b more than one pay domain. Domainsould be organized irfederations, hier-

ardiies or be ompletely unrelatel.

The policy enforement ode usedhree sources ofinformation: the policy ofthe
domain(s) to whch the target belongs, the information from the client’sdametials, and the
message itself whitspedfies target object ad the name of thenethodto beinvoked. In

the ranainde of this section, we discuss in detail the AC medms avd ablein CS.

For illustraing our discussion, we will udagure4-3. The concept adduseris absent
from theCS AC modad. Instead a principal represents theuse completely. Theterm prin-
cipal in the CS modelis equivdent to subjet in traditiond AC terminology. Wewill use
these twderms intertiangedly in thisdisaussion. Thenotion of asessions indistnguish-
able from the notion ofa prindpd. Thusmultiple principalscan act on beh# of a single
user. They alpotentialy have diffeent set®f credentials andherefore exisin CSas com-
pletely ndependent enté#s. Among otherdat, principal credentialsontain security
attributes. Heedter,we undestand #ributeto mean “secuity attribue.” From theCS AC
model point of view, aprincipal is nothing but an underal colledion of authenticted

attributes. Arattribuke is afour-tuple a = {t, a, v, ds} with ceitain typet, defining authority
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Figure 4-3. Relaionships Amag theKey Elements of CORB AC Mechanisms

a, valuev, and dédegationstate ds Whereds /DS = {id andstatei indicates attribute

posessed bythe immedide invoker, and d -- by the inermediate one. Attribettypes ae

patitioned into two families: privilege dtributes and idetity attributes. Thefamily of priv-

ilege attributes enumeates attribute types tha identify principd privileges. Thesetypes

include acess identier, primary and s@ndary groups the principalasmembeof, clear

ance, capabties, etc. Identy attributes, if presenprovideaddiional information about

the principal. Examples of their types aneditid, accounting id, and non-qgudition id,

reflecting thefact that a pringpal might have vaious idenities usel for differentpurpose.

Principal credentials my containzero or more attributesof the sameype. An exampleof

secuity attribuies assignedto autheticated principals is povided in Table 4-1. Oneof the
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standardCORBA attribute typsisrole. Dueto the extensibilty of the schena fordefining
secuity attribues, an mplementéionof CScan sippot attribue types hat arenotdefined

by the GCORBA Seairity standad. Although thenomative part of CSdoes notnandate the

Principal Attributes
P1 a
P2 &, %
P3 &, &8
P4 &, &

Table 4-1. Secuity Attributes Rssessal by Authenicaied Rincipds

way the attributes ammanaged, assignment ofich attributes to users isneantto be per

formed by useadminigrators.

All a principd does in the CORBA computational model is invokerapens on cor
responding objds. Inorderto makearequest oneneedgo know twothings: objetrefer-
ene, which uniquely dentifies an objed, and opeation nane. CORBA interfaces @n
inheritfrom other inerfaces via interface inheaitance An operdion name isinique for an
interface. Thus, ay operdon is unigely identified by its nameand by the namef the
interface in whid it is defin@l. Here we usenotation im,, to refr to n-th opeation on k-

th interface

Thereis a global set of requidgights for each opeation. This set, dbgether with acom-
binator @ll oranyrights), déines wha rights aprincipal h@ to haven orderto invokethe
operdion. Table 42 provides arexample ofrequired rights foroperdions on thre inter
faces iy, ip, andiz. It is assumedhat required ights ae definedand thé semanticsirepre
cisely doamented by applicion developes who know thebest semantics oéach

operdion. Depending on the@ess polcy (DomainAcessPolig) enforcedin a patticular
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. Required . .
Operations Rights Combinator Meaning
i Only a gincipal Who is graredright r;can INwoke tre
1My r all .
opetion.
im . an Any principal who is grantedeitherry orr, right can
12 1.2 y invoke the @eration
. Only a prircipal who Is grantedbath r 5, and r3 rights
iomy ry I all . .
' can invokethe ogeration.
i ot all Only a pincipalwho s grarted al 1y, r3, I rights can
2112 23,74 invoke the geration
: Any principalwho is graried etherof rq, I, T3, I4
'3y f1,12,13,74 any rights caninvoke the geraton.

Table 4-2. Requirel Rights Matrix
AC policy domain, grincipal isgranted diffeéent rights GrantedRightsaaording to what

privilege attributes 1 has. Each DomainAcessPolcy (DAP) objed defineswhatrightsare
grantel for eadh security atribute An example of a mgpping between principal privilege

attributes and gmted rights is provided in b 4-3. Secuty administrators e responsi-

Granted Rights
Attributes Domain

dy da
& r 2
27 - r
& 2, I3 -
ay r3 s
ag r,f2,I3 12,13,14
% I'e r

Table 4-3. Granted Rjhts Per Attribute

ble for defining wharights ae grantedto what searity attributes in what déegation séte
on danan per donmain basis. Whenevera principal attemptan operation invocation, prin-
cipal's efective rights are computed via operdion AccessPol-

icy::get_effective_rights() . CS specifcaion pumposefully des not ddfine
how the operdion combines rightgranted through dierent privilege attribute entries
shown in Thle 4-3. Thespedfiers ld CS implementers ditne the opegtion's internal

behavior ([OMG 1996b, p. 122]). A simplest implementation of
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get_effect ive_rights() couldbe suchthatthe setof rightsgrantedto aprincipal
is aunion ofrights grantd to evey security attributethe princip& has. Br our example,
we will assune exacty this implementation of the opation. If we use ouexample of secu-
rity attributes assignel to prinapas p;, p,, p3, andp, (Table 4-1), and theexamples of

required (Table 4-2)and granted (Tile 4-3) rightsthen Table 4-4 slows what rights the

Granted Rights
Principal Domains
dy dp
P1 f 2
P2 le N
P3 2 I3 N
Pa r o f3 r1,12 3,14

Table 4-4. Granted Rghts Per Principal

principals ae grantal in eah domain. Thereforg the principals @n invokeopegtionsas
shownin Table 4-5. Note thatbecauseprincipal @ is grantedonly rightrg in domain dy, it
is not pemitted toinvokeany opeation b&auserightrg is notsufficientfor invoking any

operdion acording to the Requild Rights Matrix (Tablet-2).

Permitted Operations
Principal Domains
dy da
Py 1My, 1My, i3mMy 1My, 13mMy
P2 - i1my, 1My, i3mMy
P3 1My, i3mMy igmy, My, i3mMy
P4 i1My, 1My, i3y, 1My, 1My i1Myg, 1My, i3y, i3My, My, im;

Table 4-5. Operdions Rermittedto Pringpds

4.2.2 CORBA Protection State Configuration

Having informally dsaussed the CSAC model, we defin¢he potedion stateconfig-
uration of a CORB system in Defintion 4-1. An iplementation of seurity srvice com-

pliant with CS is supposedb yield the sameaaess ontrol decsion & the onedescibed
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Definition 4-1. CORBA System Potedion Sate Configuréion
A configuration ofa CORBA sydem protedion state is thethirteentuple (A, IM, O,

R, D, C, RRM, DS, IM, GRM,effective rights, @mbineg interface operdion) interpreted

as follows:

» Ais the set of prilege attribues.

* IM isthe seof operdions uniquely identified by interfas tha they ae ddined on.
» Ois a seof distinguiable interfaceinstanes.

* Ris the set ofights.

» D is the set of ecess poicy domans.

o C={all, any} is a set of ights combinators.

* RRMis the required rightsmatrix, with a row for evey intefface operéion from IM
and two columnsFor the first column (Required Righs), we hare [IM, Rights O R.
For the seond column(Combinator) we have[IM, Combinaor] I C.

« DS={i, d}is a s¢ of delegation states.

» IDM is thematrix of doman menbership for inteface instances with a row for eery
domainfrom D and acolurm for every interface instancefrom O. We denotethe con-
tents of D, O) cdl of IDM by [D,O]. We have[D, O] O{T, F} 2[d,0]=TUJ oOd.

 GRMis the ganted rghts madrix, with a row for evey attributefrom A anda @mlumn
for every acesspolicy doman from D. We denote the contents of the poicy domain
from D. We denote the contents of th¢A, D] [/R.

« effective rights: D><2A - 2R, a functionmapping a & a;,&,...4 of privilege
attributes (where i, s.t1 <i <lI, a [JA) in a domaind. [/D to a set of ights
F1,125.Ty (where [, s.t1<i <p, I, [JR) that ae in efféct for the givenset of
attributes.

e combine: (D - 2R) - 2R a function mapping sds of rights returned from
effective rights for eva’y domain inD theinterfaeinstaneis a menbe of, to a seof
effective rights.

 interface_opmation. M xO - IM a function mapping a opeation nane m and ar

interface instance o [J O into an nterface opeaation uniqudy identified on te inter-

face, which o implemaents.

a.T gardsfor trueandF stardsfor false.
by Algorithm 4-1.Fundion effective_rightslooksup GRMto obtaingranted righ$ for eah
attribute in d domans towhich objed o belongs. It ombines those rights acording to its

implementation and réurnseffective rightsfor eatcy domain. Results reurned from efec-
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Algorithm 4-1. Authorization Detsion in CORBA
Dedde authorization for principal p = {g&,...g,} accessingopeaation wth namem on

interface instance o where aq, - 8, A, m is a sting that names an opeian, and
o [J]O.

Require: interface_opeation(m o) [7IM
1. DER ~ [J {Empty an aray of rights}

2. for all ds.t. IDM[d,0] =T do

3 DER[d] - effectiverights(d, p)

4: end for

5 ER[d] — combine(DER) {Combine défective rights nto one sg
6 I « interfac_operation(m, 0)

7. if RRMi, Combinatof == anythen

{Any right is required}

8: for all rin RRMi, Rightg do
9: if r JER then
10: return T
11: end if
12: end for
13: return F
14: else
{All R ights arerequirel}
15: for all r in RRMi, Rightg do
16: if r JER then
17: return F
18: end if
19: end for
20: return T
21: end if
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tive rights serveas input paametersfor the function combne. The latter combines them
accordingto its implementation. Rghts returnd by combine are che&ed aganstRRM. If

the match suasds then access isgranted. Othewise, acess is denied.

Table 4-5 shows whapeaationscan be invoked by the principafrom our example.

For each domain, a acess maix from [Lampson 1971], such ain Table4-6, ould be

constructd.
Principal i Objei(;ts i
Py 1My - 13mMy
P2 igmy, ijm, - i3my
P3 i1my, imy - i3my
P4 igmg, igmy | oMy, iomy i3my

Table 4-6. Operdions Rermittedto Prindpds

Threegenerd observéionsare worthnotingfor an acessmatrix constructed for any
CS sysem. Hrst, subgds caina beohects, ie. the CORBA accesscontrol does nd have
the concet of operdions onprincipals. It only has the conge of opegtions oninterfaces,
which areobjeds acording tothe terminology oftheacess maix [Lampsonl1971]. See
ond, shceikm Eilm

= k=|[p=q(i.e.justp =q isnot enoughfor ikm Eilmc), as

P q P
in Table4-6,the samantics of operdions ina ganerd case might balifferent. Thus for each
subpd s and objet o, the content of cellg,d is speific to the object, i.e. no oratons
permitted on one olgd coud be pemitted on anotkr object because operdions ae
sanantically different for evay interface unless nterfaces ae related via inheitance

Third, al implementationsof the sime nterface in agiven acess polly domain areepre-

sented by the sane object in the access méarix; therdore, implementaions of the same
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interface areindistinguidable fromthe aacess ontrol pointof view. Thisis oneof therea

sonspolicy domains & important intte CORBA aaess ontrol model.

4.3 Support of RBAC by the CORBA

4.3.1 Access Control Model

Among the four RBAC reference modelsidiined by Sandhu e#tl. [Sandhu 1996],
RBAC is the basenodel. It rguires oy that a sys#m has notionsof uses, roles, permis-
sionsandsessions. fiereare no constrainton theassignmentof permissonsto rolesand
usersto roles. RBAC, has hierarchies of roles in addition to everything RBAC, has.
RBAC, has constraints dheassgnment of users to roles and pessionsto roles in addi-
tionto everything RBAG, has. RBAC3 combinesRBAC; andRBAC,. In this setion, we
define RBAC, and RBAC, usingthe languge of Defintion4-1 for CORBA protection
state configuation. This will hdp us show the coedanessof our approah to configuring
a CORBA system fosupportingvarious RBACmodels. Btifirst weintroducethe original

RBAC definitions.

4.3.2 Original Definitions of RBAC models

According to theRBAC modd, ead sesson isa mappingf oneuserto possiby many
roles. \hena use establishesa se&sson, he orsheactivatesa subseof roles assignetb the
userby the useadministrator§). Thepemissionsavalable to theuser are the union oper
missions from A roles activatedn that seson. RBACtreats pamissions as unietpreted

synmbols beause theirsemantis is implementation and system depennide
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Definition 4-2. RBAC,

The RBAC, model has theoflowing components:
U, R, Rand S (uses, roles, permissins and ®ssons respectively),
PA [J P x R, a many-to-many panission to role ssignment rigtion,
UA [JU xR, a many-to-may use to role assignment aion,

user:S - U, afunction mapping edcsessin si to the singl useruser) (congant

for the sesions lifetime), and

roles:S - f a fundion mapping eezh session sbta set of
roles(si) ao{r | (user(si),r) [JUA} (which can changevith time) and sessins, has

the pemissions 0 {p | ((pr) JPA)}
r[J roles(si)

Definition 4-3. RBAC,

The RBAC, model has theofl owing components:

* U, R, RS, A UA and useareunchangd from RBAC,

RH JR x R is apartial orde on Rcalled the ple hierarchy or le donmnance ©ela-

tion, also writenas = , and

roles: S - f is modified fom RBAC to require
roles(si) Oo{r | (¢ 2r)[(users{si),r') [JUA]} and sessiog has ganted rights

0 {r | ((&"=<a)[(ra”) JPA]} (whichcan tange wth time) and ses-

a [Jroleqdp:)
sions has the penissions 0 {p | (&"<)[(p,r") LPA]}

r Droles(si)
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We reproduceddinitions of RBAC, (Defintion 42) and RBAC, (Defintion 4-3)

models from [Sandhu 1996] to help theaderin undestanding the & of thechapter

4.3.3 RBAC: Base Model

For the basemodd RBAC,, the four setf identities arerepreseted in CSas fol-
lows:! uses in RBAC map to uses in CS; rolesre represented by setA of privilege
attributes otyperole; permissionsare equivalent to thesetof rightsR in CS;sessionsre
equivalentto principals whit ae nothing butsets ofsecurity attributes, from theCSAC

point of view. RBAC, in the languageof CSis formally defned in Defintion 4-4.

Definition 4-4. RBAC in the Langusge of CORBA $curity
* U, A R, P (users,taibutes oftyperole, rights, and principg respectively)

« PALJRx A amany-to-may assignment ofgrantedrights to searity attributes of
typerole relation.

« UA[JU x A a many-to-many user to seqdty atributes of type rol@assgnment réa-
tion.

« user:P - U, afunction napping e@h principalp; to the shgleuseruse (p;), constant
for the prinapd lifetime, and

e roles:P - 2A a fundion mapping edctprincipal pi b a set of privilege attributes of
type roleroles(p) roles(pi) [O{a | ((use|(pi),a) [JA)} and principalp; has the

granted rights ] {r ] ((r,a) JPA)}.
a Droles(pi)

1. We do not mertion CSAC domairs kecause, asit will be shown in the examge below, RBAC models
canbe sipportedin CORBA using asinge domain.
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It is easy to seethat thedefinition desabes asystem ompliant with the RBAG, def
inition provided in fandhu 1996]. Given the definitipwe will show how a CORA pro-
tection systenspedfied by aconfiguration laaguagefrom Defintion 4-1couldbe usd to
implement asearity system ompliant to this definition ofRBAC. PArelation is speified
by thegranted nghtsmatrix GRM. UA relationis mangedby useradministratoran CSthat
definewhat vaues of dtributes oftype roleareassigned to use. However suét manage
ment functionality i9eyond the scope of GPecificaion, which neans that funconaity
defined by UA rdation is implementation-spedic. An implementétion of Principal-
Authentica tor 1 initializes new prinépd credenials with seurity atributes @cording
to UA. An exampk is povided in Teble 4-1, whee attribuies a; throughag havethetype
role. Thevalueof the pringpd privilege attributeof thetype Accessldis equivalent tahe
return valuefrom the functionuse. An implementation of Pr incipalAuthentica-
tor shoud initialize principal credentials according to tharfctionroles. Snceauser in
RBAC can ectivate any subset ofales to which theuseris assgned, implementation of
UA ensures implementaion d RBAC,,. Thus, wehaveshownthat all relations, funtons
andsets spetfied in Defintion 4-4can bediredly supportecoy CScompliant implemen-

tations. In order br a CS mplementéion to support BAC, it should:
1. comply with CSstandadl, and

2. provide a meas to alministrate useto-role assgnment relation UA, and

1. Asitwas desribedin Section 3.1.5 aPrincipalAuthenticator conducts the actual dlentica-
tion andcreateredentialsobject far a rew principal.
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. provide a meas for users to seléd¢hroughuser sponsora t of roles with whid they

would like to ativate the new pincipd, and

. implement PrincipalAuthe nticator  which creaes principal credertials can-

taining privilege #ributes oftyperole aacording to reldon UA, and

. implement PrincipalAuthe nticator  which creaes principal credertials can-

taining one ad only oneprivilege attribute of typéccesdd.

A straghtforwardimplementéion of RBAC, in CSwould be theone that useprivi-

lege dtributes ofonly typerole for constructing gnated rightstables, such as Tablet-3.

4.3.4 RBAC1: RoleHierarchies

RBAC, is RBAC with role hierachies. RBAC, in the languge of CS is formally

definad in Defintion 45.

Definition 4-5. RBAC, in the Language of CORBA [Potedion System

U, A R, P, A, U Aand useareunchangd from RBAC,,.

RHJA x A'is a partial ordeon R cdled the rolehierardy, writtenas = . It isthe

sameas in [Sndhu 1996].

roles :P - 2A IS modiied from RBAC, to require

roles(pi) Of{a | (Daza)[(usefs(pi),a') [JUA]} and piincipal p; has granted rights

0 {r | (C&"=<a)[(ra”) OPA]}.
aDroIes(pi)

tor

Fundionrolesis to be impemented and enfoed by aPr incipalAuthentica-

(Figure4-1). A use provides tauser spongr asetof roles withwhich they want the
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princpd to be ativated. The PrincipalAuthentic ator , during theauthentication
with the user sponsqrcreates new gedentials of the pincipal. Thecredentials haveroles,

requested by user, provide that they satisfy the definition of functionroles for RBAC,;.

A valid implementation of RBAC, could beone that Hows auser to spafy any role
junior to thoseof which theuserisamember.In this @se,an implementation dPrinci-

palAuthent icator adivatesdl roles whichare pnior to thespeified role

In orde for a CS implementation b support RBR\C, it shoud:
1. implement RBAC,, and
2. provide a meas to alministrate the ole hierachy rdation RH, and

3. implement PrincipalAuthe nticator  which credes principal credertials can-
taining privilege dtributes of the typrole acaording to réationsUA andRH, as wdl as

function roles.

4.3.5RBAC,: Constraints

Constrants in RBACare prediates that jpply to UA andPA relations, & well as to
functionsuserandroles [Sandhu1996]. Mnstrainton UA relaion are to be aforced by
animplementationof use adminigrator tods. Constaintsonfunctionsuserandroles are
the responsihily of Princi  palAuthenticator implementation. Congraints onPA

relaion ae to be aforced by an im@mentation of secitly administrator tools.

In orde for a CS implementation b support RBR\C, it shoud:

1. implement RBAC,, and
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2. implement the support of consing onUA relation by ugr administator toolsand

3. implement PrincipalAuthe nticator  with the support of constirats on fune

tionsuserandroles, and

4. enable eforcement of constriants onPA reldion by searity administrator took.

4.3.6 RBAC3: RBAC; + RBAC,

RBAC; is a mmbindion of RBAC; and RBBAC, along withpossibly additind con-
strains on tle role hieardhy. It can be inplemented in CS as wdl. Obviously, inorder for

a CSimplementation tougppot RBAC; it should:
1. implement RBAC,, and
2. implement RBAC,, and

3. implement possie addiiond constains on lhe role hierachy.

The requirenents for the supportof RBAC, and RBAC, by CORBA Security savice
implementtion have dready ben disausse. Theimplementation of additional statc con-
strains on the RBAG role higardhy is to be don®y useradminstrator tools. For thesup-
port of dynamic consaints additional functonality in the implemengtion of

PrincipalA  uthenticator IS requirel, in additon to the adminisator tools

4.4 Examples

To illustrae the points rade in the pevious chapte we descibe a potedion sete
(defined by Deintion 4-4)of a CORBA sytem tha implements anxample rolenierarchy.

We show how a ORBA-based dstributed sysim could be conigured tosupport BBAC,
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Director (DIR)

Project Lead 1 (PL1) Project Lead 2 (PL2)
Production Quality Production Quality
Engineer 1 Engineer 1 Engineer 2 Engineer 2

(PE1) (QE1) (PE2) (QE2)
Engineer 1 (E1) Engineer 2 (E2)
Project 1 Project 2

Engineering Department (ED)

Employee

Figure 4-4. An Example Role Higarchy (from [Sandhu 198b])
with an exanple hierachy from [Sandhd998b] showron Fgure4-4 andto protect acess

to the implementationsf CORBA interfaces shownn Figures 45 and 4-6. In BAC role
hierachies, the convsion isto depict junior roles (witthess pemissions) at the btam,

and seior roles (wth pa@missions inheritedrdm the junior ones indalition to the ne per

<<Interface>>
EngineeringProject

make_changes()
review_changes()
inspect_quality()
report_problem()
close_problem()
create_new_release()
get_description()
close()

Figure 4-5. EngineeringProjet Interface
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<<Interface>>
Employee

get_name()
assign_to_project()
unassign_from_project()
add_experience()
get_experience()

fire()

Figure 4-6. Employee Intaface
missions) &the top. Thefollowing aaess control policies dscribe what ations ae

allowed. All other ationsare danied.

Authorization Policies

o

. Anyonecan look up an eployee’s name ad experience.

2. Everyone in the rgineering depament can giea desdption of and repot problems

regarding any project.

3. Enginees, assigned to projes; can makechangsand reviev changs relded to thar

projeds.

4. Quality engneeas can insped thequdity of projects they ae assigned to.

5. Production engings can create nav releases.

6. Projed leades can toseproblems.

7. Thediredor can mange employeg (assign/uressign hem to/from projeds, add new

recous to their xperience, and fire) and close mgineering projets.
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We ddfine that functioreffective_rightsreturns aunion of granted rightsper attribute,

andconbine returns aunion ofrights graited in eab domain.

Theintentof CORBA acesspolicy domains is somelat confusing. To hdpin under
standing t, we provide two solutionsor enforcing thesepolicies. The frst uses a single

acacess policy domain. The sewd uses mtiple domains.

4.4.1 Single Access Policy Domain Solution
In orderto implement e role hierachy in CS without usingaccess mlicy domains,
we  introduce two nev interfaces  EngineeringProj ectl and

EngineeringProject2 , as shown irFigure4-7. The following system protection

<<Interface>>
EngineeringProject

make_changes()
review_changes()
inspect_quality()
report_problem()
close_problem()
create_new_release()
get_description()

close()
/\
<<Interface>> <<lInterface>>
EngineeringProjectl EngineeringProject2
Figure 4-7. EngineeringProject Interface Hierardhy

state confgurationcould be used:

« A={e, el el, e2, pel,@ gel, ge2, pll, pl2, dir}. Alhese attributes haveyperole.
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* IM ={Employee::get_name, Employeassign_to_project,
Employee:unassgn_from_projed, Empbyee::add_expeence
Employee:get experience, Employee::fire, EnginggProject:.inspect_quality
EngineeingProjectl::meke chages, EngineargProjectl:report_problem,
EngineeingProjectl::review changs, EngineeringProjectl::close,
EngineeingProjectl::close_problem, EngineegProjectl:cregde new elease,
EngineeingProjectl::get_desdption, EngineengProjet2:inspect_quhty,
EngineeingProject2::meke_chages, EngineargProject2:report_problem,
EngineeingProject2::review changs, EngineeringProject2::close,
EngineeingProject2::close_problem, EngineegProject2:.creade _new_elease,
EngineeingProject2::get_descption}.
We do not use any implementations ofenfiace EngineeringProject . Only

derived interbces areused.

O ={e, ed,el, e2, pel,d& qel, ge2, pl1, pl2, diprj1, prj2}. pril isan ingtance of
EngineeringProjectl , and prj2 is an inahce of EngineeringProject2

All other dements ofO are instances of interface Employee .

R ={gn, atp, ufp, aege, f, mcl,cl, iql, rpl, cpl,mrl, gdl, cl, mc2, & ig2, p2,

cp2, cnr2, gd2, cA

D ={d;}

C ={all} - we use only oneambinator.

1. We usedfirst letters of eachoperation tocreate a amespanding right.
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* RRMis shown in Bble 4-7. & omitted column with righs conbinators beause

required kghts forall opeations havehe same combinatorall.”

 DS={i, d}
* InthelDM, dl interface instnces ae the menbers of the only acess policy domain.

¢ GRM is shown in Bble 4-8.

Operations Rights
Employee:get_name gn
Employee:assgn_to_project ap
Employee:unasign_from_project ufp
Employee:add_experience ae
Employee:get experience ge
Employee:fire f
EngineerngRojectl::get desription gdl
EngneeingProjectl:insped_quality igl
EngineeingPrgectl:make_clanges mcl
EngineeingPrgectl:review_chages rcl
EngineerngRojectl::repot_problem rpl
EngineeingPrgectl:close problem cpl
EngineemngPrgectl:create_new deas arl
EngineemgPrgectl:close cl
EngineerngRoject2::get desription gd2
EngneeingProject2:insped_quality ig2
EngineeingPrgect2:make_clanges mc2
EngineeingPrgect2:review_chages rc2
EngineerngRoject2::repot_problem rp2
EngineeingPrgect2:close_problem cp2
EngineeingPrgect2:create_new dleas ar2
EngineemngPrgect2:close c2

Table 4-7. Required Right#atrix for Single Domain Solution

1. We cauld have wsed“any” as wel. Whenan ogeraion’s requiredrights set conssts of orly ore right, the
effect d eithercombinator is the same.
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Privilege Attribute Granted Rights
e o, ge
ed gdl, gd2,rpl, rp2
el mc], rcl
pel cnrl
gel iql
pll cpl
e2 mc2, rc2
pe2 cnrl
ge2 iql
pl2 cpl
dir atp, ufp, aef, cl, c2

Table 4-8. Granted Righd Matrix for Single Doman Soluion
. effective_rights(dj, aq, a,, ...,al) 0 0 {r]r DGRM[ai,dj]} -- union of

_ _ a;, 1sisl
granted rights perttibute.

e conbine(r x U A DT ¢ R y O
1, dl 2, dl I'dl 1,d’ 2 dp m,dp

p
O O [ , . . .
0 Ol r00q gy ¢ OJ-- union of rights grated in each doman.
0 old = Yan

in each comai d

The CORB\ protedion sysem configuration des¢bed above Hows enforcement of
the sample policiesdied on pge 118. br example, dead of projet 1 with role pll acti-
vated isable to invoke opegtionsget _namend get_expeienceon all mplementéions of
interfaceEmployee aswadl asdl but closeopeaations ordl implementationf inteiface

EngineeringProjectl

From observing lte configurationof the GORBA protectionsystem m this soltion,
significant administrative oveinead could be nated. The overhel is due tothe grauitous
useof a sparde intaface (EngineeringProject(1,2) ) per project Thisis becaise

we purposaflly limited our soltion to asingle acess paty domain. It § shown below
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how theunnecessary reddancy othe protecthin sysem configuraton data isliminated

by usng multple acess poky domains and a hierechy of such domains.

4.4.2 Multi-domain Solution

Oncewe havean aacess policy domain pe project, we cango bak to using one
Engineerin  gProject interface for all projeds. We also take advantage of the €
cgpability to compose domains in various hiexfsies. \e choosea limited and easy to
understand teelike hierachy shown in Fyure4-8. The following @nfiguration ¢ a

sysem protedion site could be use

Engineering Department (ED)

Engineering Project 1 (EP1)

Figure 4-8. Domain Hierachy for Multi-doman Solution

* A O, C, DS effedive rights, andcombne are thesame as in the single domain gel

tion.

* IM = {Employee:.get_nae, Enployee::asgyn_to_projet
Employee:unassgn_from_projed, Empbyee::add_expeence
Employee:get experience, Employee::fire, EnginggProjectinspect_quality

EngineeringRojed::make changes, EngineringRojed::report_problen,
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EngineeringRojed::review_changes EngneeingProjet::close
EnginesringRojed::close problen, EngineringRojed::create_nenv_rdeas,

EngineeringRoject::get_desgption}.
 R={gn, atp, ufp, aege, f, mc, ¢, iq, rp, cp, ar, gd, c}.
« D={C, ED, EP1, EP2}

* RRMis shown mn Table 4-9. It isthe same as in Table 4-7 exept one interface Engi-

Operations Rights
Employee:get name gn
Employee:asdgn_to_project ap
Employee:unasign_from_project ufp
Employee:add_experience ae
Employee:get_experience ge
Employee:fire f
EngneeingProject::get_descrigion od
EngneeingProject::inspect_quality iq
EngneeingProject::make_clanges mc
EngneeingProject::revew_charges rc
EngneeingProject::repat_problem rp
EngneeingProject::clese problem cp
EngneeingProject::create_ew_release cnr
EngneeingProject::clse c

Table 4-9. Required Rights Mdrix for Multi-doman Solution

neeringProject is usd instead of two identical intedces with different names.

* IDM is shownin Table 4-10. Asillustratel in Figure 4-9, if anobject béongsto achild
domain, acoring to the domain hierehy shown in Fgure 4-8, then it is also a mem-

ber of dl the paental domains.

* GRM isshown in Bble 4-11.
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Domains
Interface
Instance C | ED |EP1|EP2
e X
ed X X
el X | X | X
pel X | X | X
gel X | X | X
pl1 X | X | X
e2 X | X X
pe2 X | X X
qe2 X | X X
pl2 X | X X
dir X
prjl X X X
prj2 X X X
Table 4-10. Interface Instance Doman Membeaship Marix (IDM) for Multi-domain
Solution

The CORB\ protedion sysem configuration des¢bed above Hows enforcement of
the same policies as theconfiguraion in the ®lution for a simgle domain. This time, thae
is no need ethe in having sepaste Enginee ringProject(1,2) interfaces per

projed or in having edundant rights. laddiion,RRMandGRMaremore ompreheasible

Dueto thehierarchy strudure of theaccesspolicy domains, thelescibed system an
also support morgexible policies. For gampk, theGRM in Table 4-11, in addition to the
sample policiesleeady descrbed on pagd 18, supports policy which dlows piojed lead-
ers to addperience (ight ae) to the ecods of the employees wrking unde supevision
of the leades. In orderto enable it wheneva an employee is assignedd@roject (we
assumeeach employee workson oneproject at a timg an interface implementaion repre-

senting he emplg/eeis moved to aaess poky domein o the corresponding project. Also,
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Figure 4-9. Interface Instance Doman Membeship

Privilege Attribute

Granted Rights

Domains

ED EP1 | EP2

e

g | - -

ed

gdrp| - -

el

- |mcrc| -

pel

- cnr -

gel

pl1

- cp, e -

e2

- - mc, rc

pe2

- - cnr

qe2

- - |q

pl2

- - cp, ae

dir

atp, ufp, aef, c - - -
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the GRM enforces finer grain policy which allows onlycolleagues from the samedepat-

ment b look up employeexperence (right ge) .

4.5 Conclusions

The understading of middleware AC mechaisms iscritical for protecting resouss
of enterprise applicationdn this chapterwe notonly descrbed in details AC mechanism
of one ofthemostcgpable middéware security technologies -- ORBA Security -- butalso
defined aconfigurationof the CORBA potedion systemUsing theconfiguration déni-
tion, wesuggeted an algorithm which fomally spedfies te semantics of authorization

dedsions in G.

We definel RBAC, and RBAC,; models in thdanguageof CS anddescribe how
RBACy-RBAC; could beimplemented usingCS We disauss& whatfunciondity needs
to beimplemented, besides complianegh CSstandard, in ordeo supportRBAC. We
illustratal the digussbn witha singk accesspolicy donain and mui-domain examples of
the CSprotection system corgfuration, which supports aample role hierarchy and acess

pdlicies.

Implementations complart with the CS spedfication can supprt RBAC,-RBAC;.
However, alditional functiondity not gedfied by CS is required. Implementatons of
PrincipalA  uthenticator interfaceand user sponsoneed to support rasand their
hierachies (RBAC,). To support constraints (REC,), aPrin cipalAuthenticator
has to enfare then. Tools to admirster user-torole and ole-to-rights relations a& also

required.
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This thapter develops a franework for implementing & well as for assessing impe-
mentationof RBAC models usig CS.It provides direttons for CS devdope's to redize
RBAC in their systens and givs criteria touses for selecting such impémentaionsthat
support nedds from the RBACy-RBAC; family. This work advaces the undstanding of
the CORBA AC mechanism's apabilities and by this mamizes its utility which is vitd

to the use of midddware in protecting applideon resources.

Although RBAC is shown tosupersede majohC models, its capabilitis ardimited
andthere couldbe authorizfon polcies thatwould be chdlenging to modelwith it. Also,
thegranularity of theCORBA AC mechanismiis stll | imited tothelevel of interface ope-
ation. This isvhy webelievethat the useof RBAC and CORE does not addss the neds
of al application domains. Theest of this disstation discusses the sew part ofour
appro&h,which addressethosecases vhen theRBAC modé and CORBA mekanismare

inadeque.
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5 Resource Access Decision Service

In the pevious chaptes we statd the problem of ontrolling accessto theresoures
of enterpiise distibuted applicdions and reviewed avadlable technologies along with
related work. For thoseapplication domains wine authorization policies an besupported
by RBAC and the graularity of the CORBA AC mechanism s sufficient, the framewvork
for implementing BAC modds using CORBR\ Seairity developed in last chapteould
be an adequ#e soluion. But what to do withhe applicdions whose & needs canotcom-
pletely be addressed bygither the RBAC modelor CORBA Security? In this chapte, we
introduce an appiach which meets the requimentsof other @plications -- a architedure
for resoure acess decision (RAD) sevice. Furthemore, we demonstrate its util/ on
examples wth complex aacess ontrol policies. 3mesections of thehapterare based on

the materibfrom [Beznosov 1999D].

RAD ddfines a coneptual architedure that encgsuldes authorizaion logic in an
authorizdion sewice whid is external to the pplication and is dso independent of the spe
cific security modds and polides. Sich an achitedure not only significantly simplifies
both application and sagity systen development butso allows organizéions to uni-

formly manageand endrcetheir secuity policies.

The RAD aproad addresses mosbthe issues irportant for proteding application

resouces in entaarise distribugd applications. It ipossible to usesamany types of subpd
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securty attributes for authoriation dedsions & theunderlying autheatication technology
provides. Theservie achitedure dlows theuse ofinformation obtainedrom work{flow
sysems and othersource, thussupportng policies specificto the gplicationdomain. It
also enables the use ofapplication-specfic informationin AC decsions. Dueto the encap-
sulation of authornzation logic into asepaateservice, whib can beimplemented asa net-
work sexer, consistency oAC policies enbrcement across applicaons can be eaily
achieved. In additionthe architectwe supportshe multi-policy authorizabn model, and
it enables seurity administrators and pplication devdopers to maitain a clear sgardion
of responshbiliti es. To achieviéhese benefits, outesign requires applidgah-level enbrce-
ment of athorization decsions adassumes agemet onthe semantics ofesoucenames

betweea the applicaon devédoper andthe owner.

RAD arditedure is mosty independent of the undeying seurity technology,
althoughthe current design takes advantage of the CORB-compliant security infrastrue
ture and complinents it with the cgpability of moresophisticatel authorizaéion. Note that
it is byno mensareplacement or substution of stadard ®RBA Seaurity service[OMG
1996b]. Sill, the RAD approach can be applied to mdsstribued computig envion-

ments.

Moreove, we show that the deapling of aithorization logc from application ca be
done witlout complicatd interactionsbetween an applideon and the authorizian servie
and without significant commurtaion overhed. Factors specificto the application
domain can be supported byuhorization sysms usng the traditiond acess matrix

[Lampson 1971] aan underlying inplementation.
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5.1 RAD Architecture

The main olgdive of RAD isto decouple jgplicationdevel authorizéion logic from
application logicAs discussé above thefinest ganulaity level of AC provided by the
main mddleware technologies is at the lel®f operdions on middlewae objets. The
authorizdion serviceis to make deisionsfor accessto thoseinformaion andcompua-
tiond resource that are not firstclass obgds or heir operdions. Thus,he service comple-
ments nddlewae AC medanisms It relies on and usethe middlewae seurity
environmentdr secureautheticaed @mmunicaions(i.e. message authenticity, cortlen-
tiality and inegrity protection) between the servie and he applicationsas well as among
the servicecomponents. It also assasnthat the undelying security provides a mews for
an application to obtainsecurity dtributes of the aacessng subjet. As we showal in

Chapter 3, theseassumtions arevalid for most nddlewae seurity technologies.

5.1.1 Interface Between Application Systemsand RAD Service

The RAD appmoach s a represetative exanple of aithorizaion servees direcion
descrbed in Section 3.2.3 Like most ofthesesewices,RAD provides authoriation dec-
sions toan applicéion system (AS)Authorizationlogic is encgsukbtedinto RAD servie
extemnal to theapplication, which igraditondly pat of an applicon progam. Sncethe
service can be logicdly centrdized, theappoach allows gplications to enbrce AC
acording tothe sane enterprisewide se of authoriation poliaes thusnauraly enabling
policy consiséncy. In ourappro&h, the athorization decision ishtained after the method
ontheobjed isinvoked. Hace, an applidion can execise acesscontrol of any granular

ity levd by associng a resourcename withproteded eleénents of any sizeand semantics.
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The flow ofinteradions betwen applicaion client, applicion system and an instaac
of authorizéion servicds depicted irFigure 5-1. The sequee of he interactionis as fol-

lows:

Figure 5-1. Interadions among Cént, Application System, and RAD Service

1. A client of the applicaon system imokes an opeation on theapplication.

2. While processingthe invocdion, the application requires an authorizen dedsion

from the authorizéion sewice.

3. Theservicemakes alecision, which is returreto the goplication.

4. The application enforces the decsion. If acess was granted liie authoriation ser
vice, theapplication eturns theexpeded results of theinvocation. Othewise, it ather

returns patial results or rases an exaption.

Simple interfices betwea the applicaon and the authorizéion sevice ae used. An

application deviepe only needs to progmaa singé invoation on he authorizéion ser
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vice in order b obtain adecision. Each authorizen requesitconsistsof client suhed sea-
rity attributes, thanameof theresouceto be acessed, ad thename oftheoperdion tobe
performed on theasource The seurity attributes of the invoking sudat are supposed to
be obtained btheapplication fromthe mddlewvaresecurity infrastru¢ure. The application
is expected tocompute the resoge and op&tion namesas patrof its applicationdgic. For
each authoriation request, it receives backa binary (yes/no) deision. An application
obtains a authoriation deisiononly from oneinstanceof RAD. It is the contrad between
the gplication and its aterprise environment toequest & authorization decsion and to

enforce i.

A nominal amounbf daais passed betvea the applicationandthe authoriation ser
vice in orderto makeauthorization decisionsWhen making an authoriian request, an
application passethe following three paametes: a sequece ofname-véue pairs epre-
sentinga name of the r®ource to be acessed; name of the acess operéon (eg. “create”
“read,” “write,” “use,” “dele”); and autenicated secuity atributes of he subgct on

behalfof which the Gent is requestng access b the naned reource.

Security dtributeshereare regularattributesof the current use session. Othe the
paraneterspasseduy theclient, thefirst two (resoure name and access type)are most
worthy of dsausson. Weintroduce an abstrdon cdled “proteded resoure name”or just
“resourcename” usdal to abstractapplication-depedent senantics ofentities, the acess to
which is controlled byhe applicdion. A resoure name can be asodated with anyalu-
able assé of the gplicaon owner, the @cess to wich is ontrolled acording to the

owners interests. for example, eletronic patient medidaand biling records in a hospital
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are usudly its vauable asses. The hospitd administraion is inteesed in contolling
access to the words due to vaous legd, financid and oher reasons. Theffere, the hos-
pital admnistrdion consides sich records as mteded resources. Moreove, different
information in hoseremrds counts as diffent esource, examples ofvhich can be
reaords from diffeent visits a episodes for one patient. thie same time, a reourcename
can be associted with less Bingible assed such as coputer sysem resources, including
CPU time, file desciptors, sokets, @éc. TheRAD savice does notatenypt to interpret the
semantics of theresourcename. We will show in the dscusion of theRAD desgn thatit
uses theesour@ nameonly to obtain additiond secuity attributes ad to look up a deof
policies govening acess tothe resourceassociatedby an application system wh the

resouce name.

Accessoperationabstacts he sematics of acces3o resource(s) assoaat with
resouce name. Al applicdion may manipubte pdient records on béalf of differentcare
givers,or may providedifferent hierarchiesof menusto diff erent labtechnicians.In either
case, itis up to the pplicaton systen devdopers and theenterprisesearity administrators
to agree onthesemantics of the opertion remeusel for ead access RAD doesnotinter-

pret the smantics d aacess opation as shownn thedescription of the RAD design.

A sysem can communicatapplication-speific information b RAD sewice by enod-
ing it in resoure and/or opeation names. For erale, withdraval of $500 fom a bank
account can beepresented as an opation with the nane “withdrawd: $500,” and the

resouce name arrying the acountnumber. Snple and yet very genie data structurefor

134



operdion (abitrary gring) and resoure name (astof stringname-value pairs) havgood

expressve @pabilities for this tak.

Before an gplication requsts aRAD sewer for an aithorization detsion, it is sup-
posed o idenify whatthe resourcenane and the acess opetion nane are assocated wih
servicingthe client request. hereis nopaticular algorithmdefined for peforming such
an associatiobeause for evey application, orat least for evel applicdaion donain, the

method of associiy protected entiéis wit abstact resource names can be different.

Our approah is vey similar to most solubns basd on aithorizaion sevices in the
way the dient, AS and the RAD seaver interact, but it is different in theinternd composi-

tion ofits eleaments.

5.1.2 Logical Composition of RAD

RAD architectureaims to enble implementation of its components by vasus vendors
dueto the diwersity in therequirenents to AC poliges, paformance, salablity and other
sysem properties from diffeent govenment and commercial makets.Components of the
following typescomprisea RAD savice (Fgure 5-2): The AccessDecisionObject
(ADO) sewnes asthe nterface to RAD clients and coodinaes theinteractionsbetwea the
RAD components Zero or more PolicyEvaluators (PEs) perdrm evaluationded-
sions basé on the AC pbcies govening the acess to protectd resoures. The
DecisionCo mbinator (DC) combines taresultsof the evauaions made by pet-
tially multiple PEs intoa final authorizaion decision by applyng certain combingion pol-
icy. ThePolicyE valuatorLocator (PEL),for agiven &cessrequestto a proteted
resouce,keepdrad of and povides rderencesto aDC and potentially seval PEs,which
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Application System

1: access_allowed

Access Decision:

! Object

1 2: get_policy_decision_evaluators

! 4: combine_decisions :
Policy |
! B DecisionCombinator
3: get_dynamic_attributes 5: * evaluate

DynamicAttributeService

PalicyEvaluator

Figure 5-2. Interactions among RD Componaents
are colledively responsibé for meing the authorizéion decision. The

DynamicAtt ributeService (DAS) colleds and provide dynamic attributes about

the client in tle context of the intendkacess opeation and resouce nane.

The mmponents ae only logically dispinted while in pratice they can beco-locded
in the same pocess or host. Thisdgure is providd to further thesupprt for dynamic com-
postion andre-oonfigurdion, as well as for high availability and fault tolerance of the sa-

vices baed on RAD ardhitedure.

Figure5-2 shows ineradions amongcomponents of authorizatiorsevice. They ae

thefollowing:
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1. Theauthorizéion sewice receives a rajuest vathe ADO inteface.

2. The ADO obtans objet references to thoseEs andDC which ae assoi@ted with the

resourcename in question.

3. The ADO obtans dynamic attribes of the subject (client) irthe contet of the

resourcename ad the intended acess opeation tobe performed.

4. TheADO ddegates annstane of DC for polling thePEs (seleted in Step 1) and com-
bining mutiple results of evaludions maddy FEs into a fnal decdsion. This isbecaise

there can be sevaal PEs responsible fanaking authorization decision.

5. The DC olains decisions fom FEs and ombines them according to the ombination
policy. Thedecision is forwaded to theADO, whichin turn returns thelegsionto the

application.

To claiify the work ofRAD components, we pvidea short exanple of proessing an

authorizadion request in Figre 5-3. 1t shows the sequmeeof invocdions anong RADcom-

AS AD PE DA DC RBAC PE
role caregiver
access_allowefi({patient_id=29984329,record_part=PN}, read, {user_id=g,role=caregivyer, role=nurse}) can read
' . N patient_name
get_policy_decision_evaluators({patient_id=29984329,record_part=PN}) -

get_dynami attributes({patientid:299£329,record |_part=PN}, tegd, {user_id=g,role=caregjverrole=nurse})

combine_decisions({patient_id=29984329,record_part=PN}, read, {User_id=g,role=caregiver fole=nurse }, {RBAC PE}

evaluate({patient_id=29984329,record_part=PN}, fead, {user_id=g,role=cafegiver,role=nurse })

_ | RAD[

Figure 5-3. Interaction Diagran for Hypothetical Case
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ponents in a hypotheticabhse. Br the sakeof illustration, let us assumthat thee is an
authorizdion policy contaning a statment tha a user en real the patient’s nam@N) if
the user is perfoning rolecaregiver.In thisexample, ASs requestng authorizationto per
form access opertion read on resource patent nane. Theresoure is pat of the melicd
reaord onthe patientwith ID 29984329 Access is to bgerformed br auserwith user_id
d, who adivated role nursewhichis seniorto caregive. The ADO obtains list of refer-
enas to PEs and DC, which should be use for makingan aithorization deision ona
resour@ with name {patent_id=29984329rewrd_pat=PN}. ThePHE. returns areference
to the DC and areferenceto onePE —-RBAC PE TheDAS doesotchange thdist of seaw-
rity attributes, which spedies thd the uselD is d and the rols theuser adivated arecar-
egiver andnurse RBAC PEimplements authorizéion basedon roles.According o the
authorizdion rules, useyading as caregiver have acess tdhenames of all patients. Thus
the PE eturns “yes”and the DQeturns the same angwto he ADO, which atthorizes the

AS to access he name of the pgéent with ID 2998432%n bénalf of use d.

RAD architedureissuch thaall its omponentscouldbe replaced dynanicdly by dif-
ferent implementations as long as they comply tithe interfice specifi@tions. This
endles the suppat for insertion and detion of applications, changen policies and the
computng environment. For ingance, if applicéion insertion mtrodues new reaurces to
be potected, a neWE (or evenaset ofPEs)can be dynamicaly added and L is remn-
figured to use them. We Willlustrate the support for changes in author@afpolicies in
Section 5.2, vihere we discuss sampl@uthorization policieand showhow RAD cansup-

port them and theirhanges.
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Unlike maost authoriation sevices [Simonl1997, Vaadhaajan 1998, Wbo 19934

RAD architedure does not rgrict its implementationsiithe type of supporte authoriza

tion policies. This iswhy thescope ofauthorizéion policy representéion is beond the

scope of RAD arhitedure, as shown in kgure5-4. Each PE can be admimsd using a

ADO client

A

AccessDecision

consults 1

consults

DynamicAttribute
Service

Scope of the RAD Service

PolicyName

‘\

PolicyEvaluator

1.*

1 *
1.* 1 PolicyEvaluator
- consults——>
Locator
1 *
WX 1 1
locates —»
consults locates 0.1
J 1
1
Deci_sion ——consults
Combinator 1

™~

1
repre\sén@ed by
|

I

evaluates

|
0..1

|
|
1
ResourceName |«

“represented by

1--*‘ hasI’/
o

1 -

defines
access policy

0.1

SecuredResource

Figure 5-4. Main Run-tine Elements and TheAppurtenane to the Arditedure Scope
(from [OMG 1999¢)

different interface and & rules written in a diffeent language. Such a design emalihe
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use of the ®isting policy engines, which were not originally devioped to bePEs (e.g.

RACF [Benantar 1996]), and the support for futurenes.

One aithorization engineguppoting aparticular pdicy) per equest is used in Argos
[Jonsche 1995] to evduate requsted acess. Theritrodudion of muliple evduators and
a combinator in RD provides ways for moreéhan onepolicy (even of different types) to
governauthorizaion decisions forthe sane request. This is sintar to [Bertino 1996b],
where Bertino et al.define anexplicit authorizéion madd with conflict resoluion and

overiding rules. In RAD architedure, sub rules ae implemented by a paticular DC.

One of RAD’s distinguishing arhitedura eements istie use ofDAS. It endles the
support & policies based on the faors whose valuean change from rguest ¢ request or
is detemined by the state of organizesond work-flow. These fadorsare furnished bypAS
in the form of dynamic attribues, synadically equivalet to subjet security attributes.
ADO obhtains than from DAS bdore it passes theequest to thecorresponding DC and PEs.
Dynamic attributes aretributes whosevalue can be diermined ony at the tme when a
request for an authorizaon decsion ekes pbce. Thusthey are edfic to the reuestin
guestion Examples of such attributes amelationshps betwen physciansand patients in
a hogpital [Barkley 1999]. Théntrodudion of DASin RAD ardiitedure increses e vari-
ety of informationavail able for makingauthorizationdedsions,and enalesthe ug of the
traditional @cess marix [Lampsonl971]to support omplex and dynanic AC policies.

We will ill ustrae the benét of DAS in Sedion 5.4.
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All RAD components, in addition to the un-time interfeces descrbed aowe, have
interfaces to adninista them. Thoseinterfaces constitue the RAD administratve modd,

the scoperad main elements of whicre shown in Figure5-5.

Administrator

administers

—_—— "
I | 0.*
: - PolicyEvaluator :
I PolicyEvaluator /—> | administers
| LocatorAdmin associates . |
' !
| ™~ |
I associates |

Decision
I Combinator |
I I 0.1
' |
: 1 “1 ; : Policy
: 3
| > 1 oa / 1
I i i I assigns }
: 1% ‘ : access policy reprebs;nted
N répre§ented by

I PolicyEvaluator N
| Admin associates |~
| has | 0.1
| DN
I | SecuredResource
' |
| Ll |
' |
I
| RAD Scope :
- e e d

Figure 5-5. Administrative Elements and TheAppurtenace to the Achitedure Scope
(from [OMG 1999¢)
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Even though RADarchitedure purposetilly does not providea meas of spedfying
authorizaion policies andlteir representation it allows RAD administators o apply pol-
iciesddfined via implementéion-speific PEinterfacesto protededresource. Thisis car
ried throughwith the notionof policy nameand with adminstrative interfaces for B and
PEL. A policy names employedo associatéhepolicy with aresourcenamefor those PEs
thatcan evduae more than one pdicy. By naming a policy and avoiding definition of
policy represetation, we kep RAD architedure opento the multitude of exisihg and

future aithorization language

Run+ime and admmistraive intrfaces andhe supportingdata structurg all defined
in OMG IDL, along wth prose descripthn of theirsemantics, constitut RAD architectire.

Its computational view is showed Figure5-6. The @ministrative pat of RAD achitec

<<IDL Interface>>

<<IDL Interface>>

AccessDecision L R
DecisionCombinator <<|D_L (S REE>S
access_allowed() = — PolicyEvaluator
i combine_decisions()
multiple_access_allowed() evaluate()
1 1..%
1.x +pe_admin
<<IDL Interface>>
AccessDecisionAdmin e — 1
n +policy_evaluator_locator
et pliey_ovluatar osator) Poliy Evaluatortocator <<iDL Inerface>>
A o . 1 1 get_policy_decision_evaluators() PolicyEvaluatorAdmin
get_dynamic_attribute_service() e — —
set_dynamic_attribute_service() - 0..* . T set_policies()
— add_policies()

—— 1
1 +basic_admin list_policies()
set_default_policy()
L delete_policies()

<<IDL Interface>>

+dynamic_attribute_senice PolicyEvaluatorLocatorBasicAdmin

set_default_evaluators()

1 +name_admin get_default_combinator() +pattern_admin
set_default_combinator()

get_default_evaluators()

<<IDL Interface>>
DynamicAttributeService
get_dynamic_attributes() 0.1

0..1
<<IDL Interface>>
<<IDL Interface>> PolicyEvaluatorLocatorPatternAdmin

PolicyEvaluatorLocatorNameAdmin set_ewvaluators_by_pattern()
set_evaluators() add_evaluators_by_pattern()
add_evaluators () delete_evaluators_by_pattern()
delete_evaluators() get_evaluators_by_pattern()
get_evaluators() set_combinator_by_pattern()
set_combinator() delete_combinator_by_pattern()
delete_combinator() get_combinator_by_pattern()
get_combinator() register_resource_name_pattern()

unregister_resource_name_pattern()

Figure 5-6. Computaional Part oRAD Architedure
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tureis designed toléow replaceale RAD objects within an implementation. For instagc
AccessDecisionAdmin  interfacecontains opetéons forinspecting andspeeifying the
reference b PEL. Opeation set_pol icy evaluator_locator() dlows a RAD
administrator to “point’ the ADOto a dif erent instanceof PEL. After the changethe ADO
will usthe nev PEL. This is amxample ohow weaddess the gdaf supporting chages

in pdiciesand thecomputingenvironmaet.

5.2 Example

RAD coneptual arbitedureis very geneic, and therole of RAD mmporentsas well
as the interetions among them could be hard to undetand. This sedion povides a
detailed exanplefor illustrating RAD architectureandits capabiities. Theexample further
clarifies RAD @mncapts. It also show$ow policiesbased omolesand elationships @n be

supported by a RAD séce.

We conside a set of smplified but typi@ access control polies in the halth care
domain whichhas aguably oneof themog compkx AC requirements. Considerhospital
computng enterpise consistng of many distributed systems, whicteaised forregistra
tionand biling, olleding results of laboratorytestsand traascribedX-ray images, & well
as br storing d other clinical information &outpatients including @ordsof their visits
to the hospital (forout-pdients) and their sy over night, when they haw@mplicated

cases (for inpatients).

Hospitl empbyees involved in the ¢a piocess ee @led caregiversfor shot. A car

egiver acceses many of thoseclinical, laboratory, transciption and financial systems
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either diretly with spedalized dient softwae or via genera-purpose aplication pro-
grams. Such pgrams interet with seveal gplication serves in orderto provide eregiv-
ers with information neded for patient dagnoss and treatment. Acess to patient
information(paient records) iscontrolled byAC medanisns employedoy thecomputing

enerprise.

5.2.1 Initial Policies
Let us assumethat the hospitl adopts the policy listed in Table 5-1 to control
employee access to thegpatients medical records. Leé us alsassumehat all patient records

consistof the parts shown in Table B-

Rule
No.
PL.T [ Any caregiver can read pdients name.

P1.2 | Registration clerk can modify patient nameral demographimformation.
Nur se can rea patients name and demogpnahic information, mody cur-
P1.3 | rent episode demographic infortizan, real current episode rgular reeords
and test results.

P1.4 | Technician can modify curent episodeegular and ®nstive test results.
P15 Physician Assistant, i_n addition 6 wha a nurse an do, ca also red all

' regularrecrds of patients.

Physician, in addition towhat a physician assistantrodo, @n also mody
P1.6 | current eoisoderegublr and sendive recrds, aswvell asread reyular, sensi-
tive records and test results from pieus gisodes.

Psychiatrist, in addition to wha a physican can do, ca also modify mental
information.

Table 5-1. Access Control 8licy (Policy 1)

Rule Definition

P1.7

This policy is coase-gran in regadsto theclasse of uses. Thepolicy dlows any
nurse to redregularrecods of any patientn the hospitalfechnicians havéull acessto
test results of al patients inthe hospital; physiciansavefull acess, &ceptmental infor
mation, of the patientasho haveever receied careatthe hosp#l. In addition,the policy
does not ritect the fad that patients havedatives, guardians ad other epresentatives,
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Part name Abbreviation
Patient nane PN
Demographidata DD
Current episode deographic data CDD
Currentepsode regular recods CRR
Current episodesensitive recrds CSR
Current episode ular test rsults CRT
Current episodesensitive test results CsT
Regular records fom previous episodes PRR
Sensitive reamrds fromprevious gisodes PSR
Regular test results from pxeous @isodes PRT
Sensitive test resilts from prevous epsodes PST
Mentd informaion from dl episodes AMD

Table 5-2. Parts of Patient Medit&ecords
that ae digible to know soménformation about the statusthieir patient. Nontheless, let

us assumthat the healthcae organization inour example hasud privacy requirements
that Policies 1suffices. We will consider a new polig to deal with more omplex AC deci-

sions late in Section 5.4.

5.3 Modeling Policies

Policy 1 can be implemented usig the BBAC model wit role hierachy -- RBAC,
[Sandhul996]. In orde to define the configuration ofan RBAC; sysem, one neds to
specify role hierechy, user-tarole and permission-to-ple relations as wellas fundions
userandroles. We define therole hierachy (RH) in Figure5-7. Acoording to this herar-
chy, for exampk, role physician assisint has asnany pemissions asale nurseplusits
own pemissions, bemisephysician assstantis senior tonurse User-to+ole asignment
relaion (UA)is shownin Table 5-3, whex we ca see thatuse g is assigied torole care-
giver, and used is assigned tooles nurse and technician Thismeans hat, when user d
logs nto the sysem, the user ca adivate either role caregiver, nurse or technician

whereas useg can ony adivate roke caregiwer. This becase, acordingto the role herar-
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Psychiatrist

Physician

Physician Asdgstant

Registration Clerk Nurse Technician

Caregiver

Figure 5-7. Role Higarchy (RH réation)

Users

Rol es alb[c[d e[f[g
Psychiatrist +
Physician +
Physician Assistan +
Nurse +
Regstratian Clerk +
Techrician + +
Caregver +

Table 5-3. User to Rok Assgnment Relation (UM

chy, ausercan ad in anyrole juniorto the oneheor shes assigned.fluserd adivatesrole
nurse, then the swbject will be grated all permis®ns assigned to rolesaregiver and
nurse. The pemission-to-ble assignrent relation (PA) is presated in Table 5-4, acord-
ing to whidh anurseis assigned penissions to eaddemograhic data(DD), curentepi-
sode rgular records (CRR, and curent goisode egulartestresults (CRT), as well as rad

and wite aurrent episo@ demograhic data (CDD)

The configuraion of a RAD serve tha performs authoriation acording to the
RBAC; system deined by the above PAJA and RH rdations, isdepided in Figure5-8.
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Resource
Role ZDDD:%I—BQ: '_'zT)D
04
£185(8|8|5|8|&|8 E|k|3
Psychiatrist RW
Physidan W | RW R R R
Physician
Assistant R R
Nurse R |RW| R R
Registraion
Clerk W RW
Technician RW | RW
Caregiver R

Table 5-4. Permisgon-o-role Assignnent Relation (PA)

Application System

1: access_allowed

2: get_policy_decision_evaluators

Policy EvaluatorLocator

Access Decision
Object

3: get_dynamic_attributes

Echo

DynamicAttributeService

RAD

4: combine_decisions

DecisionCombinator

5: evaluate

4

RBAC
PolicyEvaluator

Figure 5-8. RAD Configurdion for Role-based Poties
ADO obtainsa reference for he DC and the oly PE (RBAC PE) from the PEL, which

always returnshie smereferenes. TheDASreturns he smelist of seurity atributestha

it received from the ADO. RBAC PEevaluates authoraion requests ugsg PA relation.

The DC denies aess if he PE rdurns “unknown” as the result of evaluation (fexample

if the resource nane isnot found in the PA table), otheise it returns whateer the PE

returns.
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We assume thavailability of a digributedsecurty envronment which supports acti-
vation ofroles by users duing theauthenticion processwith enforcement ofUA and RH
relations, ad implementation of fundionsuse androles. This mans tharolesare imde-
mented bytheundelying secrity environment. There ae secuty technologies cafe of
fulfill ing this assumptin. For &ample, weshowed in Chaptel that CORB\ security ser
vice [OMG 1996b] ca support BACy_3 modds. This is why in our exaple, an applica
tion makingauthorizationrequest toa RAD servicesupplies a Bt of principalsecurity
attributes whichcontains all oles adivated by theuser.The list, as decribedeatier, is

obtained by the AS from the distriledtsecuity environment.

Anotherway of modeling the policy with RAnsng RBAC,; would be b assigrthe
task of déermining the user ples to the DAS or to RBAC Pitself. We preferred the first
choice to the ldter two becaise adivated roles are seurity atributes managel by user
admingtrators. They persistthroughouthe usesession andwuld be activaduring the
authenticéion phasavhen the user logs iathe system. Thishoice d&so supports dynamic

sepaation of duties,! a commonlyrequired RBAC feaure.

One of our claimss that RAD arditedure supportpolicy changesin a scéable way.
Let us inspect how policyhanges affect aRAD service. Changes to Blicy 1 can dther
result in be replacement of theuthorization model supportg the policy, ofn changes to
the sysem corfigurationwhich isdefined viaUA, RH, PA reldions and functiongserand

roles. We will discuss n Sedion 5.4 how aRAD sevice @an beremnfigured wha& an

1. Sepration of duties isachie\ed by ensiring that mutualy exclusive rolesmustbe invoked to conplete a
sendtive task [Sandhu 196]. Dynanic sefaration of dutiesis erforced hn RBAC via congraintsonrole aci-
vation sothat auserwill not be ale toactivate maually exclusive rdessimutaneaisly eventhougheachof
themcan le activated i the user
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authorizdion model isreplaced. Now, we show whdnasto be done Wwen only the system

configurdion is to be updatk

Only minimal dterations ae required to acommodadae RBAC re-configurdion.
Changes in UA RH, userandroles do not afect RAD components lmusen our onfig-
uration theyare entirely implemented bythe undéying middleware searity service.
Changes to PA willresult in different evaludions maddy RBAC PE. For example, ifrule
P.1.5 in Table 5-1 was modified tllow physician assiahts to rea current episodesen-
sitive recods (CSR) of patients,hen PA would be modified to have PRhysscian Assis-
tant, CXR] = {R}. This would result in RBAC PE gnating accessfor reading CSR to

anyone o< list of ativated roles ontains“Physician Assisint”

5.4 Advanced Policies

RAD architectue povidesgood supportdr changesat only in the policy content but
also in is type. h thissection, we show how &AD servie can be e-configured to support

a morecompkx policy.

The policy listed in Tablés-1 (rom now on dlled role-base policy) alow an
employeeo acess reords ofall patients, rgardlessof whethe the enployee is involved
in the provison of are to the patient or notThe principle of last priviege is not fully
supported. Leus assune that anew legislation require the hospital to ensutkat patient
recrdsare acessed nobnly according o the employeefunctions butalsodependingon

whetherthe employeés actually involved in the patientae process For example, only

1. The pinciple d lesast privilege requres that u®ers should only be garted privilege for some activity if
theyhawe a justifiable needor its asociated athorizations[Amoroso 194].
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the attending physician is now allowed to modifyrent episodeacous of the patient.

Also, let us assume that now thetigat’s relatives, guardias and designated preseta-

tives hae therightto limited acess ofthe patent's records. To beomecompliantwith the

new regulations thehogital replaces the old policy with the newore listed in Téle 5-5.

Rule
No.

Rule Definition

P2.1

Any caregiver can real patients nane.

pP2.2

Registration Clerk can modify pient name and demognahic information.

P2.3

Nur se can read patiens name ad demographic infonation.

P2.4

Attending Nurse, in additon to the rights of any oth@urse, en modfy cur-
rent episodedemographic infanation, can real current episoderegularrecrds
and test resuls.

P2.5

Technician can real patients name and modify curent episodeegular test
resuts.

P2.6

Related Technician, in additon to he rights of any othetechnician, ca mod-
ify current episodesendiive test resuls.

pP2.7

Attending Physician Assistant, in addition to what an #iending nuse can do,
can also red all (i.e. fromthecurrent and preious episodesiegularrecrds
and & regular test reults, as wé as modify current episoderegula records.

P2.8

Attending Physician, in addition to he rightsof an attending physiciarssis-
tant, @an modify current episodsensitve regular records andcan read dl regu-
lar and sensite recrds from preious gisodes.

P2.9

Attending Psychiatrist, in addition 6 what an #endingphyscian can do, can
also modify mental information.

P2.10

Patient Relative can real patients current episode demogphic and patiens
name

P2.11

Patient Guardian can real previous episode gelar dda.

P2.12

Patient Spouse can read previous @isodesenstive dda.

P2.13

Patient Representative can real previous episode gellar dda provided that
patient gives aansent.

Table 5-5. New Polcy (Poicy 2)

The policy reuires that only aggiveis who arerelaed tothe treatment proess fora

given patient an have acessto the corresponding pas ofthe paient lecod according to

their job desdption. Thenew policy follows the led privileged secuity prindple more

closely then the old one. Hower, aithorization decisions for suchpolicy can be mae

150



onlyif the relationshp betwea the péient and theuser is tien into acount. It is vey chal-
lenging to makeuthorization decsionsif only theRBAC modelis employed. Thisneans
that, wihout more gpressive authoraion medanisms additional control musbe exer
cised via manudaproeedures in the medichrecords department, which would sexay
inhibit theautomation othehosptal hedth care process. Toavoid this situation, theela
tionship béwveen theuserand the paent shoutl be @mputedead time an aithorization

dedsion is b bemade.

When AC logic is tightly coupled with application logic, the main chdlenge is to
modfy auhorization logicin dl clinical applicaionsof the hospita so tha they refled the
changes in hospidl policy. This is aremendously diftult, time consuming, expensiveand
error-prone process! For example, in @er to acommodatethe nav policy, our hypotht-
ical hospial would have to rake changes n all its applicéion syséms that acess patient
records. WithRAD, howerer, such chages can be mady dynamicdy reconfiguring the

authorizdion sewice without any chages to e applications.

In orderto enfor@ the new paty, we configure RAD grvice with new DASand DC,
as wellas two different PEs.OnePEis RBAC PE (thesameas befoe). The otler PE uses
relationshipsmsteal of roles whil e making authorization decsions. fer the sakeof brevity,
we employname RdBAC to signify the use ofrelationshps in authoriation dedsions.
Therdore, the other isRelBAC PE. The new confuration isshown n Figure5-9. The
state of the authorizaon system for he new policy is described byl) a role herarchy,

which is e same atheone shown in igure5-7, 2) a nev PA relation (Téle 5-6), 3)a
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Application System

1: access_allowed

Access Decision
Object
2: get_policy_decision_evaluators
/ \iz combine_decisions
Policy EvaluatorLocator LOgiC 8] OR
DecisionCombinator:
3: get_dynamic_attributes
5: evaluate 6: evaluate
Relationships
DynamicAttributeService RBAC RelBAC
PolicyEvaluator: PolicyEvaluator
RAD
Figure 5-9. RAD Configuration for Relionship-base Folicies
Resources

Roles Nl x| x| - o — a

~|lolalc|lole | b|le|F | EBE|G|S

o [a) ©) ©) ©) O O o o o o <
Psychiarist
Physiaan
Physician
Assistant
Nurse R
Registraion

W | RW
Clerk
Technician RW
Caregive R

Table 5-6. Permissbn Assignment (R) Relation for Role Hiearchy (New Policies)
relationship herarchy (RSH) (Figure 5-10), and 4) a réationship to permisen asignment

(RSPA) (Table 5-7.

We outlined thesupport for sue dynamic fators & relationshipsvith RBAC mecha
nisms in [Barkley 1999]. Herenve give a more conete example of ho the supporof rela
tionshipscan be implemented usig the BAC model andRAD servie. Puting it simply,

RelBAC is thesaneas RBAC; exaept that in RelB\C, role hierarchies should be viesd
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Pdient

Spue

Guardian

Rdaive

Attending
Pgcchiatrig

Attendng Frhysidian

Assgant Attendng
Physcian

Attendng Nurse

Rdaed Cae-gver

Relaed Tednician

Figure 5-10. Relationship Hieardhy Relation (RSH)

Relationship

Resource

PN

DD

CDD

CRR

CSR

7

O

CRT

PRR

PSR
PRT

PST

AMD

Attending
Psychiatrist

RW

Attending
Physigan

Attending
Physician
Assistant

Attending
Nurse

RW

Rdated
Technician

RW

Rdated
Caregiver

Pdient

Spouse

Guadian

R

R

Rdative

R

R

Table 5-7. Relationshipd Permission Asgnment Relation (RFR)

in the contexbf a particularesourceowne . In our example, relationshiperachies are

patient-centric, and they represent “roles’ towards he patient.For inganc, attending phy

sician is areationship that couldbe betwe@ ahospitl physiciananda pdient. Role phy
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sicianis an attribute of a user sessiomhich persists through all actionsundetaken during
the session, wheas thevalue ofthe relaionship betwen the useand the pient isaways
deteminedwhena request to acess patient da is athorized. A distinguishing fatureof
supportng RelBACby RAD is that evey time a reqastis to beauthorized, the dynamic
attribute serice deermines the riationhip béween the usemal the patient whosewrds
the user reqiestal to access Thereldionship informaion is addedto the list d searity
attributes as newtiaibutes of typerelationshipand valuslisting dl the elationshps junior

to the one in questin.

Thetwo PEswork in concet coodinated bythe DC. RBACPE grants acess only to
those users Wo perfornrolesauthorized toaccess patent daa acordingto the PArelation
showed in Tabl®-6. For example, aiser a&ting in rolephysician assisintis graned acess
to real demographic d& (DD) for all patients inhe hosptal. On the othehand a use
ading in role physician is denied access for reding patient current episode sensitive
recrds (CSR) uressthe user igletemined to haveattending physicianrelaionshipwith
the patent whose GR recods ae to beacessed. Th&RdBAC PE grans such a acess
by basing its evaluation decision on RSPA (Table5-7) and be value ofrelationship
attributes inerted by DAS. The DC invokes R and RelBAC Es, and gants acess if

any of the two do so. Otheise, itdenies acess, i.e. DC impmentslogicd OR.

Let uswalk throughwith a sample authorizain request for the new policyoRllus-
tration purposes, assune that a nurse with @s id d attends a patient wit patient_id

29984329 Consideran aithorization rguest foroperdion readon curent goisoderegular
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records (CRR) assocated with patient id 2998432%n behalf a usewith use_id d, who

adivatead rolenurse Theevent sequene, illustrated in Figure5-9, is he following:

1. The ADO receves the authorizéion request from the @plication.

2. The ADO obtains alist of references to PEs and@ which shoutl be useddr making
authorization deisions on resouce with name {patient id=29984329
recod_part<CRR. The PEL returns a referenceto theDC and two PEs — RBAC PE

and RelBAC PE

3. The DAS addstwo new attributes of typerelationshipwith vaues attending nurseand
related caregiver to the list of existing atributes which already ha& use id d and roles

caregiver andnurse.

4. The ADO ddegates the DC to make theaikon.

5. RBAC PE denies acess beeuse, acording to is PA relation (Table 5-6), neitherrole
nurse nor caregiver has permissn to rad (RR data. The dwsion reflects the new
authorizationrules (P2.1 andP2.3in Table 5-5) that d notallow readingCRR by any-

oneunless hat person ats as physician assitant and attends the patient.

6. The DC requestsRelBAC PEto evaluate the equest. The PE es its RFPA relation
(Table 57) to deermine that theacess should bgrantedbecaise RSR[attending

nurse, CRRcontains permissn R. Thus the PE grds access

Findly, the DC (implementindogical union) returns t8DO the samem@swer, and the
ADO authorizs he applicationto acess cuent episode regulaecods of patient with ID
2998432%n lehalf of user d.
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Now theRBAC and theRdBAC PEs work bgeter to eaforce the nav authorization
policy. Howeve, it is possible to assign dacule fom the policy to aspecifc PE based on
its distingiishing fundion. By cheking the Pdicy 2 (Table5-5), we canfind that rules
P2.1, P2.2, P2.3 and P2.teasuitableo be evduated by thékRBAC PE, while theRelBAC

PE evaluates H otherrules.

5.5 Discussion and Conclusions

In this dhapter we presentd an gpproat to sepaating aithorization andapplication
logic for thosedistributed @plications which reort to application-ledeccess ontrol. The
demupling is a means to hieve the gablished ealier objedives of @ntrolling access to

the resources ofenterprsedistributed @plications.

Our gproad is formulatedas arauhorizaion sevice achitedure — RAD. Thearchi-
tectureis simple, generc and yet cpable of supporting authorizan decisions forwide
variety of applicationdomains.The man propety, sepaation of authoriation and appli-
caion logic, is maintained when RAD goproad is usedbeause plication delgates
authorizdion decisions RAD-bsed authorization sevice. Thearchitedure can supporeny
level of proteded resourcegranulaity becaise ofthe geneic data strudure representing a
resouce name, which igsed by apptationsfor referring to the resowes inquestion. The
ardiitedure is policy-neutal as oppo®d to other authoriation serviee achitedures
[Varadhaajan 1998, Zlko 198], which allows inplementation of various types of poli-

cies. For exaiple, we demonstitad how role-baed policies ca be supported by RAD.
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The achitedure is &soneutral to thenatureof information usedfor making authori-
zaion decisionsas long asthe informatiorncan be sytadically represented inthe form of
principal secuty attributes. Thigeatureallows RAD-baed srvices to sugort wide vari-
ety of authorizationnformation.Moreover, the intoductionof dynamic attribute servic
(DAS) definesa standard way to utilize reques-specific information. We showedhow
RBAC policy engine can becombied with DAS that supplies usgratient réationships,
in orde to support policiebasedon aregiver-paient relationships inhealth @re organi-
zdions. Because authorizéion requeststo RAD-based services areinvoked fom within
applications, thepplications can providetheseavice with information avalable only while
the applicéion piocessethe client request, whichis not supportd, for example, by YWoo
1998]. Becase the echitectue endles encasuktion of authorization logi into a serve,
which can seve more than onglication, the ondsteng of policies eforced acioss mul-

tiple goplications s inherently suppoted.

New gplications @n be addd and removed fom the enteprise computingenviron-
mentwithout affecting such a seser. Changes ¢ authoriation policies, asve showed,
cau® re-configuration ofRAD conponentsor their conposition andgbossbly replacement
of some of them, which theoeticdly can be done dynamidg without shuttng down the
saver. The achitedure enables adninistration salahlity becaise changesto authorization
policies carbe done in one locatiowe will show in aper 5 using a CORB--based po-
totypetha RAD architecture enales compamentreplacementwith minimum affed on the
work of the serve The abovesubstantiate our erlier claim that RAD appro&h is adapt-

able to fequent chages in paties, applications, compui environment, and users.
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The design of Adge [Zurko 1998Follows apattern similar to that of our wak. Their
Authorization Degsion Sever (ADS) is en@psulaed into asem@rate entity in thedistrib-
uted environmiat with administrativeand authoriation interfaces. Thg are exposel to the
manageent dients andthe applicdion serves via CORBA interfaces.In each authoriza
tion request to ADS$an application spedciés the name of the @cessng subjet the nane
of the esource(target in Adage teminology), and the ation to be pdormed on the

resouce.

Thereare dso many differences in the dsign. The foremost diffeence is in the pHi-
tioning ofthe aithorization serice into intemal components. In Adage, ax RBAC authori-
zdion engine, two rule databes and aranslator a& predéned and butlinto the ADS.
Also Adageés authorization languagsyntax ad semanticsra fixed and predefinedin the
languageinterpreter. RAD achitedure, onthe other hand, allows diérent evaluation
engines with their own rule hguages and dministrative interces  co-exist as long as
few simgde obligationsfor integratingthose engines afelfilled. Thisis achieved bydefin-
ing notonly interaces for RAD dients and adminigators but also ietfaces br policy
evduaors, dedgsion combinatorsand othe RAD internal components. The€inition of
RAD internal interfaces dlows dynamic installatioof third paty RAD-compliant compo-
nents in &AD serve. Furthemore, Adage authorizéion server can beusedas oneof RAD

policy evaluaors.

RAD re-uses CORBA Seaurity sewice infrastructure. It relies on theevice to provide
all othersecuriy functionalities suchas user security adminiation (groupmembership,

role asggnment, etc.)authentication, communication integrity and confidaty, audit
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and non-rpudiation The authorizéion engine ad ADS administrative toolsin Adage,
however, aremeant to be tightly intgrated with user admmistration and authentication
parts ofthesecurity infrastructuren order to evaluateadivation rules usedvhena use is
entering or leaving a role This is neded to mantain staic and current ardinditi es ofeat
role and the current labés of eat subgd if the enforced policies rquire static ad dynamic
sepaation of duties [Gligor 1986] Moreover, the engineis designedo perform patly the
user @ministration work {o enfor@ static spardion of duty) and athentication work
(dynamic sepation of duty). Another diffeene isthe existence of two logtdly distinct
databaes in Adge ADS. Oneisused to storeAdagepolicy objedsdefined through theAL
interpreter. Another sbres a comped form of the AL definitions thais opimized foreval-

uation by be authorizéion engine

The body ofwork descibed in ths chapterhas ber served as a dundaion for
ResourceAccess Deision Fadlity spedfication [OMG 1999c] fom the ObjetManage
ment Group wich shows itpradica usabilty. However, no matterhow promising this
approad is, it is importart to estblish its fundiond and peformancefeasbility. Thisis
why we have d&eloped aprotoypicd authorizdion serice acoring to RAD achitec

ture. We descibe the serice and theaesultsof our studes in the net chaptes.
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6CAAS -- Prototypical
| mplementation of RAD

In thepreviouschapte, we propose asolution tothe problan of controlling access to
the resoures of distributed enterpse applications-- an architedure for an application
authorizdion servie, RAD. Wealso showed thathe architedure fedures key lenefits: it
endles the sepaation of gplication and authorizéion logic; it supports AC on fingrain
resouces; t can be confured b implement different ACmodels,particularly RBAC; it
supportghe use of fators spedfic to the applicatiomoman or tothe organiational work-
flow, such as rel@onshipsbetween the usesind theresourceowner; itenables the use of
authorizdion engines createdby different devéopers and adminstered by dispaate aithor-
ities; and ts dstributed nature eldes the consistency of authoritan decisionsaaoss

enteprise applicéons.

Howeva, it is an open isae as to how onean design and implement a fible (i.e.
responsived the changesn policiesand condions), extendale (i.e. cgpableof accommo-
dating newfunctionality), andportable aithorization servebased on theoncetual archi-
tecture of RAD and what peformane implicaions arise from eploying suchan
appro&h. Answering theseguestions is ¢tical in orderto undestand the véidity of our
and any other gpproad in this problem &ea To the bst of our knowledgeno research on

authorizaon medtanisms forapplicaion sysemsreported in theliterature, which wesur-
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veyed in ChapteB, examined thespects of dsigning, construitng, and addresing per

formane in such nechanisms.

In orderto study these issues, weesigned and implementedn experimental tet-bed
-- CORBA-based Applicaon Authorizaion Servie (CAAS). It adhess toRAD architec
ture, and seves asa framewok for our reseach on theRAD appoach.Besides developing
CAAS to seve as a test-lik we dso wanted to gain an understanding of the iociples for

constructing applidson authoriation ®rvices.

This chapteis devoté to the deign and implementation of CAAS. Themain design
requirements wee flexibility, exensibility, portability and onfigurablity. We actively uti-
lized design paternswhich provided uswith simpleandelegantsolutionsto generd prob-
lemsof condructing obje¢-oriented component-bed distributed secuty servies. The

serviceis based on COBA and JAhva tetnologies, and utlizes CORBA Naming service

We showed by themeans of impémentaion that RAD architedureis feasible and its
computational radd, ddiined inIDL, is corred. Besides the feasibilty proof, weganed
more undestanding of the design and imgimentationof an authoriation sevice for dis-

tributed applications.

The dapteris organizeal as follows. Thaext setion gives a extensiveoverview of
CAAS design and explains the main elements of its componentsilM&rate thepoints
of the section by describingn detaildesigns of DCand PEn Sedions 6.2and6.3. We dis-

cuss he resultsof designing and devMeping CAAS and conclude the chaptén Section6.4.
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6.1 Overview of CAAS Design

As mentioned earlier, the maingods for CAAS constructionwere proving RAD
approa&h feasibilty, and devéoping an expeimental frameworkfor further ieseachon the
supportof applicdion-spedfic fine-grain, complex and yhamic accesscontrol policies,
while providing anecessary degre of usdility, fault tolerance, scdability and ava ability.
This is why, besides making @A S design @nfirm to RAD architedure, we strived to
achieveits configurability, implementation affordability, portablity, as well as flexibility
and extensibity sufficient for the current and future reearch. In this sedion we give an

overview of CAAS man design dements hat allowed us to achievéhe objectives.

6.1.1 Middleware Technology

To makeCAAS implementation patable and extendble, weusedstandard tehnolo-
gies & much & possilbe. CORBA became themiddlewaretednology of choice.lts sea-
rity servie providel thefundiondity necessay to modeldifferentauthorization poliges.
CORBA Naming sevice allowel CAAS distibuted componentgo discove each other in
a platformindependent way. \W were free to choosery implementation dnguagefor
eah CAAS omponeat. The doiceof CORBA influencel theoverdl composiion of the

services main elements, shownin Figure6-1. All of them nterad via Interopeable Inter

CORBA ORB

Figure 6-1. CAAS Main Elemerts
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RAD IDL Interface Defined by RAD Extended IDL Interface Defined by
Component | Architecture CAAS Design
ADO AccessDedion AccesPecidonExt

AccessDediorAdmin

Acces®ecisonAdminExt

PEL PolicyEvaluatalLocata
PolicyEvaluateLocataAdmin
PdicyEvaluabrLocabrBascAdmin
Poli cyEvaluatoLocataNameAdmird
Poli cyEvaluatolLocataPatternAdmin?

PolicyEvauatorLocaorAdminExt

DAS DynamicAttribueServce DynamicAttributeServiceEk
DynamicAttributeServiceAdrmExt

DC DecisionCombinabr

PE PdicyEvaluatbor PolicyEvauatorExt

PdicyEvaluabrAdmin PolicyEvaluatorAdminExt

Table 6-1. Correspondace Béween IDL Interfaces Exteaded by CAAS Dsgn and RAD

a. Nd implementedin the currem version of CAAS
ORB Protocol (I0OP) [OMG 1999a], whit is a standa communication protocol for

CORBA-basedsystemsommunicaing owr TCP/IP. The neximajor desigrdedsion was

about the interfees CAAS components should provide.

6.1.2 Component | nterfaces

IDL interfaces defined in RAD architedure exposdunctionaliy common tacell ser
vices basé on te arciitedure. CAAS design isxquired to provide dditional fundiondity
exposedria interfacesThe functionalty should dbw run-time interces to obtain refer
enasto administative interfaces and enlale gracdul shutdown of the components. There
fore, weintroduced exiensions to RAD run-time and aministratve interfaces listed in
Table 6-1. These extensionsallow theimplementation of additionalfunctions without alter
ing the RAD nterfaces. Due to ORBA IDL interface inheritane cgability, newly
defined interfaces wae sen by CAAS clients as bas®AD interfaces unlss alditionally

defined operations and #ributes wee usel.

163



6.1.3 Implementation Language

The next desigdedsion was aboutieimplementatiodanguage. Itwasinfluenced by
two requirements --the implementation portabity and the eseof progranming for grad-
uate students, madgtunprofessond developes. To addres them, weused Javas the
implementation language Implementatiors of JavaVirtual Machine (JW) are aval able
for most operang systems, and the langgaprovides seval advantagesdr rapid deel-
opment such as objeéeorientation, thred and gabagecolledion support. Javalso pro-
vides dynamic loading of classes, athis allows greaflexibility in configuring and
charging CAAS behavior at boot- and run-time, and loading of Jelaases compatible

with undelying ORB middleware !

However, Java imposed sedlaronstaints.Most CAA S components provide uitiple
IDL interfaces-- run-timeand @ministrative. Run-timeinterfaces areusal during thecom-
putaton of authorization deisions Administrative interfaces defne opegtions through
which the behavior of CAAS compaents can be configured. Given tha, we dedded br
each CAAS component tomplement bothytpes of IDL interfaces using single Javalass,
asshown n CAAS ardiitedure in Figure 6-2. For example, Java clag¥ynamicAt-
tributeSer  vice implements both IDL interfacesDynami cAttributeService-
Ext and DynamicAttributeServiceAd minExt . In Java, an IDL intedce is
implemented usinga classwhich defines pubti methodscorrespording o the orations

and dtributes ofthe IDL interface [OMG 1999b]. Hovever, we ould not useinheritane

1. For the ime of deweloping CAAS only few ORB vendas hadPatable Object Adaper (POA), which
precluded us from usng POAin order to aclieve complete coc portability onthe ®rver sice.
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+admin

‘ DynamicAttributeServiceContext

ObjectResolver

resolves OR to

‘ PolicyEvaluatorLocatorContext ‘ DecisionCombinatorContext

Figure 6-2. CAAS Architedure

for implementingun-time and adminigative IDL interfaces becase Java dosnot support

multiple class inheitance.

To work aroundthe singke-inhertane restriction ofJava,we implementeccompo-
nents using alelegation mechaism known asthe Tie approad [Pedick 1998]. In his
appro&h, a singd tie classimplementsa nunber of CORBA interfaces. Howeer, thetie
only implements theminimummedanisms nedel to intead with theORB eavironmaent.
The atual implementation ahe componens operdions is donén adelegateclass impe-
mentng the ComponentOperation interface, as shown inFigure6-3. With this
appro&h, we obtained gréa flexibility in composingobjeds since the delegaclassis
notrestricted to mheit fromany particular class.The only requirement isthat the delega

class impements he CompmentOperation  interface!

1. Onedrawbackof dekgaion isthat systemsrelying an objectcompstion maybe nore difficult to com-
preher [Gamna 1995].
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<<IDL Interface>>

ComponentimplBase Component

senvice() service()

{tie.service()=delegate.servicelmplementation()}

<<Interface>>
delegate ComponentOperations

tie

servicelmplementation()

registers with LA

ComponentO perationsimpl

BOA

{delegate object that implements
the Component operations}

Figure 6-3. Implementing a COBA Objed Using theTie Appioach

Current vesions of Java ORBsupport conarrent invocdions by exeauting the
instances ofaCORBA objed in more than onehreal. Although a pgormancebeneit, this
fedure requires arefulness in chaging an objet stae. To addess ths issue, ve decded
in thecurrent version b use tilly synchronied methoddgor the inplementation of CAAS.
Althoughthis property does not guarantee that the system willdgedf liveliness failres
such @ deadlocks ad resouce starvation, it does guanteeconsistency ofralues &the
object level. Thiglesign saltion allows synchonized methodimplementationso be used
in concurrent sdtings [Lea1996].However, this introducel unneessay syndironization
which @an affect overdl runtime peformance beause cdls to synchonized methods ar
more expasive, than toun-syndironized ones. Alssynchonized operéions onCAAS
components r@ of a coarse granularity which can causethreals to blo& and unblock

unnecssarily.
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<<IDL Interface>>

ComponentimplBase Com ponent

/\ Strategy Patternl
I C

service() service()

—
— —

~ <<Interface>>

ComponentContext Com ponentStrategy

theStrategy

service() serviceLogic()

{ComponentContext.service=theStrategy.serviceLogic()}

Strategymplementation

service Logic()

{StrategyImplementation provides implementation for serviceLogic()}
Figure 6-4. Implementing a servaising $rategy pattern

6.1.4 Design Extensibility

During the design pross, it be@me evidet that diffeeent insances of the same
CAAS component, sud as DC and PE, ust implement different logic. For instancea DC
can combineresults frommultiple PEs inmore than oneway. One solution would be to
implemeant one class per component behavior. Heeve ths would crege many réated
classes thd differ only slighty in ther fundiondity. The soluion wechosewas baeal on

the design patterStrategy{Gamma 1995].

In Strategypatten, aContex clas implemenss the logic comnon © dl othe imple-
mentationsand &Strategyclass provides bbavior speific to theconcree implementation,
as illustraed in Figure6-4. Thepatern dlowed us to inplement families of algrithms
relaed to each CAAS component (sttagy dasses) and common funicondity (context

classes)

Since Java waour impkementationanguage, welefined stategies as Javiaterfaces.

In this case, component contexdse Java classes irplementing the servies pilished by
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<<Interface>>
ComponentStrategy

serviceLogic()

i

AbstractStrategy

) . ] Template Pattern
<<virtual>> specificAlgorithm() — —
serviceLogic()

commonBehavior() ‘

\ \ [
Strategy A Strategy B Strategy C
specificAlgorithm () specificAlgorithm () specificAlgorithm ()

AbstractStrategy.serviceLogic()=CommonBehavior » specificAlgorithm()

Figure 6-5. Applying Template Method Pagtn
the straegy intefaces.With theimplement#éon of the straegies for the DC and PEcom-

ponents, weook astepfurther. their implementation is ls@don adesign ptem knownas
theTemplate Method[Gamma 199k Theidea (illustraed in Figure6-5) behind he pattern
is to ddine an ouline or skeeton of an algorithmin a baseclass whildeaving somne steps

to be defned in subdasses.

Templae Methodpattern wa used in the desigof DC and PE beasse mplementa-
tions of each ofthesecomponents tentb shae a cormon functionality. For example,
implementations of DC neel to resolve reérences o PE objeds received from theADO
regardless of the deision @mbindion poicy bang implemened. Smilarly, PE inplemen-
tations ned tomantain assodations of policies to resoce names independently of how
thepolicies ae dored and evaluaed. Such a @mmon fundiondity can beimplemented in
an abstrac strategy dass (Figures-5). This classis later refined to obain spedic imple-

mentationgstrategies A, B, Critheexample in Fgure6-5).
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Access Decision View

<<IDL Interface>>
Authorization Interface

el

<<IDL Interface>>
Authorization Extension

tie

Implements
common behavior

Adminstration View

<<IDL Interface>>
Administration Interface

<<IDL Interface>>
Administration Extension

tie

<<IDL Interface>>

. . <<IDL Interface>>
Authorization Ext Op erations ‘

Admin Ext Operations

L”””\,Tpunen t Context |—

®get_admin_interface() %shutdown()

Environment setting/detection / \\\\thesualegy
Remote object localization

Registration with BOA

Publishing references / <<Interface>>
Exception handling / Component Strategy

/ A

Abstract Strategy Implements
‘ 1 ——specific behavior
1
‘ bootstraps Z>
Start (Loader

\ \ \
Figure 6-6. StructureCommon toMost CAAS (mponents

Strategy A Strategy B Strategy C

%specificAlgorithm () %specificAlgorithm () ®specificAlgorithm ()

6.1.5 General Component Structure

We structured # components inhie same &shion, as shown in Figufe6. This made
the desigrand codingfaster, beause the famer could be reused and the delapes had
to learn only onedtructure in orde to undestand the principles of vork for each compo-
nent. It wa also esier to se the diferences. For gample, PEL doesat have an extension
to its alministrative interface, whaea DC lacksan administrative interface due to is sim-

plicity.

6.1.6 Component I nitialization and Discovery

We wanted to study 8A S peformance unde different confgurationsand loads. Do
sowould regquire CAAS to providea nunber of cgpabiliti es:to usedifferent poicy evdu-

ators ad/or deision combinators; toleow the dgloyment of different components inlif-
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Client >

Application CAAS

Client Host Server Host

Figure 6-7. Refeenee Configuration

ferent locaions onthe nework andin the system byo-locaing components in theame
process or hostand to changets @nfiguration with reltive easeand rgpeat thesame
experments over tine. For example,tishoutl be posdle to combine applicion and
authorizdion logic in one process, ashown inFigure6-7, or toload eah CAAS compo-
nent inasepaate process (kgure 6-8). Moreover, we wanéd to havehe cgability of load-

ing the servicein different configurdions withoutrecompilng thesource mde.

In orderto easethe pocess obootingCAAS components in diffieentconfigurdions,
we introduce two tediniques. Firstis the use of a component loadgrown in fgure6-2,
which enables any numbef instance of the sene component to be loadén one proess.
All the information nededby theloade was piovided via eitherconfiguration file or the
commandihe paametes. However, oncethe componentare loaded, iis necessay for
themto discover eab othe, i.e. obtaincorrespondng object redrences, nanatterif they
are located in one @tess, on one mhaice or on diffeent network node It was also
desiredto avoid the use of themiddleware when process o-located components commu-
nicatewith each othe, in ordertoavoid unnecssary oveheal. Thisis why thesecond tet-
nique -- uniform URL-like representation of componemgferenaes -- waintroducel. The
technique howed us b choose the wgs of poging and obtaining objd references of the

components by siply changing thecontent of the symbdalireadable eference rerese-
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CAAS Processes

Applicatio
Process

Client Host Server Host

Figure 6-8. CAAS Configuration with Each Conponent in a Separate Process

tations,spedfied in theconfigurdionfil e or command line, and to &oid superfluous usef

middlewarewhen both the client and thedat ae locded in the same proess.

For discoveing componenttocated indiff erent processes,itherinteroperdle objed
reference (IOR) stored in thestringified form in a textile, or CORBA Naming ®rvice can
be usd. The latteris most convaient when thecomponents aréocatal on different
machines. Bice CORBA Interopgable NamingService[OMG 1998a] mplementéions
were not availableat the tme of the devepment, we utilized objed locaor appro&h
(shown inFigures 6-1 and 6-2)similar to theonein TAO [Schmidt 1998]anddisaussd in
[Schmidt 1999]. The main bendit of the bcaor is the compéte patability in locating
naming srvice. It is done by sending a UDP bdrast toa preddined port. If the loator
instance isavailable onthe netwok, it will respond wih a stringfied IOR for the naming
serviceroot context, wich is suffcient for finding acomponent IOR by its namein the
naminghierarchy. The designs sufficiently geneic to discove IORs of otha CORBA

objects.

To illustrate CAASdesign elemaets discussed above, we discuss @26d PEN the
nexttwo setions.Although oher componentsre equally important, their desigis similar
to DC and FE. A moredetail ed descriptionof ADO, FEL and DAS cabefoundin [Espinal

2000].
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<<IDL Interface>>
DecisionCombinator

combine_decisions()

<<Interface>>
DecisionCom binatorOperations

tie

[— ;

| mec hanism Strategy

‘ P attern
DecisionCom binatorContext <<Interface>>
DecisionCombinatorContext() DecisionCombinatorStrategy
combine_decisions() o0 * -strategy 11 makeDecision()

_—
_—

AbstractAndOrCombinator

shouldDeny()
makeDecision()

Template
Method Pattern _— — — —

‘ OpenW orldAndO rCom binationPolicy ‘ ‘ ClosedW orldAndOrCombinationPolicy

{grant access if no PE returns "NO"} {grant access ifall PE's return "YES"}

Figure 6-9. DecisionCombirator Design

6.2 Decision Combinator

DC en@psulatesthe “decision combination” logicwhich is déegatedto anobjed
implementing DecisionCombinatorStrategy interface (Fgure 6-9). DC only has
arun-time interface in the current version of CAASthe Decision Combinator  with
DecisionCombinatorContext as the ass impementing the IDL interface None-
theless, he design of DecisionCombinatorContext uses the Tie appoach o

accomnodae the introduction of futuradmnistraive intefaces.

DC features thesimplest deign of all CAAS components. Hosver, DC objects an
exhibit different behaior. For instan@, a DCcan combine resultfom multiple PEsin
morethan oneway, eg. onetypeof DC can combhne multiple results using alogicad AND
combindion policy, wherea another ype @n combine multiple resuts usng amgority
vote policy. Thee two forms of policy, howeve, do not neessarly changethe waya DC

consultsthe PEs; that ian both cases aDC maynot neel to conault dl of them. Taking
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these isges into acount,we desigred DC usingthe Strategyy patem. With this pdtern, a
DecisionCombinatorContext class inplement functiondity required to conglt
PEs haded by ADO. Diferent decision combination policies ae then delegad to an
object implementing theDecisi onCombinatorStrategy Jawinterface One ofthe
interface implementaionsis dassAbstractAndOrComb inator . Theclassis further
refined (using theTemphte pdtern) into two d¢asses OpenWorldAndOrCombina-

tionPolicy andCloseWorldAndOrCombinationPolicy . With the former pol-
icy, aDC grants ecess if no PE objdadenies acess and with the Iter it implements a

stricter @mbination policy -- it grants access ony if all PE objects do so.

Having desdbed the simplestcompanent -- DC -- we will discuss lte designof PE,

which is he mos conplex.

6.3 Policy Evaluator

Thefunction ofa PE isto evduateoneor moreof theauthorizaion policies inregads
to a resource given a list of pincipal secuty attributes, theasourceand opegtion names.
ThePEhas run-tine and alministrative IDL interfaces -- PolicyEvaluator andPol-
icyEvaluat orAdmin . The two ae extende with PolicyEvaluat  orExt and
PolicyEval uatorAdminExt IDL interfaces(see Fgure6-10). Fortheir implementa-

tion, weuse a single Javdass,PolicyEvaluatorCon text

As mentioned in Sectiod.1, an DL interface is implementedn Java with animple-
mentationclass[OMG 1999b], and thumhelitance canotbe used formplementingmul-

tipleIDL interfaces.Becauseof this mnstaint, we used the Tie approad for implemening
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Figure 6-10. PolicyEvaluator [@sign

PolicyEval uatorExt andPolicyEvaluatorAdminE xt IDL interfaces. In the
caseof PE, PolicyEvaluatorContext ddegates the functionality of its opeationsto
objectsthatimplementthePolicyEvaluatorExtO perations  andPolicyEval-

uatorAdmin Ext Java interfaces (see Figures-10).

Different instanes of PE can exhibit different behavior For instane, aCAAS servie
may utiize PE components iptementing policy evaluation nechanisms basd on filesys-
tem permissons, BAC, or even delult evaluationpolicies which dways grant or deny
access. Fbwever, most oftheseinstances of PE may use thessme medanisms to asocate

resouce nanes 0 access control poties.

To avoid heintrodudion of many riated FE classes thatitferonly inther evaluation
policy, we use asolutionbasel onthe Strategy patern. With this patern, PolicyEval-
uatorConte xt implementsfunctiondity common © mog other implementatons ofPE.

For example, ddition and emoval of aithorization poicies isnot likely to chage between
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PE instanes. Different evéuation policies & then diegated to an objéémplementing the
PolicyEval uatorStrategy Javainterface (seeFigure6-10). Similarly, the maage-
ment of resourcenameassociations fora@essng pdicies may vary betwee PE instanes.
Conseauently, PolicyEvaluatorContext ddegates the implementdion of sut
functiondity to objeds implanenting thePoliciesByResourceNameM  ap. By using
this interface,the aciation can beimplemented byemploying anyform of storagesuit-
able tothe curent needs indepenality of PolicyEva luatorStrategy implementa-

tion.

Implementations oPolicyEvaluatorStrategy interface are further refined
using the Template Methqukttern, as shown n Figure 6-10, which albws extendons and
modfications to poliy evduaion mechanismswith relative eaeas theneedsfor different

evdudion logic chage during the systenfdicyde.

Another patten we used inthedesign of CAAS componentss the Null Objed patern
[Grand 1998] With this pdtern, developes can provide“do-nothing” versions of classes
for which nopaticular implementations existuing execution. In the ase of PE design,
it was used to define thull PoliciesByResourceNameMap class ashe ddault
implementation of PoliciesByResourceNam  eMap interface (see Figur&-10). The
class réevesPolicyEvaluatorCont ext from testng for null values bejre acess-

ing the interface methods.
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6.4 Discussion and Conclusions

We claimed in the previous tapterthat RAD architedure hasthe foll owing proper
ties:amplicity, flexibility and geneality. Sinplicity is achieved by using snpleinterfaces,
by requiring AS to make snple opeation invocationson RAD sevice, and byusing
simple structures br exdhanging information beveen goplicationsand aRAD servie.
Simplicity is also adieved by using encapsulation princigs in RAD architedure and
CAAS design. The programing complexity of making authorizationdecisions for a indi-
vidual policy is encasukted n PEL, DAS,and FE objeds. While construtng CAAS,we
found that DC gratly contributes to the simplcation of CAAS design. This ibecaise
DC en@psulates deision combhation policies which @an completely changethe oveall
authorizaton logic of CAAS. Totd complexity increases only when conplex access poli-
cies areadded b CAAS, yet such complexytis still contained withirthe appropete com-
ponents. Ineased complexity withn PE implementation does not ireasethe omplexity
ena@psulated by DAS or PEL and @wersa. However, it might bepossible that in some
cases, the introduction afmore @mplex policy evduators ould increase thecomplexily of

dedsion combinators.

Flexibility is enothe propety preent n CAAS. Changes in CAAS would nanifest &
changes in acesscontrol polcies, policy @aluations and dymaic attributes; nevacess
control polices,dr exanple, canbe impkemented by banging or relacing «isting PE and
DC objects, aweshowed it in thexampleof theprevious bapter.In orde to denonstrde
the exensibility and flexibility of RAD, we degyned CAAS to supportun-timeshutdown,
re-nitialization, or replacement ofd components:or exanple, weimplemented different

versions of DC, and show¢hat thoseversions can beeplaed “onthefly.”
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CAAS and Application Server CAAS co-located with CAASandAS colocaked
in differert hosts Application Server CAASusngan exernal PE
CLIENT e CAAS @ AS @ @ AS CAAS @
T 4 7'y 7'y
A 4 | | A 4 \ 4 A\ 4
CORBA ORB CORBA ORB CORBA
11 1 ORB
] 1
NETWORK INFRASTRUCTURE NETWORK INFRASTRUCTURE NETWORK INFRASTRUCTURE

Figure 6-11. CAAS under diferent configurdions

More evidence oRAD architecture flexility is the support dr differentconfigura-
tions of CAAS components. Foooaductingperformanceexpeiments using @AS differ-
ent configuréions, we ddggnel it to support the deployment dfe componentswithout
changing soure code, o-located in aprocess, computer alistributed oven network (se
Figure6-11 for exkamples). This comfurability allows such CAAS deploymentsat max-
imum perbrmance(by avoiding ORBmiddleware and network ovéead) availability, or

flexibility (by having any component in any sysh in the néwork) are ahieved.

After designing and mplementingCAAS, we findRAD architecturesufficiently gen-
erd in the sensethat it can be implemented for different environments, with diffieent
requiranentand desigrpriorities. A straight-fowvard impementation,intendel for envi-
ronments with tarant requirements, @uld be donewith few lines ofcodewithout usae
of design paterns. On the othdnand, aRAD servie can be implemented usingcamplex
design to achiee fault-tolerance high-perbrmanceand salability. Ourcurrent inplemen-
tation of CAAS tries to obtan a bdancewith a smple designwhich alows it to beflexible,

extendale and conigurable.
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By utilizing standad tedinologies, namely CORBA andava,we hase developeda
conaete implementaion of RAD achitecture -- CAAS. Themplementation is flexible,
configurale, extendhle and portable. Thelesign and implementation of components

avdlablein CAAS is coveed with nmore detail in our tebnicd repot [Espinal 200Q.

The main contribution ofthework preseited in this chapteris aconcrde design of a
prototype CAAYS) of RAD architedure. Thedesign is suftiently flexibleto deploy CAAS
under diferent configurdions, and to experiment with diffeent athorization poicies of
different granularity aad complexity. We showed thatRAD architectureis feasibleand its
computational radd, ddiined inIDL, is corred. Besides the feasibilty proof, weganed
important insightsinto the design and imghentation of anw@horization ®rvice for dis-

tributed applications.

During our wok on CAAS we actively utiized design pattes, which provided us
with simple and kegant soltions b generd problems ofconstucting olpect-oriented com-
ponent-basa distibuted information systms. CAAS design and implementation is a
required step toweds acomprdiensive study on suppdaf application-specificfine-grain,
complex and dynamic aess control policies ineterogen@usdistributed entgarise appli-
caions thaare to constiute arrent and future ifiormation enterprises. Theinitial goal of
using CAAS wa 1o study the impkaions of RAD achitectureon the system enb-end

performance We report on the study and its resutighe net chapter
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7 CAAS Perfor mance M easurements

One ofthe main concens about RD-based athorization service is the oveall
sysem paformance. Regardlessof how atiractive the approah is, if the resulting imple-
mentation impedes the goplication capabiity to conply with its perfornance constrants,
the appoachwould notbe ofmuch help to the deelopes. In thischaptemwe repot on our

studies about CAAS pefformane.

The main question witthe peformance of aithorization service based on RAD
ardiitedureis notwhethera peformancefeehas to bgaid but how mucit is. Onewould
expec middleware and cmmmunicdion oveheal to dfect theapplicadion responsdimethe
mog. Howeve, we need to quafy andquantify theoverhed. BeauseRAD architedure
definesmultiple components thatan belocatal in thesameproaess, inthe same host orin
different hostsin a néwork envronment heir different compositons will gfect overdl

run-timepeformanceto vaious etent

Another qustion is what fatures of RAD ardiitedure or the design badeon t inher
ently affect the performance of gplication systemsThethird, equdly important, question
is what gplication danans an asorb the pgormance penalty, sincaotall the applica
tions havehe sane drict corstraints on their response time orwrthme is determined by
other fators nore then bythe authorizationdday. Knowing he performance paalty, can

we identify the application groups whersuch genédty is aceptdle?So far we have not
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seen ay repots in the lierature about stdies on ather the peformane tradeoffs for
authorizdion servies o othe questions stated above. In thitigter, we discuss howe

addressed these gsons.

We usal CAAS asa test-bal. Thefocus of the experiments was the run-timeperfor-
manceof application systems thabbtan authorization decisionsfrom CAAS. We mea
sured tle performance under variousonfigurationsjoads andever-sideapplicationlogic

delays using a sintg@performancemodd.

The man contribuions ofthe work are our peformance measuments and the on-
clusionswe have diawnfrom them. W identifiedfactors afecting run-time peformane
of systems uag CAAS and possiklsoutions for improving the péormane of authori-
zaion sevices baed on RAD appoach. Morever, we believethe peformane results an
be usd to measureand eason about the pgormance of authorizéion servers in geneal.
Wealso ganedtheunderstanding of hoviné amountof time spent oexecuting application
logic affectsthe pefformane pend#ty experencedby an gplication. This helped us qual-
ify the applicability of CAAS and similar implementations to the different gpplication

domains.

The orgaizaion of this chapteris as folbws. Thenext sedion discussese perfor-
mancemodd. We describe CAAS configuréions useddr the expementsin Section7.2.
The tesenvironmentandtheexperimental procgures ag explained inections7.3 and 7.4
respetively. Wereport onthe data and interpret it in Section?7.5. Basean theexpermen-
tal data interpatation, we suggest the y&for ahieving adguate peiormane for RAD-

based s&ices in Sectior?.6. @ndusions ae dravn Section7.7.
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7.1 M easurement M odel

It was qrucialto definethemodd for our experiments, Wich would exableanswes to
the stated question®A meaurement nndd detemines the smpeof an expeiment, what
resultscould be obtained, and tothey shoudl be inerpreted. It also determines the com-
plexity and dfordability of expeiments. Sincepeformane studies ie notthe central @mn-
tribution of our eseach, wedecidal to follow a minimalistic gpproad, i.e. to use sub a
model that would allow us toobtain requied perfornane measurements with thesimplest

and mosstffordable experimental famework.

While ddining theframework, thefirst question for usto answe was if we shout use
absoluteor relative performane measurenents Absolute neasurenmentscould beinter-
preted comredly only in the contect of a sandard benchmag¢ with strictly defined imjpe-
mentationplatform, langua@e, mddlewae technology, and many other ¢tors. $ncewe
were not awae of any standad bendimark thawould fit our gods, wesaw little value in
repoting asolute timesto anybody who usedifferent impgementation languagesORBS,
etc. or evatheir vesions. Theréore, we decided taolled measurenents relative to a ref
erence model impemented vith exadly the sameprogranming and communication tée

nologies as well as exation phltforms.

The eferene modéwe choose wa an @plication sysem (AS) thd has coupld appli-
caion and auhorizaion fundiondities n one proesswith theformer hasing exatly the
samecompugtiond complexity as irthe expeimental @nfigurations. Thus, byamparing
performanceof this and an experimental system, wheauthorization mewanismis enca-

sulated in GAAS, we could measuréhe diffeence in their peformane.
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The seond question was about the mieg of peformane in the context othis
study. Systemperformance hasnany meanngsand multipe aspects. The way sygsh per
formane is meaured depends ohow itis defined. If we defned the peformane as a
number of authoriation requests grved per a urti of time, or the laency time for each

request, then wecould have usedime T, 5(Figure7-1-b), when CAASompletes the pro-

User @ @ User ‘ ‘
} >} T T T

<
c as caas

T

e
(a) Reference M odel (b) Response Timesfor Configurationswith
CAAS

Figure 7-1. Times for Masuring P6ormance

cessng of an authorizéion request, a the measureof CAAS perbrmane. However, it,
besides other esonswould not allowus to have aeferene nodd becausethere would
be nothng torefer to. Nor did we decid& use ime T,5 when an AS finishes pocessing
an gplication requst, which in turncontains tine T.,,4 Instead, we choseto measue
responsdime T, perceived by clients since it included responsdimes & the other two
points, and it was the magoncen from the peidrmancepoint of view, whe authorization
dedsions wee computed by CAAS Thisiswhy our pe&formane metric for CAAS is end-

to-end rspong time that a client observe while interading with an AS.

The defnition of perbrmanceand the tne representing it determined theeference
modckel and thereferencetime shownin Figure7-1-a Usingmeasured times T, andT,, we

cdculated the perentage of lesponse tima increasel in the case of external authorization
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for ead configurationof CAAS with respectto embedded @ess contralisingthe follow-

ing formula:

T
| = %r—c—lgx 100 (1)

e

SinceCAAS first design wa not opimized for cancurrent acess, wededded to leave
performancescdability experiments outsie of these experiments’ sope. This is whydr
this study wemeasued runtime performance of CAAS in the preenceof only oneclient,
which set requests to asingke applicdion system in ssequetial manner & shown in
Figure7-1-b. Tha is, the client waiteduntil it recaved thereply from its previousrequest

before it made a n& one.

We expecta that, given the same complexity of authoti@a logic, the numbe of
remote invocions madeper ead authorizéion request would déct the overdl system
performancethe mostin its turn, the number gended on theompogion of CAAS com-
ponents and thelocation réatively to each other For that reasson weused different CAAS
configuraionsto seehow the composiion of CAAS components décted theresponse

time obseved by the kent.

7.2 CAAS Configurations

Given themultitude of different onfigurations that a be composedut of CAAS
components, waeede to determine whid of them should be used in theperiments.
CAAS configurations detenine the boundaries mossed by the messagsent during the
computation of m authoriation request Thereare three types of theseboundares: objed,

process, anchod. Note thatwheneve a messagerosses proess boundges, it inevitably
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goes thoughthe ORB layer too.Thus ORBand process boundarieseaconsideré as a one
atomc layer. Whenever hog boundaies ae cios®d, the messageravel ove netwok as

well. Thus by “cossng host boundariesiie imply raveling over nevork.

Another geneal obsevation important for undetanding our ¢oice of CAAS config-

urations is liustrated in Figte 7-2. Messages betwen CAAS components catravel in

Host Host
Process/ORB Process/ORB
Process/ORB “

Figure 7-2. Boundaries Crossed by Mesages

threeways: 1) from objed to object inthe same process, 2) fsm objed in one procssto
an objetin anothemprocess,and 3)betwee objects locted in diffaent pocessg which,
in theirturn, ae running ondifferenthods. Thereis ahierarchy of theboundariesobjea,
process, hostWhen aboundaryis crossed, themll boundxries lowe in the hiearchy ae

also crossed.
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Messagescross object boundares when omponents ae -locatel in the same
addressspa@ and use diréanethod callshrough JVM b communicateMess@es cross
processhoundaies when ommunicaing components arcofocated in the samieog but
run in their own pro@sses. In this caseomnunication tekes placehrough he ORB mid-
dlewase, whichis whywe also cdl these boundarsssmiddieware boundaies. Thisform
of communicaion, havever, can takeplace using othemechanisms suclas IPC [Nutt
1997,Stevens 1993].iRdly, messages asshostboundaies when components reside on

sepaate hoststhis involves mddlewae and commurgaion sitbsystem ovéread.

CAAS can be deployedh many different configurations.When composing CAAS
configuraions, themain choiceas the boundaes dossed beveendifferent components.
We wanted to measurea wide range of bounday crossing onfigurations. Orthe oneend
of the rangas a conigurationwhen all CAAS componentsare collocded in one proess
and messagamong them cross onlybjed boundaies, which, we expeed, would be the
mog efficient but the quantitative answer was not known. To hgghthis the correspond-
ing CAAS configurations(shown inA, B, and Din Figure7-3) end wih word “Objec.”
On theotherendis thecompositon, in which all CAAS comporents ae running ondiffer-
ent hats, which Bould yield the best flexibity andtheworst overdl peformane. Again,
wewanted to givex quantitativeanswerabout theverformanceWe deaded not to measur
such a configurt#gon becase t seemed unlikelyhat anybody woul use theevicein this
way. Insted, we tested &@s when allle componentsre in sepaate pro@sses, as shown
in C,E andG. Wealso anttipated he use of @Elocatedon a sepate hast in casealegecy

policy engine is utized as a PE (coidurations Fand G.
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(C) Process#Pracess

Applicatio Applicatio
Proces Proces

(F) Host/Object/FE-Host (G) Host/Process/HE-Host
Figure 7-3. ReferenceModd and Expeimentd CAAS Configurations

We expected that applicatioperformance isaffected notonly by the type of bound-
aries the mesages anong CAAS componentsross but Bso by thecommuncaion over
heal assodated wih the message between he ASand CAAS. Thisis why we neasued
the peformancefor configurationswhere CAA Sislocated on thesame(B and C)anddif-
ferent (D--G) hostsas theapplication. Tostress thisdifference, thenames ofthe orre-

sponding mnfigurations begin wit either “Process” or “Host.”
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In orderto producerdative peformane meaurements w neededa reference config-
uration hat would havethe authorzationlogic, with the sane compugtiond complexity
as inall otherconfiguraions, mupled with theapplicaion logic.For this, we smulatedour
Reference Model by co-loating all CAAS components withirhe application proess as
shown in Figuré’-3-A. Ourreasoning wa basedon theassumpon tha eventhoughthe
code esponsble for applicationand authorization log could behighly coupled, ittan be
re-arranged inb the equivalent codein such a wayhat it will allow for every compuer
operdion to identify whetherit contributes toapplication orauthoriation peformane
overhed. Onceidentified, t shoutl be posble toencapsulate the authorizan instruc

tions into a sepate gplication nodule.

Having the rationalebehind CAAS configurations outkd, letus walk throughand
explain ed of them. With ProcesgObjectconfiguration, AS andCAAS arecodocatedas
independat processs in the same &ver host,and CAAS componentsare co-locaed
within the same procgsas llustrated n Figure7-3-B. Messagesbeween ASandCAAS
are transnitted via ORB middleware (procesboundaries) whereasAAS components
communcae usirg native methodadls usingthe JVM(objed boundaies). kgure7-3-C
showsProcessProcessconfiguration wherdCAAS componentsre deployedn their own
processes (pocess bound&s). h Host/Obgd configuration shown in Figuré-3-D,
CAAS componants ae cofocated in he same process howerer, ASand CAA S are on di-
ferent hods. That ismessages betwee ASand CAAS areldivered through the ORBhid-
dlewae and communicdion subsystem (host boundss) while message among CAAS

components cross only object boundsar
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In HostProcesgFigure 7-3-E),AS and CAAS aeondifferent hosts, iad CAAScom-
ponents aren their own pocesses in the same hostgre 7-3-F illustratesHost/Objet/
PE-Hostconfiguration. This configurtgon is simiar to Host/Obgad exceptthat PE compo-
nent runs in alifferent host. Communicaion anong CAA S componentsincur objed and
host boundaies. Fndly, in HostProcesdPE-Host configuraion (Figure7-3-G), PE is
locatedin ahog other thanthe authorization hostwhile theother CAAS components run
in different pocesseco-located inthe authorization host. It is importanb note that when
two components exchange mesages throughprocess boundaes, messagepassing
involves middlewae overhed and possily context switch overtael at he host whee the
two reside. Host boundaes, on theotherhand, do not involvesuch context switch over
heal since thecommunicaing componentdo notcompete witheach aher for execution

time

This configurdility allows developesand @ministrators to deloy CAASin a way to
obtain maximum peformane (by aoiding ORBmiddlewae and network overnead) or
flexibility (by having anycomponent in angystem in thenetwork) For exanple, admin-
istrators maydeploy CAAS usindHost/Objet configurdion toavoidmiddlewae and et-
work oveheal. Howeve, in an organizagion whee one or morePE components ar
remotelylocaed(pemaps in adifferentsubret), CAAS an bedeployed usingHost/Objet/
PE-Hostor Host/Proces#PE-Host configurdions. Host/Proess or Process/Processon-
figurationscan be usedadeploy AAAS components developed byrd patties, which ae
notenabled torunin the same addss pacewith other components. In aalexenaio, we
expet to see mostcomponentsbeco-loated in the same pecess or host while one wore

components, podsly PE, be deployed in meote locaions.
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After defining the meaurement nodd, thereference andexperimental configurtzons,
thenext questim was whaenvironment for conductingexperimentsshouldbe usedThis

is discussd in the net section.

7.3 Test Environment

Our test environment was composed of 4 @aieE-4200 400MHz Pentiuml PC's
runningWindows NT Workstatior.0 servicepack 4. Ead workstation had 128N8 of
physcal memory, 139MB of swg spa@ and is peformane properties wersetto maxi-
mumboost for breground pplications. Also, eah wolkstaion was equipped with an Intel
PRO/100+ Management nevork adapte. Theseworkstationsnteroperdaed on an 100Mb
Etherné with one hub, andanreded to the rst of the @mpus network through a 100Mb
switch. Furthermorgeduring testing we usedJDK 1.1.7and Visibroke 3.3 CRB, and all
java classes and jafileswere located on thelocal hard-drives. We usel CORBA Naning
servicelocated on aeoarde hostto discovethe CAAS components andpglication. We
caried outthe perbrmancaneaurements oly when network utization was éssthan 1%

to minimizethe dfects of unreléed network load.

7.4 Experiment Procedure

Our eperiment settng angsted ofa client, an AS, and an instanoé CAAS com-
posed of onéccess Decsion Objet (ADO), a Policy Evéuator Locaor (PEL), aDynamic
Attribute Sewice (DAS), a Dersion Conbinator (DC), and a Policy Evaduator (PE). The
god of the paformance masurenents was toestimake a wors case performace pendty
experencea by clients when CAAS saves aithorization requas. We measurd the
responsdime 1, expeiencel by the clientwhen externhaaess control isimplemented
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using CAAS. Then, theresponsetime T, was meaured. Using these twonumbers, wecd-
culated the rgmnsetime increasel perentagewse using Equatiorl. The DC obead

implemented logicd AND combhation policy whil e the PE objed always grantedceess.

This procelure was epeded using all six enfigurations desébed in Sectior?.2.
Other paameters for our pedrmancemeaurements werepplication proessirg (or busi-
ness) dgic time B and tle numberof authoriation requestsN generated for eachclient
request Application processngtime represents déays experiened by an ASwhile serving
clientrequests anénforcing authoriationdedsions returnd by ADO. It doeshot include
processngtimeincurred by CAAS. Although ve usel oneclient duringthe expeiment, in
an atual sysem, aclient requset can triggerany number of @thorization requsts by AS.
This was simulated using waariéble numberof authorization requsets per ead client

request

It was an openquestion whaauthorizaion policies should baisedfor peformane
experments. Sinceour goal wa to meaure aworst cae peformane pendty relative to
theReference Modelwe used computationalligast expensive comiaion and evaluation
policies. Thi is becase more complex authoatzonpolicies would incrase @mputation
overhed withoutincreasing mddlewareand commurdation ovemhead, providedhat no
new intercomponent messagare introduced. The incease in the computatiod overhead
would occurwithin embedde authorizéion logic for theReference Modd as well as
within CAAS while communication overlad wouldremain unalered. Thechange en be
illustraed by Equabn 2,where A is theincreaseas®ciated with the addiiond compua-

tionalcomplexity of auhorization logic. This mens thal’ <|I, be@use T.> T,andA>0.
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T +A
I = %rCTA—l%x 100 )

e
For our performancesxperiments welid nat use @dingtechniquesCaching wa not

considerd since it reduces communicaion ovehead a&d terefore reduces raative
response timencreasd. We didnot utiize securecommunicdions for renote invocadions
becuse theoverhed dueto the communication secity is sorrething we cannot control.
Moreove, comnunication protedionis application and iplementation depadent.Differ-
ent applicationsequire diff erent levds of protedion, and diferent searity produds have
different peformane. As aresult, we deided not to employ commuodion protection
and estimate a worst cse response timincrease strictlyin terms of mildlewareand com-

municaion dwe toRAD architedure.

7.5 M easurement Results

The meaurements wee carried outusing CAAS configurions shown in Fjure7-3,
andthe resultsareillustrated irFigure7-4. Wecalcukted the incease otheregponse time
as afunction of gplication procsesingtime pe authaization request For exkample, in the
case of configurationHostObjed (Figure7-3-D), the response tieincreased compara
tively to the Reference Modelby 31%, when the application was euteg application

logic for 10 ms eah time beforeit woud makean authoriationrequest.

Two groupsof CAA S configurdions can be lsseved. The groupvith thebestperfor-
manceresults consistof those configuri@ons, inwhich all or nost CAAS components
were proess co-loceed. Even whe configural with the PE locted on a hostseparde
from the onewith all other CAAScomponents, BA S performed bettr than in any oher

configuraion from te semndgroup. Thisgroup consistof CAAS configurdions, when
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Figure 7-4. Response ime Increasefor VariousCAAS Configurations (Eor size +0.5)

all the @mponants inteactedwith each other via messages cossng piocess boundass. It
is worthnotingthatwe usecho ORB optimization forinterprocesscommunicationsonthe

same host, althouglome ORBs havethem.

The resultsmply thatthe amounbf time spent exeating applicationlogic per eah
authorizdion request drasticdly affectsthe rdative performance expeiencal by the appli-
caion client. Its inceasein the order ofmagnitide causes relative peformance incease
anywherebetween 2 and 10 times in botlogps Theresults alsoaveakd that thosappli-
caions, which do not diwvely use theauthorization servieand sped onesecond omore
exeauting application logic for each auhorizaion request are dmostinsengive to CAAS
configuraions. Thismakes thenthe primary candidas for employing CAAS. But even
more authoriation-intengve applications can utilize sud an authorizéion serviceas
CAAS, if all the componentsre piocess co-loated and the applitan ownes can afford
10% decease in the pdormane in return ér all the benbts of RAD approah.

192



7.6 Performance Consider ations

Our perfomance expements suggesthat in orderto devebp and utilze successfully
RAD-basel authorizéion sewices using cuent middewaretechnologies, seral criticd
implications onthe overall system pefformane shoull be ©onsdered. Wesummariz our

findingsin Table 7-1.

First, the patter of usng the athorization ®rvice by the application nust be studied.

As Table 7-1shows, if he usage is mild (i.e. nomorethan one authorizieon requestin

Limitations on Authorization Service Usage (app. logic time per request)

Response Latency
Increase

Intensive Medium Mild
(10msor less) (between 100ms and 1s) (10s or more)

Authorization and apli-

Strict (5% or less) cationfunctiors located CAAS conporentsin Any configuration or

) one piocess location

in one plocess

1.CAAS compaents in
Medium (between 10% || One preces Any configuration or Any configuration or
and 30%) 2.CAAS ard applica- location location

tion on the same host

Any confguraionor Any confguration or Any configuration or

Lax (over 30%) location location location

Table 7-1. Recomnended CAAS ©nfigurations Dgending on Application
Requirenents
evay 10seondsor 0), then sud applications (lat column) ca useRAD-based setices
configured in any resonablevay. Second, th@erformanceconstraints impsal on the
application show beusel to understad whee the @plication and the sevice should be
located elatively to each other ad how the serice shouldbe composed. & example,
applications hatcan dford an increaseof therespnsetime dueto the useof authoriztion
serviceby more tha 30% do not have to beod-collocated wth the sevice, and the ser

vice can be onfiguredin any way. Onthe otherhand, aplications inensively usirg the
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serviceby makingl100 or nore authorization requsts per second of applicatidogic exe
cution,and having strict peformane@ constraints affaing no more than 5% peErmane

degralation, slould have authorizéion and applcation logc processco-located.

The confguration and locaion requirenents can be rdéaxed if some tdmiques for
increasing perfomance in distributed sysims are gplied. For example, communication
ovehea can be minimized by using ORBs wit comnunication layer optimized for
objects located on the sarhest. Another tdmique is the aching of reults previously
obtained fom theservicecomponents. The ¢anique ca be vey helpful when authoriza

tion requests repet overtime.

Thedeploynent andimplementéion of RAD-based aithorization sevices should tee
into consideation the ineractons amongconponents That is described ofnization
techniques should bglied to ®mponents that have high rateof interadion. For &am-
ple, evduations of policies that guire morethan one PE can bepimized by ©-locating

corresponding Bs with the apprpriate DC in he same proess.

Performance in the preenceof concurent reguestsis anotheraspet that should be
takeninto acaunt Althoughprocessngof concurrent requestsvere not pat of our pefor-
mancemeaurements,tiis an aspecthat warantsfurther resarch. Concureng is not a
trivial issue to handle component-based systemsafety preservation, the insurarethat
all objedsin a systenmaintain valid states irnthe presenceof concurent acess, reuires
theavoidanceof read/write and write/write conflicts [LeBE996]. To addrss this isse, we
dedded in the current implementation ofCAAS to usefully synchronizd methods.

Although ths property @es not guaianteethe ystem b befreeof livelinessfailures such
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as dadlocks adresoure stawvation, itdoes guaanteeconsiséncy ofvalues athe levé of
Java languge object. $nchronizel objed instanes areready to be used goncurent st-
tings [Lea 1996] butthisintroduces unnecessay synchronization, which canfgect overall
run time performancebecaise invoctions of synchonized methods arenore &pensive,
than toregular ones. Ibperdions on @A S components argyrchronizel, thegranularity
of synchonization stould becarefully consideed. Othewise it can cause thrads to block
and unbbck unnecessatty. The resard issue, whichs beyond e saope d thiswork, is
the design ofa RAD-basedservie optimized for concurent eccess bymultiple applica

tions.

7.7 Conclusions

The man quesion alout thefeasbility of RAD gpproadh, afte its functonal suffi-
ciengy, is whetherRAD-basedauthorizéion sewices @n deliverrequirel peformane.
We have used CAASO sudy the peiormane aspetsof RAD architedure and found that
thereis no smple axswer to the queston. Theexperments suggeshat thetwo main fators
affecting the performane are the ratio of theapplicaion execution time to the nunber of
authorizaion requestsand CAASdistribution confguration.Dueto the variéions of hese
factors the overallesponse time experieadby the appication clients can increasss high
as 600%and dropto as litle as 1%. We identifiedseverd groups ofapplications that diffe
in their use of author&tion sevice and the pedrmanceconstaints.For eat group,we
detemined what is requiredin order to assue adequde paformance when RAD-based

authorizaion sewice is used.
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The sevice peformane can be improved further if wdl-known techniques for opti-
mizing distibuted systems a used. Forinstane, utlization of the ORBs that optimize
communcaions betwen objects locded onthe samehost havehe potential to signifi-
cantly improvethe iesponsdime. In situationsvhenthis is notpossible, o-locaing most
CAAS components in the s addess spae in orde to avoid middlewareoverhed will
improve the pgormance as wdl. Also,cading the results previously obtaind from vai-
ous AAS conponens will enhance the pesfmance. Theseptimizations shoul focus
oncomponents with high rateof interadion sud1as DCand HE componentsHowever, the
performancemight degradewhensuch propeties as searity of middlewae mwmmunica

tions ae imposed.

Our measuremats resultsarenot only rele#ant to COBA-based systems using RAD
appro&h. The peformance results br ProcessDbject and Host/Objet configurdions
(Figure 7-3-B,D) can be usetb estimate the respoasime increasfor auhorization sev-

ers in gengal.
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8Conc|usi ons

Existng mddlewae tedinologies ae recessary but notsufficientfor effectively pro-
tecting the resoges of distributed enterise applications. In teidissertéion, weproposed

a two-tierappro&h that allows a comphensive solutin to the proble.

Foremost we showed the adeguaofthe CORB\ authorizaion mechaism for the
support ofRBACy--RBAC3; models and developea framewvork for implementing them
using CORBA Searrity. This ddivers dl the advantges ofthe extenal, scdable and yet
compaatively fine-grain AC of CORBA Security along with thewell studied poweful
modeling coneptsof RBAC. But oursolutiondoes nostophere beause thereare appli-

cdions with nore advanced equiremaents.

For those applications which require finer granularity than op@tion levé and/or po-
tectionaccording o thepolicies hat aredifficult orimpossble tomodelusingjust RBAC,
we developé anarchitedure, RAD, for furnishing authorizéion decisions to sutapplica
tions. I was shown via modeling, protgiical implementation, and perbrmanceexpei-
mentstha the achitecturefeaures a number of important claateistics. These include
sepaation of applicgion and authorizgon logic, arbitrary graularity of proteced
resouces, the use of information specifc to the application domain,policy-neutrdity,
inherent conssteng of AC enforement aross muiiple applicdions, and high agability

to various chages experenced by the enterprseenvironment.
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Achievdl via the use oéither the CORBA authoridan medanismor a RAD-baed
service the sparaion ofauthorizéion and applicéion logic simplfies the deelopment of
both distributed systems rad their searity functions, ad theefore makes it easierto
enhancethar qualty. Equaly important, it paves theway for unifornty utili zing authori-
zaion metanisns across (héerogen®us) systm boundaies, as wi as for centralizing
enteprise secuty administration and manageent, traditiondly time consummng, @stly

and eror prone processes.

By defining the gate of the CORRB\ protedion systan, mapping itinto RBAC models
anddevelopingRAD approad for application-levelauthorizaion, we creged astrudural
foundation for modeling authorittan architedures, which arecentrd to the design of

secue distibuted enterpiseapplications.

8.1 Open Problems

Althoughour gpproad addesses thaeals of most gplications the poblem of engi-
neging ace@ss control dr distibuted enterprse application reource is far from being
solved. Thereare numeous open qu&ions and opportuties forfuture resardc. Here we

suggest sme.

We devdoped two sepaate yet rdatedsteps. Ead addresseshe needs ofapatticular
application group. Aimportant queston is howto integiate AC administration in uniform
way if bah soltionsare employed. Wean see o distinct ways. Oneisthe use of a RD-
based servieto furnishauthorizationdecisiors notonly to applicatiorsystemsut alsoto

middleware layers, and maybeven network, DBM and opetiag syséms. Anothe fol-
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lows theapproad of policy agentswhereauthorizadion rulesare adminigeredin a centra
locationand then propag®d into mddlewae and application A@Gnechaisms with the

help of aents. Which of thesawo, or maybe some otheapproabes is nore attractive?

When authoriation dedsions areddegated toa sevice, one more potentiglerfor-
mance and avaibility bottleneck emargesNew reseachis needed irorderto understand
how and whadistribution tetiniques ca beapplied forachieving peformane scaabil ity

and avdability of authoriation ®rvices based on RAD arhitecture

The RAD appoach is valuabléor the solutons basé on most nddlewae technolo-
gies. Wemplemented and onduded peformane experiments with a CORB-based po-
totype Becaise informéion enterpriseusudly use morethan onemiddlewae technology,
it is interesting to see howcomplex a design of multi-technology haiization service

could be?

As with any complex softwaresystens, theconposition of gplications with RAD-
based sefices isnot onlyto make cortstuent components work together, but dsensue
that the compositn @& a whole bhaves onsstently and gueantees cetain endto-end
propeties Although thiggoal s beyand the sope of this disertation, 1 is criticalto model
and deign such composiions with thepropertiesguaranteed ezen bdore the adual sys-

tems aredeployed andamposel.

The RAD appoach ha been proposkin the ontext of acess control. Howeer, we
believe the approach can be applied to other security functionalities, for instance audit, non-

repudidion, and ommunicaion piotedion. Can the architedure be reused without any
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significant change? If nat wha should be dirent? Can a unified solubn beproposed
that would urfiormly and comprehesively suppot the decisions regaing notonly AC

but nost searity functiondities that tend to bestimplemented in applideons?
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