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ABSTRACT

This work addresses the problem of reviewing complex access poli-
cies in an organizational context using two studies. In the first
study, we used semi-structured interviews to explore the access re-
view activity and identify its challenges. The interviews revealed
that access review involves challenges such as scale, technical com-
plexity, the frequency of reviews, human errors, and exceptional
cases. We also modeled access review in the activity theory frame-
work. The model shows that access review requires an understand-
ing of the activity context including information about the users,
their job, their access rights, and the history of access policy. We
then used activity theory guidelines to design a new user interface
named AuthzMap. We conducted an exploratory user study with
340 participants to compare the use of AuthzMap with two exist-
ing commercial systems for access review. The results show that
AuthzMap improved the efficiency of access review in 5 of the 7
tested scenarios, compared to the existing systems. AuthzMap also
improved accuracy of actions in one of the 7 tasks, and only nega-
tively affected accuracy in one of the tasks.

1. INTRODUCTION

Understanding and authoring access control policies has been
known as a challenging problem [29, 33, 30]. But the focus of
previous studies were on personal access control, where the data
owner, policy maker, and policy implementer are the same person.
This problem has not been extensively studied in organizational
context. Bauer et al. [1] found that managing access control poli-
cies in organizations faces a unique set of challenges. In large or-
ganizations, those who make policies are different from those who
implement these policies. Therefore, developing a shared under-
standing of policy between different stakeholders is challenging. In
this paper, we explore and address this problem by proposing and
evaluating AuthzMap, a new user interface for sense making and
reviewing implemented access policies or, in short access review.

Access review is an important IT security activity in organiza-
tions, where the managers make the access policy and security ad-
ministrators implement it. The managers are mandated by many se-
curity regulations (e.g., SOX [35], HIPAA [6]) to regularly review
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and validate the access privileges of users. However, Cser [10]
suggests that access review for every 2,000 to 3,000 users con-
sumes approximately one full-time-employee equivalent per year,
and many organizations cannot even finish one access review pro-
cess before a new campaign begins.

Recent security incidents that cost governments and organiza-
tions billions of dollars show the importance but yet lack the ability
in reviewing users’ access rights. For example, the US army sol-
dier, Chelsea Manning, who leaked the US embassy cables was
cleared to access classified resources when she was on training as
an intelligence analyst. She then changed her job and location mul-
tiple times before going to Iraq. According to Swensen [34], if a
superior reviewed Mannings’ access and requested the revocation
of unnecessary privileges, she would not have been able to leak the
data.

The overarching goal of this paper is to investigate improvements
to technology support for access review. Towards this goal, we
performed two studies. In the first study, we conducted 12 semi-
structured interviews with security practitioners to understand how
people make sense, and review access of users, and to identify the
challenges in access review. We then designed a new interface,
guided by activity theory guidelines by Kaptelinin and Nardi [19],
to address the identified challenges. We named the proposed in-
terface AuthzMap. We then conducted an online study with 340
participants to test if AuthzMap improves the usability over two of
the existing interfaces.

Besides understanding access review activity and improving ac-
cess review tools, this research has broader implications for the
design of access management interfaces. Our results suggest that
context plays a role in understanding the access privileges of an
enterprise user. The context of a user-to-role assignment includes
the user’s current and past jobs, the history of the user-to-role as-
signment, other users’ access privileges, and those who requested,
approved, and implemented the access. Therefore, tools that man-
age user-to-role assignments should take into account the afore-
mentioned information, and present them in a way that reflects the
spatial layout and temporal organization of the context.

2. BACKGROUND

Organizations use many IT applications to run their business.
Employees who use an application for their job are provided with a
set of access privileges, and other employees should be prohibited
from accessing the application. Therefore, applications provide a
set of permissions that can be assigned to a user to control what the
user is authorized to do. Sometimes, permissions are grouped into
roles to simplify the provisioning process. As the number of users
and applications grows, the management of users, roles, and per-
missions becomes challenging. Therefore, organizations are man-



dated by many security regulations (e.g., [35]) to frequently per-
form access reviews to make sure that users have the least set of
privileges required for their job.

Next, we describe how access review is performed through an
example. In an organization, security administrator, John, sends a
request to manager Bob to review the access privileges of fifty em-
ployees who work in Bob’s department. Bob is provided with the
list of employees and their roles. He reviews the list of users one
user at a time, looks at their roles, and verifies if the user-to-role as-
signments are valid. For example, Bob sees that Alice is assigned to
20 roles (R1, R2,...R20). Bob needs to understand the meaning of
the roles, what they authorize Alice to do, and if the authorizations
are required for Alice to do her job. If an authorization is required,
Bob certifies the assignment of Alice to the role. Otherwise, he
revokes the assignment. If Bob cannot understand the meaning of
a role, he may communicate with John or other managers to ask
what privileges are associated with the role. This example shows
that access review requires analysis, communication, and collabo-
ration with other stakeholders.

3. RELATED WORK

There have been few studies related to access management in
organizational context. Bauer et al. [1] performed a field study of
access control practices in organizations. They suggest that the im-
plemented access policy and the record of changes should be under-
standable and visible. Our findings confirm this, and our proposed
interface improves understandability and visibility of access policy.

As opposed to access review, the problem of policy authoring has
been previously studied. Brodie et al. [4] designed a privacy policy
management workbench called SPARCLE to create policies in nat-
ural language. Although SPARCLE was successful in facilitating
policy definition and management, it was not used or evaluated for
the access review. Inglesant et al. [15] studied personal access con-
trol in Grid computing context. They showed that resource owners
have difficulty expressing policies in RBAC and they prefer the use
of natural language. Reeder et al. [29] proposed a new Ul named
“expandable grid” for understanding effective access policy in case
of conflicting access rules. Expandable grid improves the under-
standing of access policy by end-users of commodity OSs, and their
main goal is to address the issue with conflicting access rules that
happen regularly in the Windows file system. The data from our in-
terviews show that in enterprise environments, standard role-based
access control without negative authorization rules is used. We also
adopt the idea of expandable grid for use in an organizational con-
text and use it in the design of AuthzMap. Smetters and Good [33]
studied the use of policy authoring for personal documents. They
found that users rarely change access policies, and tend to spec-
ify complex and error-prone policies. Our findings suggest that
unlike access control for documents, the users’ accesses change
frequently in organizations. Vaniea et al.[36, 37] examined the ef-
fect of proximity of access management interface and the resources.
They show that users detect errors better if controls are positioned
near resources. Their proposed method was implemented and eval-
uated in the context of managing photo album privacy policy. In
an organizational context, this proposal might not be possible, as
resources do not have direct graphical representation, and the num-
ber of resources and permissions could be large. Beckerle and Mar-
tucci [2] identified six guidelines for designing usable access con-
trol rule sets, and showed that implementing those guidelines will
help understandability of access policies. Their proposed solution
can be used before presenting access control rule set in AuthzMap
to reduce the complexity of policy.

Table 1: Interview participants’ demographics

Code Job title Organization
Pl  Security Manager Insurance
P2, P8  Security Analyst Insurance
P3,P7  Security Manager Software

P4,P5  Security Administrator ~ Software

P6  Compliance Manager Software

P9  Consultant Health care
P10, P11  Consultant Financial
P12 Consultant Software

4. STUDY 1: UNDERSTANDING ACCESS
REVIEW ACTIVITY

The initial goal of the interview study was to understand how or-
ganizations perform identity and access management, and the chal-
lenges they face. After initial analysis of interviews, we turned our
attention to answering the following research questions: (1) Why
organizations perform access review? (2) Who are the involved
stakeholders? (3) Why access review is challenging? (4) How bet-
ter decisions can be made during access review?

4.1 Methodology

We conducted 12 semi-structured interviews with security prac-
titioners responsible for access management in large organizations.
The list of interviewed participants, their roles, and their organi-
zation sectors are shown in Table 1. The scope of the interviews
was various activities related to identity and access management
(see Appendix A for the interview guide). The interviews were
conducted by one or two interviewers in the workplace of the par-
ticipant (8 interviews) or over the phone (3 interviews). The length
of the interviews was between one and three hours. The interviews
were audio-recorded, and transcribed.

We analyzed the interview data using grounded theory method-
ology [7]. We imported the transcripts of the interviews to a qual-
itative analysis software (Qualrus v2.1), and then coded them with
open-coding technique with the codes emerging from the data. We
then performed axial-coding by combining conceptually similar
codes and identifying various themes across the data. At this step,
we found that identity and access management involves several ac-
tivities including access review. We also found different themes
related to each activity including the goal, actors, artifacts, division
of work, rules, and challenges. We identified access review as one
of the most challenging activities. Therefore, we chose it as the
core concept, and performed a round of selective coding to answer
the research questions. We reached theoretical saturation [7] and
stopped recruitment after recruiting 12 participants.

4.2 Results

In this section, we first provide a detailed description of access
review activity using the activity theory framework, and then dis-
cuss the identified challenges.

We use the triangle model of activity proposed by Engestrom [12]
to lay out our description of access review (Figure 1). We will later
refer to this formulation when we justify our design decisions.

The goal of the activity: Access review is an activity with the
goal of verifying users’ access rights to minimize the risk of unau-
thorized and unmanaged access and comply with regulatory legis-
lations.

Subject: “Reviewer” is the main actor in the activity who per-
forms access review. Our participants indicated that the following
stakeholders act as reviewers:

Managers: Most of the participants indicated that managers re-
view employees under their authority. P1 further described the role
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Figure 1: Overview of Access Review Activity

of the manager in access review: “[Manager asks:] what access
does Jim have? I'd like to review Jim’s access because he’s chang-
ing roles within my department, there’s no official job posting but
I'm doing a realignment and I would like to review Jim's access.
So you need to do a specific report on Jim, which is to say here is
the access profile that Jim has.”

Application owners: Two of our participants indicated that an
application owner reviews the users who have access to the appli-
cation, and certifies or revokes the users access privileges: “Our
team wrote some [scripts]. It goes out and it collects from these 80
or so applications, what the access lists are, what the rights are, it
creates a report, we put it in a service desk ticket. Then it goes out
to the [application owners] and they review it.” (P3)

Security administrators: P6 explained that his team is respon-
sible for security compliance of a large enterprise application, and
therefore he performs access reviews: “We send a request to the
manager that says Bob has changed from position A to position B.
They are requesting position B roles. We are going to remove his
position A roles. Do you agree with that?”

Object: The object towards which the activity is performed is a
user-to-role assignment. When managers or security admins per-
form access reviews, they review a set of roles assigned to a user
(user access review). When application owners perform reviews,
they review a set of users assigned to a role (application access re-
view). We limit the scope of the AuthzMap to user access review.
The same design techniques can be applied for building an interface
for application access review.

Community and division of work: Access review involves secu-
rity team members, employees, managers, and application owners.
Involved stakeholders divide the work as follows: A member of the
security team requests review of users’ access rights. The reviewer
(a manager in most cases) receives the request. He goes through
the list of users, selects a user, and identifies the user’s roles. For
each user-to-role assignment, he chooses to certify or revoke the
assignment. The reviewer might contact the application owners,
the user, or the security team when he is unable to determine the
correct action.

Rules and constraints: Different rules and constraints impact
access review. (1) The security policy of the organization deter-
mines the validity of a user-to-role assignment. For example, P9
explained that in health care, they follow an optimistic security
paradigm [28] and allow more access than usual so the physicians
can access patients’ files in emergency cases: “So the whole access
model in health care tends to be, you let people do what they need

to do to get the job done.” (2) Static separation of duties (SoD)
rules determine if a user can be assigned to two or more specific
roles at the same time. (3) The review deadline set by security
team constrains the time window of the review.

Artifacts: Reviewers use three artifacts during access review: (1)
User’s information, which include the identity related information,
the job title, and other attributes like the phone number, email, de-
partment, etc. (2) User-to-role assignment information, which in-
clude who requested, who approved, and who implemented the as-
signment, when and why the user was assigned to the role, and who
previously reviewed the assignment. (3) Roles’ information, which
include the role’s name, description, the owner, and the permissions
assigned to the role.

4.3 Challenges in access review

Our interviewees indicated that access review is a challenging
activity. We classified these challenges into 5 categories:

Scale: Access review can involve large number of users, roles,
and permissions. P6 explained that just one of the large applications
in his organization has 16,000 users, up to 115 roles per user, and up
to 407 permissions per role. He also indicated that reviewers have
to review up to 200 users in a review activity. While these numbers
vary from application to application, and from organization to or-
ganization, they show the magnitude of data that a reviewer needs
to deal with.

Lack of knowledge: When managers act as reviewers, they do
not have the expertise to understand the meaning of roles and per-
missions. P2 illustrated this problem in detail: “we send these god-
awful long reports to the new manager hiring the employee is going
into, saying "let us know which access this person needs to keep
and what they need to remove." And a lot of it’s, you know, cryp-
tic RACF information and stuff they just have no idea what they're
even reading so they either take their best guess and say, ok, then
maybe this sounds kind of like something they might need. Or they
Just say they need it all.”

Frequency: While reviewing access is not the main job of man-
agers, they are frequently asked to perform this activity. For exam-
ple, P3 explained why they perform quarterly access reviews: “
Once a quarter! We do quarterly access reviews. [...] Once a year
is never good for any control because if you fail, you fail; at least
twice a year you have a chance to remediate.” Additionally, P3
talked about ad-hoc access reviews: “Every day, [access manage-
ment software] looks at [every] person who has access and says
has the person changed in any way. Did they move departments,
did they move to geographical locations - if so it triggers an event
which puts a ticket into the service desk system, sends a note fo the
Access Reviewers and says you need to review this ...”

Human Errors: P3 described why human errors are common
during reviews: “So the policies of the company states that the busi-
ness is responsible for the access. So the ultimate decision maker
is the business. However they failed because it’s a human process
right? It's eyeballing [and] sometimes the lists are large.” Such
errors would be costly for organizations, both in terms of leading
to data breaches, and failing compliance reviews.

Exceptional Cases: In organizations, the validity of user-to-role
assignments cannot be determined accurately only by knowing the
user’s job function. Users might need to fill in another employee’s
role for a period of time, or they might need temporarily access
certain resources when they are on training. P6 explained a case
where they thought they should remove existing access from a user
because he asked for new access. They later realized the user is
on training and still has his old job: “The manager says no, he is
training this person, as replacement, for three months.”



S. AUTHZMAP DESIGN GOALS

To design a new access review tool, we followed a design ap-
proach proposed by Kaptelinin and Nardi [19]. In this section, we
present four main design goals. For each goal, we first present the
theoretical support, and then we use the field study data to describe
how we apply theory to the design of an interface for access review.

Flexible support for review actions: The goal of access review
is verifying access privileges. This goal can be broken down to
lower level subgoals, and actions to satisfy those subgoals. These
actions can include: viewing list of users and identifying them,
identifying users’ job function, checking the list of users’ roles, and
certifying or de-certifying user-to-role assignments. To address the
Scale challenge, a tool can help users perform the above actions
more efficiently. This can be achieved by more flexible search and
filtering mechanisms to view and identify users, and applying deci-
sions in batch. Technology should also support alternative ways to
attain an activity goal [20]. To achieve this, we present information
at different levels of abstraction. The user can choose the right level
of detail, based on his knowledge and understanding of the access
policy. For example, a user with the knowledge of the access policy
can use more abstract view, but a user who needs more information
can use detail view. This approach can address the lack of technical
knowledge challenge.

Visibility of context: Activity theory emphasizes that tools and
artifacts used during an activity are part of the context, and the
technology should facilitate access to those artifacts, integrate them
with each other, and present them in a way that reflects the spatial
layout and temporal organization of the context. The context of an
access review activity includes users, roles, and user-to-role assign-
ments. In addition, the following artifacts are part of the context
and can be used for making access review decisions:

(1) Job changes: Our participants indicated that when users change
their job or move between departments, their access changes. For
example, P6 explains why job changes can be an important contex-
tual information for access review: “Now what happens is that we
have a report that runs every single day and it tells me [if] people
transfer [to another department] or change [their job]. [For ex-
ample, ] she gets a promotion. She went from warehouse manager
to public relations manager. She will request something. I need a
public relations manager role. My team goes automatically: ‘why?
That’s not what you are. You are warehouse. No, I got a promotion,
I’m this. Okay, we’ll give you these three but you are losing those
three.”’ Providing job changes help reviewers better understand
how and why the access privileges of users change, and therefore,
address the lack of knowledge challenge.

(2) Other users’ access: During access review, reviewers may
need to review many users instead of one. These users have certain
roles in common (e.g., basic access to the Internet, email, Share-
point). For example, P1 explained that users who are doing the
same job usually have similar access: “...a manager who hired a
new employee [and] who knew that you had the access that you
needed to do the job for him or her would say, ‘Oh, make this new
employee’s access just like yours.” And so then an employee would
then inherit privileges based on the success of a previous employee
in terms of doing that job.” Therefore, comparing access privileges
of a user known to reviewer to that of an unknown users will facil-
itate sense making. This will address lack of knowledge, and scale
challenges and reduces human errors.

(3) Previous reviews: The reviewer can employ the past review
decisions and replicate them in his review. Replication is particu-
larly useful if none of the user’s attributes has been changed since
the last review. Having access to and using past reviews can address
frequency, and scale challenges, and reduces human errors.

(4) Other users involved in the activity: The process of provi-
sioning users with access privileges is a collaborative activity be-
tween different stakeholders. Therefore, the interface should show
who requested the access, who approved the request, and who ex-
ecuted the provisioning of access. (P12) explained that such infor-
mation will help reviewer make an informed decision: “So again,
you think of the attestation process or even at any moment in time
on a view user, we always talk about helping somebody make in-
formed choice. So if I'm evaluating the correctness of an SAP ac-
count and I can look at when it was requested, who reviewed it, who
approved it, when your last login time was, I can serve to make a
pretty informed choice about why you have this or its level of ap-
propriateness.” This can address lack of knowledge of why a user
has certain access privileges.

(5) Policy violations: Our previous survey [16] shows that SoD
violations are the most important violation to be detected during ac-
cess review. Therefore, they should be highlighted on the interface.
This can address scale, and lack of knowledge.

Make history visible: According to [19], analysis of the his-
tory of an activity can reveal the main factors influencing the de-
velopment of the activity. Furthermore, Hollan et al. [14] studied
experts working in complex environments, and suggested historical
information can be incorporated in cognitively important processes.
For access review activity, historical information can help review-
ers understand how the policy has evolved over time, and therefore
make better decisions in uncertain scenarios. This would address
the challenges of scale, and exceptional cases.

To incorporate history in the interface, we first identified which
of the three access review artifacts (users, roles, and user-to-role
assignments) carry historical information. Interview data revealed
that users, and user-to-role assignments (unlike roles) change over
time, and therefore, have historical information. For example, P6
explained that employees frequently change their job, but roles
should be designed in a way that are not impacted by such changes:
“[Employees’ position] changes a lot when you start going through
economic churns. So when you are laying-off 50 people at a time,
100 people another time, or department consolidations. I can tell
you I've been in this role for two and a half years and I've seen five
department consolidations in finance alone. So when you see all
those changes happening, those composite roles hurt you. Because
then you have to keep generating them over and over again.” Also
when we asked P4 about how frequently they make changes to the
roles, she responded: “We don’t. I wouldn’t say never - very rarely.
If we were to add a new region, which I don’t think there are any
left to be added at this point.” Therefore, AuthzMap visualizes the
history of users’ job changes, and the history of user-to-role assign-
ments, and correlates them with each other. Showing the history
can addresses frequency challenge by showing previous decisions,
and help with understanding of exceptional cases.

Knowledge sharing: According to Kaptelinin and Nardi [19],
technology should help in problem articulation and seeking help
from colleagues. The interview participants indicated that review-
ers hardly understand the meaning of the roles and access privi-
leges. Therefore, our participants used the following strategies to
mitigate the lack of knowledge:

(1) P6 talked about translation of technical terms to business re-
lated terms to help reviewers understand the meaning of roles: “
and we get this huge profile - here’s all the access the user has. We
then have to translate that into more of an English format for the
individual.”

(2) P7 described the use of communication channels to get help
with certification decisions: “The security coordinators take it to
the [application owner] and explain what the risks are. They’re the



ones who do a kind of mini risk assessment say: OK, such and such
business unit wants access to this data for such and such reason.”
Therefore, one of the design goals in the proposed interface was
to provide knowledge of each access privilege for the reviewers in
the form of a description, and list of permissions (in case of using
roles). Moreover, communication channels should be available in
the interface to get help from other users with the knowledge of
roles and permissions. Knowledge sharing would address the chal-
lenges of lack of knowledge, and can help with exceptional cases.
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Figure 2: The three levels of the AuthzMap interface. The re-
viewer is presented with Level 1 of the interface. He can go into
Levels 2 and 3 for making further sense of the accesses of the
users.

5.1 AuthzMap Interface Design

To realize the goals discussed in the previous section, we de-
signed a new interface and named it AuthzMap. We first built
a low-fidelity prototype in Microsoft Visio, and improved it over
multiple rounds of internal feedback. We then designed a medium-
fidelity prototype in Adobe Flash, and refined it by getting feedback
from external usable security researchers, as well as our industrial
partner in this project. Finally, we built a high fidelity prototype
in Adobe Flash. It loads access control related data through XML
files and allows the user to perform access review tasks. We depict
the AuthzMap in Figure 2, and with more details in Appendix B.

The AuthzMap uses three levels of abstraction to integrate dif-
ferent contextual artifacts discussed in the previous section. Level
1 shows users and roles in a grid that provides an overview of the
overall review activity. The spatial layout of the interface was based
on Lampson access matrix [22] model and inspired by the design of
Expandable Grid [29]. Users are sorted from top to bottom, based
on the number of privileges they have. This allows reviewers to
quickly identify users who have large number of privileges. Re-
viewer can use the sorting and filtering functionality (Figure 2a) to

group and compare users with similar job titles, or roles that serve
access to similar applications. AuthzMap provides batch certify ac-
celerators (Figure 2b) to certify a role for all users. Reviewer can
obtain the detailed access profile of a user using the second level of
the interface (Figure 2c).

In Level 2, we integrated contextual information related to the
user-to-role assignments, the job changes of the user, and previ-
ous reviews. This level also uses a timeline metaphor (Figure 2d)
to show the temporal relationship between the job changes (Fig-
ure 2e), roles (Figure 2f), and previous reviews (Figure 2g). The
reviewer can re-arrange the roles based on the role name, active
roles, and the time the role is assigned to the user.

If the reviewer needs more details on one particular user-to-role
assignment, he can click on the role bar to go to Level 3 of the in-
terface, which shows the description of the role, the role owner, the
permissions assigned to the role, and the workflow through which
the user obtained the role. Level 3 allows the reviewer to learn
about the meaning of the role. If the reviewer cannot articulate the
meaning or the impact of the role using this information, he can
use communication channels to seek help by clicking on the name
of each stakeholder (e.g., owner, requester, approver, and imple-
menter).
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Figure 3: A screenshot of the List interface. Reviewer identifies
the user and clicks on the View button. Reviewer is presented
with the second level of the interface that includes the list of
user’s access privileges. The icon marked as (a) allows batch
actions on privileges, and the four small icons (marked as b) do
the following (from left to right): sets the access expiry time,
writes notes for each privilege, shows history of actions on each
privilege, and shows history of rejections for each privilege.
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Figure 4: A screenshot of the Search interface. (1) Reviewer
searches for a user. (2) Selects the users. (3) Clicks on the Select
button and certifies or revokes access privileges in Level 2.



6. STUDY 2: EVALUATION OF AUTHZMAP

The goal of our evaluation was to test if AuthzMap is more us-
able than the two existing systems. Nielsen defines usability by five
quality components [26]: (1) Learnability, (2) Efficiency, (3) Mem-
orability, (4) Errors, and (5) Satisfaction. In this study, we identify
efficiency and errors as two main usability goals of the interface, as
they are directly related to the challenges described in Section 4.3.
At the end of the study, we also collect data about subjective satis-
faction of the participants.

6.1 Evaluation Methodology

To evaluate three interfaces, we designed a between-subjects study
with 3 conditions (one condition per interface). We asked partici-
pants of each condition to perform seven tasks. For each task, the
interface was the independent variable, and we measured the fol-
lowing dependent variables: (1) efficiency, by recording time to
completion (TTC), and (2) accuracy, by recording correctness of
the critical components of the task.

6.1.1 Evaluated Interfaces

We compared the AuthzMap interface to two other interfaces,
named Search (Figure 4) and List (Figure 3). The detailed descrip-
tion of each interface is provided in Appendix B. The List inter-
face is known as one of the two access review market leaders, and
Search as one of the two the strong performers [10]. We choose
not to reveal the actual names of Search and List interfaces as the
purpose of the study is not to critique a particular commercial sys-
tem, but rather compare three different approaches in the design
of access review interfaces. The Search interface does not reveal
the context at all. A reviewer can search for users, select users
one-by-one, and review the user-to-role assignments. The List in-
terface reveals certain contextual information such as the progress
of reviewing individual users, the history of previous reviews, and
information about the individual users (such as their job and depart-
ment) and the roles (such as the date the user is assigned to a role,
or the description of the role). But these contextual information
are not correlated with each other or immediately accessible to the
user. We chose to build a prototype of Search and List interfaces
over using their full versions for two reasons. First, we wanted the
three interfaces to be at the same level of granularity. Second, we
did not have access to the installable version of the List interface.
Third, prototyping allowed us to instrumentalize the interfaces for
the user study.

6.1.2 Participants

We used Amazon Mechanical Turk (MTurk) for recruitment, and
paid each participant $2. MTurk has been used as a user study plat-
form for HCI [21] and usable security research [38]. Participants
were asked to play the role of managers responsible for access re-
view. Because we did not specifically recruit managers, we used an
approach similar to the one by Convertino et al. [9], to provide par-
ticipants with the beliefs and knowledge of managers. Using our
interview data, we first determined managers’ level of computer
security, review tool, and organizational knowledge. Interviews
showed that managers do not have an extensive computer security
knowledge, but they understand the concept of access review, and
they know the steps for performing it. In addition, managers are
trained on using the access review tool (i.e., they are not the first
time users of a novel tool). We also assume they are not daily users
of the tool (they use it four to two times a year or on an ad-hoc
basis). To help participants have similar level of knowledge, we
trained them on the basics of access review, and the use of tool to
perform reviews (see Section 6.1.3 for the details of our training

procedure). We further allowed them to explore the tool and famil-
iarize themselves with it.

6.1.3 Training Material

We designed training material to ensure participants understood
the concept of access review, and could apply that understanding
using the system. The participants were given a brief training on
access control and access review. We followed the recommenda-
tions from previous research on designing training materials:

Brief, up to the tasks: Users will learn tools faster when the train-
ing focuses on performing the task rather than understanding
the rationale behind the task [5]. We avoided training users
on details of role-based access control, and concepts such as
roles, and entitlements. Instead of using the notion of roles,
entitlements, or access privileges, we used the notion of ac-
cess to files. Previous research shows that participants can
understand the meaning of file access control, and they are
able to comprehend file access control policies [2, 29, 30].

Use of examples: We used examples throughout the training to ex-
plain the access review concepts. We also provided instances
of how the interface can be used in interpretation of users’
accesses.

Use of text-based material: Online participants can do better with
short textual instructions, rather than videos, or demos [13]
as it gives participants the opportunity to easily revisit the
training during the study.

Use of multi-staged training To avoid overloading participants with
training material, and to help them start working on tasks as
soon as possible [5], we only taught them the basic access re-
view concepts during the training. Task specific topics such
as separation of duties (SoD) violations, privilege accumula-
tion, etc. were taught as parts of the scenarios.

After the training, participants were asked to complete a test to
check if they have the required knowledge to do the tasks. We
tested the understanding of access control and access review using
six multiple choice questions. Multiple choice questions are a reli-
able and objective way to assess the outcome of the learning, while
the answers can be checked automatically [8]. We used standard
techniques for designing multiple choice questions [8], and piloted
them to ensure their effectiveness.

6.1.4 Study Material

Actual users of access review tools also posses the organizational
and contextual knowledge that our participants lacked. For exam-
ple, a manager may have an understanding of the consequences of
having access to a resource, or awareness of the access privileges
for doing certain job. Such knowledge is context dependent, that
is, we cannot have a clear assumption that a manager always has or
lacks such understanding. In the study tasks, we simulated both sit-
uations where reviewer has or does not have contextual knowledge
and provided participants with documents and material as external
knowledge sources (similar to [9]).

We presented participants with three documents: file catalog, ap-
plication catalog, and SoD catalog. The file catalog showed the list
of files that each job function was allowed to access. The interview
participants talked about entitlement catalogs, which we changed
to the file catalog for the purpose of this study. According to P7:
“One of the things we have been doing is also building a catalog
of access requests that people can make [based on their job].” The



application catalog listed all the applications and their files (enti-
tlements). According to P3, they kept the track of this informa-
tion in a knowledge base: “our access procedures state that every
application that has any level of criticality is supposed to have a
published knowledge-based document in our service desk knowl-
edge base that defines what the application is ...” The SoD catalog
showed pairs of files that caused SoD violations. P12 said they
document these rules: “And again whether they be SOD policies
that say you can’t have A if you have B or what we call ‘restricted
access’ policies that say you can’t have entitlement X if you are not
cost center Y or division X or whatever the rule is, the ability to de-
fine that rule it lives with the entitlement in the resource catalog.”
(P12)

Norman [27] describes that people can rely on knowledge in the
world, knowledge in the head or a combination of both in their
activities. To determine the validity of a user’s access, reviewers
may completely rely on the above documents (knowledge in the
world), they may completely rely on their own knowledge (knowl-
edge in the head), or they may use a combination of both. The lab
study participants did not have the knowledge in the head of the
hypothetical organization. Therefore, all the required knowledge
for performing the tasks was included as knowledge in the world in
the form of provided materials during tasks.

6.1.5 Study Tasks

After completing the training and the training test, participants
were asked to perform seven tasks. We aimed to design tasks with
three characteristics [24]: (1) Realistic; (2) Actionable; (3) Avoid
Clues or Steps. In order to achieve realism, we designed the tasks
based on interview data and a survey we previously performed [16].
Tasks #2 and #3 simulate conditions where the manager knows
which access privileges are appropriate for users, and only needs
to identify users, and certify or revoke the privileges. Tasks #4
to #6 simulate scenarios where the manager tries to detect access
privileges with high risk. To further understand what type of ac-
cess privileges are risky, we conducted a survey [16] and asked
participants to rate the risk associated with certain types of access
privileges. We chose to use the top three, which were SoD viola-
tions, accumulated privileges, and access privileges to critical ap-
plications, and used them to design tasks #4 to #6. The task #7 was
a combination of previous scenarios to simulate a more uncertain
and complex situation.

Training Task: The goal of this task was to familiarize partici-
pants with the interface. As we described in Section 6.1.2, man-
agers will be familiar with their access review tool. This task gave
participants an opportunity to perform a guided exploration of the
interface, and understand how they can find pieces of information
required in the upcoming study tasks. Participants were given the
following scenario: “You are asked to identify the following infor-
mation about “Clay Warren” : (1) his current job title, (2) list of
files he has access to, (3) his previous job title, (4) the date of the
last access review performed on the user.” They were expected to
select the correct answer to questions #1, #3, and #4 from seven
possible options (including “I do not know”). They should also
type the answer to question #2 in a text box.

Common Review: (P1) explained that a common access review
scenario is when a manager reviews one user: “/Manager says:]
what access does Jim have? 1'd like to review Jim’s access be-
cause he’s changing roles within my department, there’s no official
Jjob posting but I'm doing a realignment and I would like to review
Jim’s access.” Therefore, participants were given the following
task: “You are asked to review the files Timothy Larson has access
to. Check the user’s access to files, certify the access to those files

the user requires to perform his job and revoke those he does not
require. Feel free to use the File Catalog in the top menu to find
the list of files required for performing each job.” In this scenario
we made an assumption that the manager can determine the correct
set of access for users. This is simulated by providing participants
with access to a File Catalog that shows what files are required for
performing each job. Participants are expected to revoke access to
two files that are not necessary for Timothy Larson’s job.

User comparison: P2 explained that similarity between users
with the same job is used to detect excessive and unncessary ac-
cess: “if you've got a group of 15 case managers and you bring
them into the system, it’ll say: ok, 12 out the 15 have 80% of ac-
cess in common and these two people only have 20%. [...] oh this
person has access they should not have, that has been carried over
from somewhere else.” To simulate this scenario, participants were
given the following task: “In this task you need to certify the ac-
cess of three users. The certification is only limited to employees
with Loss Control Consultant/Specialist job function. Identify such
users, certify the files that users require to perform their job and re-
voke the access to the files they do not need. The catalog of jobs,
and the required files to perform each job will be provided.” In this
scenario, we made an assumption that the manager can determine
the set of access privileges required for the job and therefore pro-
vided participants with file catalog. In this task, there were three
users with the “Loss Control Consultant/Specialist” job, and one
of them had an unnecessary access to a file. Participants were ex-
pected to revoke the access to that file.

Privilege Accumulation: Many of our interview participants dis-
cussed the privilege accumulation problem in large companies. For
example, P6 explained: “I was warehouse worker, I became pub-
lic relations. They would request the public relations roles, no-
body would take away the other ones and you would wind up with
somebody having 50 roles.” Therefore, this task evaluated the in-
terface in finding and resolving accumulated privileges. We gave
the participants the following scenario: “Assume you do not know
the list of files required for performing each job. In this case, you
need to evaluate each user’s access to files based on the follow-
ing rule: If the user changes job, he should not keep any access
from his previous job. Any access that is kept from a previous job
should be revoked. Please review the following users, and revoke
invalid accesses according to the above rule: (1) Derrick Strick-
land, (2) Lynda Robertson.” The two target users had two and one
permission accumulated from their past job, and participants were
expected to revoke those permissions.

SoD Violation Detection: P6 described SoD violations as one of
the highest access related risks. He described a case that someone
is moving from accounts receivable (AR) to accounts payable (AP),
and access to AR and AP systems causes SoD violations: “So you
are going from - you are the AP person, you are going to AR and
your AP person needs to be trained [by you] — your replacement.
Then we don'’t like it and it becomes very problematic and we usu-
ally want lots and lots of controls if you want the person to have
the access.” Therefore, the goal of this task was to evaluate the
proposed interface in the detection of SoD violations. We gave the
participants the following scenario: “Sometimes a user should not
have access to two specific files at the same time. For example, a
user can have access to either file A or B but not both, at the same
time. This rule is called Separation of Duties (SoD), and having ac-
cess to those files at the same time is called an SoD violation. In this
scenario, you are asked to review the files of two users, and detect
and eliminate SoD violations. To do so, you should first identify
the two files that cause SoD violations, and remove access to one
of the files to eliminate the violation. Please check the following



users for SoD violations: (1) Ida Lamb, (2) Maryann Weaver.” In
this task, each of the users had access to two files that caused SoD
violation, and participants were expected to revoke access to one of
the files causing SoD violation.

Application Review: P3 noted that they sometimes prioritize the
access review according to applications. Critical applications are
reviewed first, and in some instances non-critical applications are
excluded from the review: “They run a process which goes out to
a subset of all those applications - the ones that we call critical
which is SOX applications plus other [...] It goes out and it collects
from these 80 or so applications what the access lists are, what the
right are, it creates a report, we put it in a service desk ticket. Then
it goes out to the [reviewers] and they review it.” In this task, we
evaluated interfaces for application specific reviews. We gave the
participants the following scenario: “The company uses four appli-
cations for running the business: Active Directory, Great Plains,
RACF, and SAP. Each of these applications uses a subset of the
available files. You are asked to review the following users, and
revoke access to the files related to the Great Plains application:
Edmund Johnston, Nelson Murphy, Jane Hoffman, Olive Morris.”
The four users in the scenario had access to 27, 21, 15, 2 files re-
spectively, out of which 7, 5, 3, and 0 files were related to “Great
Plains”. Participants were expected to revoke access related to the
Great Plains application.

Comprehension Task: In the previous tasks, we evaluated inter-
faces for specific scenarios, and told participants to look for a spe-
cific situation. In reality, reviewers may deal with a combination of
various scenarios and need to integrate various cues to make deci-
sions. This task aimed to evaluate the interface for situations where
reviewer needs to evaluate the risk of particular access in the pres-
ence or absence of various indicators of risk and safety. We gave
the participants the following scenario: “You are provided with a
list of users and their accesses, and you are asked to determine how
risky access to each file is. Use the knowledge you gained dur-
ing the previous tasks to determine the risk associated with each
file: (1) Francisco Lee, Director, R06; (2) Marcella Owens, Claims
Manager, R02; (3) Margaret Estrada, Customer Service Associate,
R11; (4) Alyssa Jacobs, Customer Service Manager, R09”

For each of the four user/file pairs, participants were asked to rate
the risk associated with the user having access to the file using a five
point likert scale (1= Very Safe, 5 = Very Risky). The order of the
four likert scale questions was randomized. Four user/file pairs had
different levels of risk associated with them: (1) Marcella Owens,
R0O2: Access to R0O2 caused a separation of duties violation with
R44. We expected the participants to rate the risk at 5 (High risk).
(2) Francisco Lee, RO6: Access to RO6 was given to the user during
his previous job. Also there was no previous review of the user’s
access. On the other hand, there was another user with the “Direc-
tor” job title who also had access to R06. We expected participants
to rate the risk at 2, 3, or 4, as this access was associated with both
indicators of risk and safety. (3) Margaret Estrada, R11: Access to
R11 was given to the user as part of her current job, the access was
certified twice during past reviews, and the two other users with the
same job as Margaret had the same access. We expected partici-
pants to rate the risk at 1 (High safety). (4) Alyssa Jacobs, R09:
Access to R09 was revoked from the user during a previous review,
but the user gained access again after a while. Furthermore, other
users with the same job did not have access to R09. We expect
participants to rate the risk at 5 (High risk).

6.2 Analysis

The goal of our analysis is to compare the three tested interfaces
in terms of efficiency, and accuracy.

Efficiency: We used time-to-completion (TTC) as a metric for
efficiency. To capture TTC, we automatically logged the time users
spent between starting and finishing each task. Then for each task,
we tested the following null hypothesis: H,: There is no differ-
ence between the median time to completion when using any of the
three interfaces. Hi: There is a difference between time to com-
pletions. We used Kruskal-Wallis test, which is a non-parametric
alternative to ANOVA, since we found that the time to comple-
tion was not normally distributed, and we could not normalize the
distribution using transformation. Whenever we rejected the null
hypothesis, we used pairwise Wilcox test with Bonferroni adjust-
ment to test the following three null hypotheses: (A=L) There is no
difference betweeen AuthzMap and List. (A=S) There is no differ-
ence between AuthzMap and Search. (L=S) There is no difference
between List and Search. For each test, we report the p value and
the effect size (). We also discuss the practical significance of the
difference between AuthzMap and the other interfaces by showing
the percentage of improvement or declination of median TTC over
the other interfaces.

Accuracy: We identified those critical components of each task
in which participants can commit dangerous errors. An error is dan-
gerous if it puts the system in insecure state (i.e., leaves user with
excessive privileges). For each critical component, we calculated
the total number of participants who did and did not commit the er-
ror. Then we tested the following null hypotheses: (1) (A=L) There
is no difference between the correctness of answers of AuthzMap
and List participants. (2) (A=S) There is no difference between the
correctness of answers of AuthzMap and Search participants. We
used two-sided Fisher’s exact test with Bonferroni adjustment to
test the above hypotheses.

6.3 Results

In this section, we present the results of our data analysis. First,
we provide a summary of participants’ demographics and experi-
ence. Then we present the findings of the study. In this section,
we use abbreviated condition names when presenting the results
(A = AuthzMap, L = List, S = Search). Table 2 shows the num-
ber of participants who consented to the study, attempted the study,
finished the study (received a return code for compensation), and
those who provided valid results. If participants clicked on the
consent form, we counted them as a consented participant. If a par-
ticipant at least started the background questionnaire, we counted
them as an attempted participant. If a participant completed all of
the stages of the study, we counted them as a finished participant.
Some of the finished participants skimmed through the study (our
system recorded their time to completion for certain tasks at O sec-
onds), or intentionally or unintentionally bypassed our system in
order to get to the finish page without completing all of the tasks.
We eliminated these participants, and reduced the pool of partici-
pants to a set of valid participants. We made use of data from 430
valid participants in this section.

We also tested the following null hypothesis: H,: The validity
of participants is independent from the interface they were using.
To test this hypothesis, we divided the attempted participants in
each condition into two groups: those who were valid participants,
and those who were not valid participants. Our chi-square test re-
vealed that the validity of the participants depends on the interface
(x*(2,N = 1030) = 20.424,p = 3.7e — 05, Cramer’sV =
0.141). However the effect size is small.

We show the total time needed to complete the entire study for
the valid participants in Figure 5. We tested the following null hy-
pothesis for the time to completion of the study: H,: The choice
of the interface does not impact the total time needed for comple-



Table 2: Classification of participants according to their
progress in the study

A L S Total

Consented 355 355 354 1064
Started 341 341 350 1032
Finished 190 156 151 497
Valid 174 135 121 430

tion of the study. A Kruskal-Wallis test revealed a significant ef-
fect of interface on the time to completion of the study (x*(2) =
48.033,p = 3.Te —11). A post-hoc test using Mann-Whitney tests
with Bonferroni correction showed significant differences between
AuthzMap and List (p = 4.8e — 10,7 = 0.31) and between Au-
thzMap and Search (p = 6.4e — 07,r = 0.25).
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Figure 5: Total time needed to complete the study for partici-
pants in each condition

6.3.1 Participants Demographics

In the beginning of the study participants were asked to answer
the background questionnaire. We show the overview of the partic-
ipants’ responses in Tables 3.

Table 3: Participants Demographics

A L S Total
Female 46.6% 52.6% 562% 51.2%

Gender Male 534%  474% 438%  48.8%
Less than High School ~ 2.3% 0.7% 0.8% 1.4%

Education High School, diploma 8% 126% 10.7%  10.2%

University/College Deg.  86.8% 859% 86.8% 86.5%
Professional Deg.  2.9% 0.7% 1.7% 1.9%

18-24 yearsold ~ 30.5% 259% 42.1% 32.3%

25-34 yearsold  43.7%  54.8% 39.7%  46.0%

Age 35-44 yearsold 155% 11.9% 10.7%  13.0%
45-54 yearsold  6.3% 5.9% 5.8% 6.0%
55-64 yearsold  3.4% 1.5% 1.7% 2.3%
65-74 yearsold  0.6% 0% 0% 0.2%

6.3.2 Training

Participants were asked to complete the post-training test before
proceeding to the study tasks. We summarized the number of at-
tempts to complete the test in Figure 6. The results showed that
nearly half of the participants in each condition could pass the test
in the first attempt.

6.3.3 Per Task Results

In this section, we compare three conditions per task. Table 4
shows the median time to completion of individual tasks. The re-
sult of Kruskal-Wallis test for each task showed a statistically sig-

00+ i S

\

@
]

@
3

o

Percentage of participants (cumulative)
a N
8 3

S
&

1 2 3 4 6 or more
Number of attempts to complete the test

Condition @ AuthzMap 4 List [l Search

Figure 6: Number of attempts in completion of training test

nificant difference between three conditions. Therefore, we only
show the result of three pairwise comparisons between conditions
in Table 4.

Training Task: Table 4 shows that AuthzMap improved effi-
ciency over the two other interfaces, although the effect size was
medium. In terms of practical significance, AuthzMap reduced
time to completion by about 20% compared to List, and by 25%
compared to Search. Table 5 shows the results of the accuracy
analysis. Fewer participants in AuthzMap condition committed er-
rors in identifying the last job function of the user, compared to
List condition, and in identifying the date of last access review,
compared to Search condition.

Table 5: Comparing the correctness of participants’ responses
to the training task

A L S A=L A=S
Job Title 97.1% 97% 98.3% 1 1
List of files 87.4% 80% 90.1% 0.443  1.000
LastJob 87.4% 54.1% 81% <0.05 0.738
LastReview 759% 66.7% 35.5% 0.394  <0.05

Common Review Task: Table 4 indicates that for reviewing a
single user, while the reviewer knows the files the user should have
access to, Search is the fastest interface. Yet, looking at the effect
size reveals that the size of the difference between AuthzMap and
Search is small. In other words, AuthzMap reduces the median
time-to-completion by approximately 17%, compared to list, but
increases time to completion by approximately 25%, compared to
Search. In this task participants could commit two dangerous errors
(i.e., not revoking invalid access), and we show the proportion of
participants who correctly revoked such access in Table 6. Table 6
shows that we rejected all four accuracy hypotheses, and shows that
participants in AuthzMap condition had more errors than the two
other conditions.

Table 6: Comparing the correctness of participants’ choices in
common review task.

A L S A=L A=S

Revoked R19  70.7% 86.7% 88.4% <0.01 <0.01
Revoked R10  70.1% 87.4% 87.6% <0.01 <0.01

User Comparison Task: Table 4 shows that AuthzMap improves
efficiency over the two other tasks. In terms of practical signifi-
cance, AuthzMap decreased the time to completion by about 105%,
compared to List, and by about 78%, compared to Search. The ac-
curacy analysis (Table 7) did not reject any of the accuracy null
hypotheses.



Table 7: Comparing the correctness of participants’ choices in
user comparison task.

A L S
84.5% 889% 86.8%

A=S
1.000

A=L
0.632

Revoked R13

Privilege Accumulation Task: Table 4 shows that AuthzMap im-
proves efficiency over the two other tasks. In terms of practical sig-
nificance, AuthzMap improved time to completion by about 186%,
compared to List, and by about 112%, compared to Search. Table 8
shows the result of accuracy tests. We rejected three of the null hy-
pothesis for comparing AuthzMap and List, but we did not reject
any of the hypotheses for comparing AuthzMap and Search.

Table 8: Comparing the correctness of participants’ choices in
privilege accumulation task.

A L S A=L A=S
RO6, LyndaR 86.8% 68.9% 79.3% <0.05 0.652
RO3, DerrickS  88.5% 71.9% 80.2% <0.05 04
R12, DerrickS 86.2% 71.1% 81.8% <0.05 1

SoD Violation Detection Task: Table 4 shows that AuthzMap
improves the efficiency of detecting SoD violations. In terms of
practical significance, AuthzMap reduced the time to completion
by about 218%, compared to List, and about 165%, compared to
Search.

The result of the accuracy analysis (Table 9) rejected two of the
null hypothesis for comparing AuthzMap and List, but did not re-
ject any of the hypotheses for comparing AuthzMap and Search.

Table 9: Comparing the correctness of participants’ choices in
SoD violation detection task.

A L S A=L A=S
SoD (R36,R11) 92.5% 83% 91.7% <0.05 1
SoD (R14,R00) 94.8% 859% 89.3% <0.05 0.451

Application Review Task: Table 4 shows that AuthzMap and
List did similarly in terms of efficiency, while Search did worse.
In terms of practical significance, AuthzMap reduced the time to
completion by about 35%, compared to Search. The accuracy anal-
ysis (Table 10) rejected all the null hypotheses for comparing Au-
thzMap and List in favor of List, and rejected one of the 15 hy-
potheses for comparing AuthzMap and Search in favor of Search.

Comprehension Task: Our analysis (Table 4) suggests that Au-
thzMap does better in terms of efficiency than the two other inter-
faces. It also practically improves efficiency by about 72%, com-
pared to List, and by 89%, compared to Search. This task involved
the assessment of risk for users having specific access privileges.

Table 10: Comparing the correctness of participants’ choices
in application review task.

A L S A=L A=S

Edmund], R10 82.8% 97% 785% <0.05 1
EdmundJ,R15 81.6% 96.3% 86% <0.05 1
EdmundJ], R23  81% 97% 76.9% <0.05 1
Edmund],R11  833% 97% 80.2% <0.05 1
Edmund],R22 833% 97% 785% <0.05 1
Edmund],R30 70.7% 97% 86.8% <0.05 <0.05
EdmundJ, R28 69% 97% 785% <0.05 1
NelsonM, R10  82.2% 97% 78.5% <0.05 1
NelsonM, R15  82.8% 97% 86% <0.05 1
NelsonM, R23  79.9% 963% 785% <0.05 1
NelsonM, R33  69.5% 963% 78.5% <0.05 1
NelsonM, R35  70.7% 95.6% 85.1% <0.05 0.149

JaneH,R10 833% 963% 81.8% <0.05 1

JaneH, R23  828% 97% 81% <0.05 1

JaneH,R35 713% 95.6% 86% <0.05 0.0909

The summary of participants’ responses to risk assessment ques-
tions is presented in Figure 7. We used pair-wise two-sided fisher’s
exact tests with Bonferroni correction, to test the following hypoth-
esis for each of the risk assessment: (A=L) The choice of Au-
thzMap or List does not impact the accuracy of risk assessment.
(A=S) The choice of AuthzMap or Search does not impact the ac-
curacy of risk assessment. The result of the test rejected (p < 0.05)
the all four (A=L) hypotheses, and rejected (p < 0.05) three of the
(A=S) hypotheses (in risk assessment of R02, R09, and R11).

Margaret Estrada' s access to R11

Search | 26%

100

AuthzMap | 79% D B 11%
Ust | 63% [ Ay | 24%
Search | 64% [ ] 13%% -] 22%
Alyssa Jacobs' s access to R09
AuthzMap | 14% [ % ] 7%
List | 39% [ ] 50%
Search | 30% [ ] 11:% ] 60%
Francisco Lee' s access to R06
AuthzMap | 70% I % ] 21%
List | 70% [ gy | 23%
Search | 67% [ ] 1?% B 21%
Marcella Owen' s access to R02
AuthzMap | 17% [ | 8% I 75%
List | 21% [ | 17% I 61%
-
50

0
Percentage

Response .1 (Highly Safe)| |2 (Safe) 3 (Neutral) 4 (Rlsky).s (Highly Risky)

Figure 7: Summary of participants responses to comprehen-
sion questions.

Table 4: Median time to completion (TTC) for each of the tasks (in seconds), and pairwise comparison of TTCs. The highlighted
cells show the cases where the null hypothesis was rejected and TTC for AuthzMap participants was lower than the other interface.

Task A L S A=L A=S S=L
1 Training 192.5 243.0 259.0 p <0.01,r =0.24 p < 0.01,r =0.22 -
2 Common Review 117.5 144.0 96.0 - p=0.01,r=0.10 p<0.01,r=0.14
3 User Comparison 109.5 225.0 195.0 p<0.01,r=0.45 p<0.01,r=0.37 -
4 Privilege Accumulation 89.5 256.0 190.0 p < 0.01,7 =0.50 p < 0.01,r=0.42 p<0.01,»=0.15
5 SoD Violation Detection 92.0 293.0 165.0 p < 0.01,r = 0.57 p < 0.01,r=0.35 p <0.01,r=0.39
6 Application Review 181.0 185.0 280.0 - p<0.01,»=0.34 p<0.01,»=0.33
7 Comprehension 247.5 426.0 469.0 p < 0.01,r=0.30 p < 0.01,r=0.32 -
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7. DISCUSSION

In this section, we summarize, interpret, and discuss the findings
of the user study. We first discuss the efficiency, and accuracy find-
ings. Then, we discuss the limitations of the user study, including
the use of non-expert participants, and a synthetic dataset. Finally,
we discuss the larger implications of our findings.

7.1 User study findings

7.1.1 Efficiency

In Section 6.3, we show that participants in AuthzMap condi-
tion could finish the study faster than those in two other condi-
tions. We also compared the use of three interfaces in various ac-
cess review scenarios. We showed that AuthzMap improved the
efficiency, compared to both of the other interfaces in five of the
seven tasks, and compared to one of the interfaces in the two other
remaining tasks. This finding require further discussion.

AuthzMap participants’ performance in Common Review was
not as efficient as Search, but was more efficient than List. We
can provide three explanations for this: (1) The task involved re-
viewing only one user. The additional contextual information in
the AuthzMap fisheye view could increase user’s cognitive load,
and hence reduce the performance. (2) The Search interface by de-
fault set the status of files to “certify”. This helped the participants
to change the status of two unauthorized files, and keep the rest of
the files intact. Meanwhile, AuthzMap participants had to explic-
itly set the review status of each file. These two suspected issues
provide an opportunity for further improvement. To address the
first issue, we can use the focus plus context visualization [23] to
highlight the user that the reviewer is currently working on, while
still showing the contextual information in the background (e.g.,
by highlighting the current user and fading the rest of the users).
The second possible issue was a design decision that we made in
AuthzMap to prevent reviewers from using the default option, and
rather make an explicit decision for each access privilege.

The User Comparison task was similar to Common Review, but
it involved three users with identical jobs instead of one. AuthzMap
participants did better than participants in two other conditions. We
attribute the improvement to AuthzMap’s ability to categorize, and
filter users according to their job, and then use the contextual in-
formation (access of users with the same job) to quickly find the
excessive access. Our analysis of study logs confirmed this, as par-
ticipants used the sort user feature of the AuthzMap in this task
significantly more than in other tasks. Furthermore, comparing the
TTC of this task to the TTC of Common Review shows that increas-
ing the number of participants did not impose an additional burden
on AuthzMap participants, unlike Search and List participants.

In the Privilege Accumulation, SoD Violation Detection, and Com-
prehension tasks, AuthzMap performed better than the other two
interfaces. We can attribute this to the visibility of context and
history in the interface. For example, AuthzMap integrates the em-
ployment history and access privileges, and makes it accessible to
users. The two other interfaces required participants to collect in-
formation from the HR and access review systems, and perform a
mental process to formulate the relationship between access control
and employment data. Additionally, AuthzMap integrated the SoD
policy information with the existing access control data, and helped
users quickly identify and resolve the SoD violations. Participants
in two other conditions had to use an SoD catalog. Therefore, they
needed to mentally associate the policy with the access control data.

In Application Review task, AuthzMap participants performed
similar to List and better than Search. This is an expected result
as both List and AuthzMap clearly integrate information about the
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application in the interface, but Search participants had to use the
auxiliary application catalog to find the files related to a certain
application.

7.1.2  Accuracy

In Section 6.3, we report that AuthzMap participants achieved
more accurate results than the other two interfaces in only one task.

Accuracy results of Common Review task were unexpected. Au-
thzMap participants committed significantly more errors than par-
ticipants in two other conditions. Examining the data closely shows
many of these participants committed identical errors. After further
investigation, we realized that AuthzMap’s detail interface showed
the user had accumulated privileges from a prior job. And a subset
of participants who received the Privilege Accumulation task be-
fore Common Review, did not use the information in File Catalog,
but rather did access review based on what they learned from Priv-
ilege Accumulation (about 15% of the participants in AuthzMap
condition). This was our mistake in designing task data, and we
should have controlled the privilege accumulation in the policy for
this task. If we count the correct answers from the participants who
looked at the task from privilege accumulation perspective as valid,
there is no statistically significant difference between three condi-
tions in accuracy.

Accuracy results for “User Comparison” task do not show a dif-
ference between three conditions. These results suggest the in-
crease in efficiency did not impact the accuracy of participants in
AuthzMap condition.

For two tasks that required decision making in uncertain con-
ditions, Privilege Accumulation and SoD Violation Detection, Au-
thzMap positively affected accuracy, compared to List but not Search.
These two tasks required contextual information that unlike Au-
thzMap was not integrated in List and Search interfaces. Search
participants did surprisingly well in the collection and integration
of the context with the information available in the interface but not
the Lits participants. One explanation for this observation is that
the List interface contains redundant information that could men-
tally overload users. On the other hand, Search is rather straight-
forward, and while it requires user to spend more time collecting
and integrating information, it does not reduce the accuracy.

Accuracy results for “Application” task were rather surprising.
AuthzMap and Search participants produced less accurate results
than List. While we expected the List participants to do better than
Search (List clearly showed the application associated with each
access privileges, as one of the columns in the list of privileges), we
expected AuthzMap to perform as good as List. Further looking at
the participants errors, we did not find any patterns or evidence that
participants committed mistakes rather than slips. There are three
possible explanations of such slips: (1) The names of the applica-
tions were presented in a small text, and it was rotated 90 degrees.
Prior research shows that text rotation can have a negative impact
on human cognition, and requires mental rotation, before a human
can recognize an object [18]. To address this, we can use slightly
less rotated text (e.g., 45 degrees), as it is shown that rotation is
positively correlated with cognitive load. (2) Complexity of the
grid: to complete the task, users had to recognize the file related to
an application (located in columns of the grid), and then check the
target user for having access to the file. This process can be prone
to errors due to the proximity of grid cells. To address this, we can
utilize the focus plus context visualization [23], by allowing users
click on the column to focus on a specific file.

Unlike other tasks, AuthzMap participants provided more accu-
rate responses to three of the four questions in the Comprehension
task. We expected this result, as participants in other conditions



should have used multiple information sources to complete the task,
and they needed to build the correct model of the policy in their
memory. Yet, AuthzMap participants could see the complete pic-
ture of the policy. The only question that we did not see a signif-
icant difference between AuthzMap and both conditions was the
assessment of R0O6 risk, which we did not see a difference between
AuthzMap and Search. R06 could be both safe or unsafe, there-
fore, we expect participants not to choose highly safe or highly
risky. Further look at the graphs in Figure 7 shows that Search par-
ticipants assessed R06 and R11 (which was highly safe) similarly.
However, AuthzMap participants assessed R06 rather differently
from how they assessed R11. This suggests that maybe Search
participants naively chose unsure responses, but AuthzMap partic-
ipants made a more informed choice.

7.1.3  User Study Limitations

Ideally we would have evaluated AuthzMap by asking managers
to use AuthzMap to review access of actual users in their company.
But our experience from this study, and our past field studies [3]
suggests that conducting a field experiments in real organizations
is extremely difficult. In this study, we faced challenges similar to
those discussed in [31]. First, AuthzMap is a prototype, and inte-
grating it with real access management systems in organizations is a
software engineering challenge. Second, asking managers to bud-
get time for evaluating AuthzMap is challenging, particularly be-
cause access review is not their day-to-day task. Third, AuthzMap
requires identity and access control data, which are commonly con-
sidered extremely sensitive. Our experience shows that even get-
ting permission to conduct an interview requires approval from the
legal department of a large company, as well as multiple managers,
let alone conducting experiments using the sensitive data.

Due to the above challenges, we adopted an approach similar
to [31], and conducted a set of during-design, exploratory studies
before committing to a costly field study. First, we received feed-
back on AuthzMap from a large domain expert audience (employ-
ees of our industry partner). We also had two small group discus-
sions with the engineering team, and usability team of our indus-
try partner. Second, we conducted 12 heuristic evaluation sessions
(using Nielsen [25] and ITSM [17] heuristics) with independent us-
ability experts to identify usability issues with AuthzMap, and fur-
ther improved the interface. Third, we conducted a lab study (Sec-
tion 6) with non-domain experts to further evaluate the interface
and compare it to existing systems. Sedlmair et al. [31] showed
that conducting during-design experiments could be very helpful
and lead to tools with higher usability, and eventually become a
major reason for the tool being deployed in the field. Therefore,
we conducted an exploratory study with MTurk participants to be
confident that the tool does not have obvious usability problems,
and fares well against existing systems.

The next step in evaluation would be to conduct an in-depth long-
term case study [32] in an organization, by integrating AuthzMap
with existing access management systems, asking managers to use
AuthzMap, and then get qualitative feedback on the impact of Au-
thzMap. Such a field study can show if the tool will be adopted
by managers, and could increase the effectiveness of conducting
access reviews.

We used an automatically generated dataset. Using a real-world
dataset was not feasible, as there are very few real-world enter-
prise access control data sets available to the research community.
We examined five common datasets used regularly by access con-
trol community such as: americas_small, apj, healthcare, domino,
firewalll and firewall2 [11]. These datasets only contained lists of
users, permissions, and user-to-permission assignments. Our study
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required contextual data, such as users’ job, employment history,
access history, and review history. Adding meaningful context to
existing datasets was not possible, therefore, we elect to generate a
dataset that best matched our interview study findings.

7.2 Implications Beyond Access Review

Our field study findings have larger implications than just under-
standing access review activity. Our findings suggests that while
access control policies are usually composed of users, roles, and
permissions, these three components are only parts of a larger con-
text, and they evolve and change over time. Therefore, a snapshot
of a user’s access privileges does not provide a complete picture of
access policy. We further determined the context of a users’ access
privileges, which includes other users’ access, other policies that
impact such access (such as SoD policies), user’s job, and other
stakeholders involved in the access control decisions, such as those
who requested or approved the user’s access. We also demonstrated
that access control policies evolve over time, and identified users’
job, access privileges, and previous reviews as important historical
artifacts. Although our focus was on access control in large orga-
nizations, the concept of context for access control policies is still
applicable to access control in other domains such as file systems,
multimedia, etc. We should note that each domain should be stud-
ied separately, as the contextual information for enterprise domain
(such as job or approval workflow) may not be applicable in other
domains. For example, findings by Vaniea et al. [36] suggest that
proximity of access control displays and photos helps users notice
and correct access control errors. In this case, the photo (visual
representation of the asset) is a part of the access control context.

The design of AuthzMap can serve as an example of how the
contextual information can be integrated with access policy in a
user interface, and our user study suggested that the design was
successful. Furthermore, such integration will improve efficiency
of accessing contextual information, and in complex decision mak-
ing processes (such as Comprehension task in our study) can im-
prove better understanding of policy, and therefore, facilitate mak-
ing more accurate decisions. Our study results also suggest that
showing context could increase the complexity of the interface and
in few occasions could negatively impact the accuracy or efficiency.
Therefore, we suggest improvements such as focus plus context vi-
sualization [23] to alleviate those conditions.

8. CONCLUSION

In this paper, we studied how access policies are reviewed in
large organizations. We then identified a set of five challenges that
organizations face during access review, and suggested four design
goals to deal with those challenges. We then realized the design
goals by building AuthzMap, a novel user interface for reviwing
and making sense of access policies in organizations. We then con-
ducted an exploratory user study with 340 MTurk participants to
compare the use of AuthzMap to two of the existing access review
systems. Our results show that AuthzMap improved efficiency of
access review in five of the seven, and accuracy in one of the seven
tasks. Our goal for designing AuthzMap was to address five chal-
lenges identified during the field study, and our results show that for
those tasks that involve identified challenges, AuthzMap improved
the efficiency, and in one task accuracy. The bigger HCI implica-
tions of this work are exploring the importance of context in access
control, and proposing an effective approach for integrating con-
textual information in access control interfaces. As the next step,
AuthzMap should be deployed in a real organizational setting, and
its impact should be evaluated in a field study.
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APPENDIX

A.

INTERVIEW GUIDE

A.1 Organizational context

A.1.1 General Information about Interviewee and Or-

ganization

What is your position?

Background: What is your IT/Security education/path?
Can you briefly describe your organization? (size, sector)
Describe security management within your organization

— Who is responsible for security within your organiza-
tion?
— What is the security management model (centralized, dis-
tributed, etc.)? (With little help to the person)
Can you describe the security policies in your organization
(also probe for participant’s role)
— What formal (official, written) security guidelines/ poli-
cies/ architectures/ models are in place?

What is done in practice? (To see if the policy is com-
pletely enforced)

What is the process for developing policies?
— How are policies communicated?
To whom are policies communicated?
— How are security-related policies enforced?
What security risks/challenges do you perceive to be impor-
tant for your organization?
— What are the security risks or challenges in your organi-
zation?
— What security incidents has your organization experienced
as a result of these risks/challenges?
— To what extent these incidents relate to access and iden-
tity management?
— Are there security incidents or risks that are least prior-
ity?

A.1.2 Activities

What are your responsibilities within the organization? (get
overall, lead into security specific activities)

— Actual duties/ official duties (Let them talk, probe any-
thing not on list to confirm that omissions are true nega-
tives)

Manage identities and accesses

Perform and respond to security audits on the IT infrastruc-
ture?

Develop security policies?

Design and revise security services or projects?
Implement security controls?

Solve end user security issues?

Educate and train?

Respond to security incidents? (Skills, knowledge and strate-
gies, resources (tools) used)

Mitigate new security vulnerabilities?

Prioritization (typical day)

A.2  Questions about Access and Identify Man-
agement (AIM) Process

A.2.1 AIM process (general)

e What do you consider to fall under the definition of access
and identity management?

e What is the current process within your organization?
— Activities? (policies, managing access, managing identi-
ties, audit, compliance, trouble shooting)

e Stakeholders? (management, HR, IT, security, employees,
customers, external organizations...)

e What is your role?

e Knowledge required

e Importance?

e Frequency?

e [s it supported by tools?

e Can it be automated or supported better by the tool?

e How was this process before adopting an IdM solution ?
A.2.2  Compliance

e [s the organization required to comply with any standard?
Which standard?

e What is the role of IDM solution in your compliance with the
standard?

A.3 Probing specific activities (depends on their
role)

A.3.1 Managing accesses and identities

e Can you describe the lifecycle for managing accesses and
identities? (From creation to destruction of an identity)

e Which parts of this lifecycle is supported by your IdM sys-
tem?

e How you manage changes in user status? (extending access
for a user, changing access, discontinuing access)

e How frequently you face exceptions in setting up accesses and
how you handle them? (For example: Employees should nor-
mally access X but not Y. But for a specific case you should
temporarily provide access to an employee to Y.)

e How complex are the policies and how do you handle com-
plexity?

— Number of users? Number of resources? Number of
roles? Number of access rules (E.g. Role X has access Y
to resource 7))

e Are there any cases that you don’t want system access to be
controlled by your IDM solution?

A.3.2 Entitlements

e Can you give us a definition for entitlement ? Can you give
us examples from your organization?

e How entitlements are managed in your organization ? Is there
a process in place?

e What stakeholders are involved in determining the meaning
of an entitlement and deciding about associating entitlements
to users ?

e What is the process of checking if users are assigned to a cor-
rect set of entitlements?



A.3.3 Audit

How can you make sure that the correct access rights are set
for the intended person? (that the policy is implemented cor-
rectly)

What is the process for identifying and removing the unused
or discontinued identities and accesses?

Do you have any formal audit procedure in place? If so, de-
scribe?

Is there any legislation that require your organization to per-
form audit ?

A.3.4 Role Management

How do you create roles in your organization? (define busi-
ness responsibilities as roles and association of roles to enti-
tlements?

How frequently roles are changed or added?
How do you perform “role engineering” in your system?
— What is difficult/easy about it?
— What approach do you use (top down, bottom up, hy-
brid)?
What stakeholders are involved in the process of managing
roles?

What tools do you use for managing roles?

A.3.5 End-user experience

What are the ways of accessing the system for users? Is there
just one, or many (different usernames, different portals, etc)?

Can you recall any end-user complaints relating to the IdM
solution?

Is it possible for users to manage access?

How do the end users understand the configuration imple-
mented by security practitioners? How can an end-user know
which resources he has access to?

— Does the tool give feedback?

— Do you need to provide explicit knowledge? (For ex-
ample about how they can find-out their access rights,
changing their personal information (password, etc.))?

— Do end-users need to be aware of their access rights or
policy at all?

Do you think the end-user experience has changed after adop-
tion of IdM system ?

A.3.6  Troubleshooting

How frequently you deal with problems that require trou-
bleshooting?

Can you give an example? (get details: collaboration?, blow-
by-blow account)

While performing troubleshooting, what is the magnitude of
information that you work with? (means logs about accesses)
Do you cut things or prioritize because of the volume of in-
formation?

A.3.7 Archiving

What kind of activities/incidents/interactions/communications
do you document and how?

Is there a need for recording/archiving of communications?
In what circumstances?

A.3.8 Reporting

Describe the reports that you generate that are related to ac-
cess and identity management.

For whom do you generate these reports?
How are your reports used?

What tools do you use to help compose and send your I[dM
reports?

Do you generate reports for different people? Who?

If you compose different kinds of reports (different content,
different level of granularity) for different people, is it easy
for you to compose different kinds?

What makes it easy or tedious?

Do any of your report help you prioritize? What information
helps? Where does it come from?

A.4 Questions about Access and Identify Man-

agement (AIM) Technologies

What is your definition of an ideal IdM solution? (Solution
that manage accesses, control digital identities, enable check-
ing who did what and who granted the access, checking the
compliance of the system)

Do you currently have such solution?
Which parts exist in your current infrastructure?

What are the driving forces for adopting IdM technology in
your organization ?

A.4.1 Purchasing/Evaluation

‘What was the process for selecting the IdM tool in use?

— What stakeholders are involved in the process?
— How did you evaluate the competing tools?

What features do you look for in a tool? Which features are
available in your current tools?

What properties to you wish for in your tools? (quality, user
interface, performance, service, vendor reputation).

A.4.2 ool deployment

What are the pre-requisites for deploying an IdM solution? I
mean should any specific business processes in place? Should
any technological infrastructure be in place? Is there any
training required? Is there any kind of knowledge required?

Who are the people involved in the IdM deployment? I mean
is there any relation for example with managers, end-users, or
external organizations?

‘What are the difficulties in deployment of the product?

Do you need to customize out of the box identity and access
management tools to meet your needs? If yes, can you de-
scribe the process for that?

Do you need to integrate any of your existing systems (Databases,

Terminals, Web Applications, etc.) with your IdM solution?
Does the solution perform this automatically?

Do you have any recommendations for improving deploy-
ment process?



A.4.3 Tool maintenance e How do they know that the information and your communi-

cation is understood?
e What maintenance tasks do you perform to keep the IdM so-

Jution running and who is responsible for them? e How people understand each other while communicating and

how they make sure and let each other know that they under-
e How much technical knowledge and effort do they need to stood each other?

maintain the solution? . . . .
e Can you give us an example of misunderstanding during com-

e What is the process of updating or changing your IdM solu- munication with other stakeholders about IdM?

ion? o . . .
tion” e When is it necessary to interact with people outside of the

A.4.4 Tool Use organization?

e How do you use tool X and what do you like/dislike about
it? (if possible, get them to show the interface and probe their
view of the functionality/usability afforded by the tool. Try to
take photos or draw sketches from what the show.)

e In addition to tools that are part of your general IdM infras-
tructure, are there any other tools used for the various IdM ac-
tivities? (i.e., excel sheet for creating reports related to IdM)

e Are there any tools do you no longer use? (why?)

e What is the most error prone part of your identity manage-
ment solution?
— How do you find out that a tool has made an error?
— What do you do to recover from errors?

A.5 Working/Dealing with other stakeholders
A.5.1 Collaboration

e With whom do you interact during IdM activities? What are
the circumstances?

e Do you need to Co-ordinate your work with other people?

— Do you need to delegate some part of an IdM task to
other people? Do you need to work with other people in
order to accomplish an IdM task?

o What is your relationship with other people who are responsi-
ble for identity management? How closely do you work with
them?

e Do the people who manage accesses or identities have knowl-
edge about computer security? Do they know whether or not
risks are involved in what they do? Do they understand these
risks?

— Tools to facilitate awareness: Do you use any tools to
support awareness of activities of others (workflows, shared
calendars, shared to-do lists, whiteboards)

— Does the IdM tool provide any support for activities which
require collaboration?

A.5.2  Communication and Common ground (negoti-
ating a shared understanding?

e What type of information do you need to share?

e Are there new issues that arise through your on-going experi-
ence with IdM which are necessary to communicate to others?

— How are they communicated? (Can give example of Doc-
uments, Wikis, or SharePoint )

— Is your IdM tool integrated with any of these communi-
cation channels?

— Do you use specific terminology to communicate with
other people involved in IdM activities?



B. DETAILED DESCRIPTION OF AUTHZMAP, LIST, AND SEARCH
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Figure 8: Level one of the AuthzMap interface. We used the notion of files in the user study, but eventually columns in the grid
indicate roles, permissions, files, or any other type of entitlements.
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Figure 10: Level one of the List interface. The original interface used the notion of “entitlements”, but we changed it to files for the
purpose of the user study.
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Figure 12: Level one of the Search interface. The original interface used the notion of ‘“Roles”, but we changed it to files for the
purpose of the user study.
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Figure 13: Level two of the Search interface.

20



