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Why are users accounts valuable?



User accounts are assets

Average MAU” in Facebook (Millions)**

Rest of World 1,155 1,189
B Asia 1 056 1,110
B Europe 1,007 !
955 362
I US & Canada - 901 “04 327 346
800 268 288

207 225

Q3'11 Q4'11 Q1'12 Q2'12 Q312 Q4'12 Q1'13 Q2'13 | Q3'13

1.2 billion MAU in Q3’13

* Monthly active user (MAU): The basic user metric in Facebook
** Facebook Quarterly Reports, Facebook Investor Relations: http://investor.fb.com




User accounts generate revenue

Average revenue per Facebook user*

B Payments

Bl Advertising $1 72

$1.60
$1.54

s20 ol 135 5019

5018 $0.20
$1.41
$1.11 e $1.15

Q3'12 Q4'12 Q1'13 Q2'13 Q3'13

/
2 billion US dollars in Q3’13

* Facebook Quarterly Reports, Facebook Investor Relations: http://investor.fb.com




How many user accounts are fake?



Fake accounts are rising

Undesirable* accounts in Facebook (Millions)**

143.9
Duplicate
B Fake (Benign)
B Fake (Malicious)
86.6 87.6 83.2 93.9

76 79

47.8 48.3

55.5 57.8

52.8
23.9 24.2
Le 1.4 9.5 10.0 10.4 i
Q2'12 Q3'12 Q4'12 Q1'13 Q2'13 Q3'13

50 million fakes in Q3’13

* Undesirable Facebook accounts include both duplicates and fake accounts (worst case estimates)
** Facebook Quarterly Reports, Facebook Investor Relations: http://investor.fb.com




Fake accounts are rising

Undesirable* accounts in Facebook (Millions)**

143.9
Duplicate
B Fake (Benign)
B Fake (Malicious)
93.9
86.6 87.6 79 83.2
76
47.8 48.3
o~ 55.5 57.8
23.9
=N
14.9 15.1 9.5 10.0 10.4
Q2'12 Q3'12 Q4'12 Q1'13 Q213

17.4 thousand fakes per hour on average

* Undesirable Facebook accounts include both duplicates and fake accounts (worst case estimates)
** Facebook Quarterly Reports, Facebook Investor Relations: http://investor.fb.com




Why are fake accounts harmful?



Fake accounts are bad for business

‘13;’ CBCNEewWsS |Technology & Science
Facebook shares drop on news of fake accounts

‘!' 83 million accounts false or duplicates, company reveals
CBC The Assosited Press

“... It advertisers, developers, or investors do not perceive
our user metrics to be accurate representations of our user
base, or if we discover material inaccuracies in our user
metrics, our reputation may be harmed and advertisers
and developers may be less willing to allocate their
budgets or resources to Facebook, which could negatively
affect our business and financial results...”

Posted: Aug 03, 2012 10:47 AMET | Last Updated: Aug 03, 2012 2:11 PMET




Fake accounts are bad for users

OSNs are attractive medium for abusive content®

% €= (C&C channel

Bot master

of

Bot herder

Online social network [~

Free infrastructure to steal data, spread malware & misinform

* Boshmaf et al. Design and analysis of a social botnet. Computer Networks, 2013. 0



Bad for users is bad for business

PCWorld

APRIL 08, 2013

Your Facebook friends may be evil bots

Computer scientists have unleashed hordes of humanlike social
bots to infiltrate Facebook -- and they're awfully effective

By Eagle Gamma | InfoWeorld

Koobface virus hits Facebook

An e-mail lure and a fake Adobe Flash update request could load a nasty
virus on your PC.

by Robert Vamosi | December 4, 2008 4:36 PM PST

'Socialbots' Invade Facebook:
Cull 250GB of Private Data

By John P. Mello Jr, PCWorld Nov 2, 2011 2220 PM | =»
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What’s the role of fake accounts
in today’s underground economy?



Fake accounts are market enablers

n
"6 Phrama/Replica FakeAV Click Fraud Banking Theft —
=) =y
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e —~+
A Spamming Banking
botnets Trojan
Exploit kit o -
PPI services XpIOIL XIS phjshing Kits .
Packers Traffic %
SEO kits Direction g
o,
Accounts %
<
Keys to many Hosting
walled gardens”

Infrastructure

* Thomas et al. The role of the underground market in OSN spam and abuse. Usenix Security, 2013. 3



Fake account are profitable “commodity”

Prices from BuyFccs.com

CEPBMC PETMCTPALIMA AKKAYHTOB

Price per Thousand

Hotmail.com, resale* $2.00
Hotmail.com $4.00
Yahoo $6.00
Twitter $20.00
Google (PVA)** $100.00
Facebook (PVA)** $100.00

Already a multi-million dollar business

* Resale indicates account was previously used in another activity
** Phone Verified Accounts: A fake account verified by a text challenge-response using a cell phone
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How do OSNs fight against fakes?



Threat model

Attackers can create and control fakes in a botnet-like fashion

Account at Fake
low risk account

Strong tie ~ ------- Weak tie

Attackers first infiltrate the OSN then mount subsequent attacks



Fake-centered security paradigm

Detect fake account by identifying what “fakeness looks like”

\
~
~
Fake
account

Strong tie  ------- Weak tie

Defined by anomalies in social content or structure



Feature-based detection

|dentifies suspicious accounts using supervised machine learning

Feature Offline
Extraction Training &

& Selection || Testing

Fake
Accounts

Features
Database

Trained
Classifiers

Online: Suspicious
Classification Accounts

Relies on features extracted from real and fake accounts

Sparse
Feature
Vectors

User Data
& Logs

Sampling

* Stein et al. Facebook Immune System. EuroSys SNS, 2011



Which features to use?

Interactions?

Pictures?

Friends?

Ed wall
7 info
Photos
:l Motes
A0 Friends

E subscriptions

[a Amanda Nelson Find Friends Home Unfriends * -~

Amanda Nelson

@ Worked at Maine South High School # Studied at Central Maine Community College & Lives in

Brunswick, Maine # From Brunswick, Maine B3 Born on February 18, 1993 # Edit Profile

—

.

# Edit Profile || View As... |

[=] update Status Add Photo [ Video

What's on your mind?

People You May Know See All

Melanie Bryant
47 mutual friends

W ik Add Friend

Ed

= Nick Alvarado
) i: 43 mutual friends
O ¢f, Add Friend

Friends (84)

Tiffany Fraser

Jamie Leigh Duf ..

Matt Chart
Brunswick Higt

Chris Mckenney

Lauren Ashley
happpy birthday

Like - Comment * See Friendship - February 18 at 1:1

Lawrence Wing Amanda I am self assured this is a video of you at

"o http:/fwww.facebook, com/apps/application. php?id=18614481
4822408 Bxnjpzojjjegjxnx %e2Fyxkddakjughuloculvezr it seems like
you're dancng in it?? LMAC who posted it?? it looks sad

673910854

March 2 at 9:46pm - Like - Remove Preview

Write a comment...

Amanda Nelson

Rugby World Cup 2011: New Zealand vs Tonga Rugby LIVE
\, AT:http://tinyurl.comlive2day Totally For Free! No Survey, No Sign up
% Needed. Dont forget to like this website on facebook!!1

Sponsored See All
™ Chris Mckenney, Cameron Dayne
Hampton and Lawrence Wing like
Walmart,
Walmart
e Like

Caithyn Erin Baker, Caroline
| Hinckley and 5idn Riebe like Macy's.

. T4
) 2 Like

= Caitlyn Erin Baker and Carcline
Hinckley like Louis Vuitton.

Louis Vuitton

£ Like

Posts?

Triadic
closure?

Ad
clicks?
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|s this account fake or real?



Fake accounts = real accounts

Interactions?

1 3
facebook 1‘_ L!! Search Ea Amanda Nelson Find Friends Home Unfriends * -~

Amanda Nelson 2 G Profic || View A | Triad iC

@ Worked at Maine South High School # Studied at Central Maine Community College i Lives in
Brunswick, Maine # From Brunswick, Maine B Born on February 18, 1993 # Edit Profile

i ¢ ¢ v - People You May Know See Al CI OS u re ?
ani
- i \ " ] ili:::.iﬁa-ri::;:

) <L Add Friend

[

Pictures?

[=) update Status Add Photo / Video

Phatos Nick Alvarado
] Motes What's on your mind? ': 43 mutual friends
L o il Add Friend
A0 Friends
Subscriptions Lauren Ashley Sponsored See All
happpy birthday ™ Chris Mckenney, Cameron Dayne
Friends (84) Like - Comment - See Friendship - February 18 at 1:14pm - ¢ | Hampton and Lawrence Wing like
Walmart.
Tiffany Fraser 3 Lawrence Wing Amanda I am self assured this is a video of you at
P- ! o http:/fwww.facebook, com/apps/application.php?id=18614481 Walmart
ij 4822408 &xnjpzcjjjegjxnx ¥ 2F yxkddakjughuloculvezr it seems like & Like
you're dancng in it?? LMAC who posted it?? it looks sad '

Hinckley and 5i&n Riebe like Macy's.

C.a rrie _Con.n o:s_ * Macy's
: Brunswick High Sch.. & Like
A

. y Jamie Leigh Duf...
F rl e n d S ? H e e i Caitlyn Erin Baker, Caroline

£ Like

=

March 2 at 9:46pm - Like - Remove Preview MOCYs ! d
Matt Chart I
High Sch.. Write a comment. .. Caitlyn Erin Baker and Caroline
- Hinckley like Louis Vuitton. I . k ’?
Chris Mckenney Amanda Nelson ! ?. Louis Vuitton -

Rugby World Cup 2011: New Zealand vs Tonga Rugby LIVE
| AT:http:/ftinyurl.com live2day Totally For Free! No Survey, Mo Sign up
Needed. Dont forget to like this website on facebook! 1

s

Posts?

* Barreno et al. The security of machine learning. J. on Machine Learning, 2010 >



How to build a ground-truth?

Analysts verify suspicious accounts and update ground-truth

Fake
Accounts

Feature-
based
Detection

Suspicious
Accounts

User Data
& Logs

Manual Analysis

2
‘ Re CAPTCHA

Abuse Mitigation

Roadblocks to “quarantine” highly-suspicious accounts

* Stein et al. Facebook Immune System. EuroSys SNS, 2011



How to build a ground-truth?

Internet crowds verify suspicious accounts to update ground-truth

User Data
& Logs

Feature-
based
Detection

Suspicious
Accounts

OOOOO

Crowdsourcing

Fake
Accounts

2
‘ reCAPTCHA

Abuse Mitigation

Roadblocks to “quarantine” highly-suspicious accounts

* Wang et al. Social Turing Tests: Crowdsourcing Sybil Detection. NDSS, 2013



[] Proactive protection

M Near real-time responses
M Scales to millions of users
[1 Hard to circumvent

[ Accurate detection

[] Provably secure

What else can we do?



Graph-based detection

|dentifies suspicious accounts using (network) graph analysis

Ranking
& Sorting

Threshold
Estimation

Social
Graph

Suspicious
Accounts

N

Seed
Selection » l

Manual Analysis

Local
Community
Detection

N
—
Fake
Accounts

5
‘ re CAPTCHA

Abuse Mitigation

Relies on the structural properties of real and fake accounts

* Boshmaf et al. Graph-based Sybil detection in social and information systems. ASONAM, 2013.



Which structural properties?

Attack edges

~ - -~
Real accounts Fake accounts
subgraph subgraph

Find a (provably) sparse cut between the regions

* Spielman et al. Nearly-linear time algorithms for graph partitioning, graph sparsification, and solving linear
systems. ACM Theory of computing, 2004. 26



What about real-world graphs?

User account

A Facebook community of 2,991 user accounts

27



Is the community infiltrated?



No sparse cut = no fake accounts

29



But users are easily deceived...

ed denotes fake

R

Black denotes real

30

When bots socialize for fame and money. ACSAC, 2011.

* Boshmaf et al. The socialbot network



ived...

ily dece

But users are eas

~12 attack edge
per fake account

Clique of 65
fake accounts

31

When bots socialize for fame and money. ACSAC, 2011.

* Boshmaf et al. The socialbot network



[] Proactive protection

[] Near real-time responses

M Scales to millions of users

[] Hard to circumvent

M Accurate detection (conditional)
M Provably secure

Can we do better?



Victim-centered security paradigm

Detect fake accounts by first identifying their (potential) victims

Account at Fake
low risk account

Strong tie ~ ------- Weak tie

This leads to a more resilient defense mechanism (epidemiology?)



SybilPredict in a nutshell

Predicts victims who (are likely to) have attack edges with fakes in O(n logn) time

Feature-
User Data based Potential Victim
& Logs Detection Victims Accounts

Security Advice

Pros: Cons:

Proactive protection Doesn’t identify fakes

Near real-time responses Introduces usability problems
Scales to millions of users Not provably secure

Hard to circumvent



SybilPredict in a nutshell

Embeds predictions into graph to identify suspicious accounts in O(n logn + m) time

Pros: Ccons:

Scales to millions of users Retroactive detection

Hard to circumvent Batch processed
Accurate detection c

Potential re CAPTCHA

Victims
Abuse Mitigation

Provably secure

Graph-
based
Detection

Fake
Accounts

Suspicious
Accounts

Social
Graph

Manual Analysis

Uses short random walks biased against identified victims to rank users



SybilPredict in a nutshell

Uses distributed machine learning and graph processing infrastructure

Abuse Management

Feature-
User Data based Potential Victim
& Logs Detection Victims Accounts

~—

e
———
i Graph- o Victim
Social based Suspicious Fake Account
Graph Detection Accounts Accounts Extraction

ahout

Manual Analysis

Runs in O(n logn + m) time end-to-end

“ (]
L1
R
Sa 5
() »®,
[ 2
P 40" L%
g LSBT



We claim SybilPredict is:

M Proactive protection

M Near real-time responses
M Scales to millions of users
M Hard to circumvent

M Accurate detection

M Provably secure



Challenges and research directions

5th USENIX Workshop on Large-Scale Exploits and Emergent Threats
Botnets, Spyware, Worms, New Emerging Threats, and More

LEET “12

SAN JOSE, CA

SPONSORS

General Sponsor

Go g[e

TWITTER
Tweets W Follow
‘v USENIX 20 Mar
s Association
Busenix

Deadline approaching for

* Boshmaf et al. Key challenges in defending against malicious socialbots. Usenix LEET, 2012

g Against

Home » Key Chall in @
Key Challenges in Defending Against

Malicious Socialbots

o Tweet O g4 2

CONNECT

Open access to the papers is sponsored by USENIX.

Authors: Yazan Boshmaf, lldar Muslukhov, Konstantin Beznosov, and Matei Ripeanu, University of British Columbia

Open Access Content

Paper content is restricted to registered attendees until the event begins. Once the event begins, the content becomes free and

open to everyone.
Boshmaf POF S View the slides BibTex

Abstract:

The ease with which we adopt online personas and relationships has created a soft spot that cyber criminals are willing to

exploit. Advances in artificial intelligence make it feasible to design bots that sense, think and act cooperatively in social

settings just like human beings. In the wrong hands, these bots can be used to infiltrate online communities, build up trust

over time and then send personalized messages to elicit information, sway opinions and call to action. In this position paper,

we observe that defending against such malicious bots raises a set of unique challenges that relate to web automation, online-

offline identity binding and usable security.



More info?

Fork or clone SybilPredict now: https://grafos.ml

gra 0S

All you can Eat Giraph.

On-going deployment at ﬂtuenti

For SybilPredict technical report, please email at boshmaf@ece.ubc.ca




Details: Example & prelim results



How does it work?

Cut size = |E,| =3
|

Sybil region

|
1
!
!

|

|

1
Non-Sybil region \
|



Graph-based detection fails now

Cut size = |E,| =10

Idea: Artificially prune attack edges based of victim prediction



Victim prediction

43



Victim prediction

#Friends #Photos #Posts Victim?
1 54 22 0
Feature vector Target variable

Q Trusted
’ Inspected
’ Victim
’ Not-victim

TP TN FP FN




Victim prediction

#Friends #Photos #Posts Victim?
4 42 33 0
Feature vector Target variable

Q Trusted
’ Inspected
’ Victim
’ Not-victim

TP TN FP FN




Victim prediction

#Friends #Photos #Posts Victim?
6 512 1024 1
Feature vector Target variable

Q Trusted
’ Inspected
’ Victim
’ Not-victim

TP TN FP FN




Victim prediction

#Friends #Photos #Posts Victim?
5 476 688 1
Feature vector Target variable

O Trusted
‘ Inspected
‘ Victim
‘ Not-victim

TP TN FP FN




Victim prediction

#Friends #Photos #Posts Victim?
4 564 o 2033 1
Feature vector Target variable

O Trusted
‘ Inspected

TP N FP FN




Victim prediction

#Friends #Photos #Posts Victim?
3 2066 2 766 0
Feature vector Target variable

O Trusted
‘ Inspected

TP N FP FN




Victim prediction

#Friends #Photos #Posts Victim?
2 32 e 58 0
Feature vector Target variable

O Trusted
‘ Inspected

TP N FP FN




Victim prediction

#Friends #Photos #Posts Victim?
2 32 e 58 0
Feature vector Target variable

O Trusted
‘ Inspected

TP N FP FN




Victim prediction

FPR =8.3%, TPR = 75%

TP N FP FN




Malicious account detection

Assigns weights to edges based on victim predictions

High =1 m—
‘ Inspected
Medium<1 =
@ vicim Low = 0.1

Cut size = vol(E,) =1.9

Penalizes relationships of identified victims (low edge weights)

53



Malicious account detection

Ranks accounts by degree-normalized landing probabilities of a short random walk

High=1 m—
Medium <1 =——

Low = 0.1

Real accounts = similar ranks but malicious accounts = significantly smaller ranks



Malicious account detection

Landing
probability

Step

Landing
probability

2 3 4 5 6 7 8 Total
0 0 0 0 0 0 0 1

High=1 m—

Medium<1 =——

Low=0.1 ——

10 1 12 13 14 15 16 Total
0 0 0 0 0 0 0 0

55



Malicious account detection

Landing
probability

Step

Landing
probability

2 3 4 5 6 7 8 Total
0.4545| | 0.4545|| 0.0455| | 0.0455 0 0 0 1

High=1 —

Medium<1 =——

Low=0.1 ——

10 1 12 13 14 15 16 Total
0 0 0 0 0 0 0 0

56



Malicious account detection

Landing

probability

Step

Landing

probability

Early-terminates the random walk after O(logn) steps

1 2 3 4 5 6 7 8 Total
0.388 (| 0.1515(|0.2273 || 0.0319(( 0.0228| | 0.0046| | 0.1515|| 0.0046 ~0.98
High=1 —
Medium <1 =

Low=01 ——

9 10 11 12 13 14 15 16 Total
0 0.0092| (0.0046| | 0.0046 0 0 0 0 ~0.02




Malicious account detection

1 2 3 4 5 6 7 8
0.1764((0.0758( | 0.0758 || 0.0319(| 0.0228| | 0.0046| | 0.1515|| 0.0038

Normalized
probability

Step High=1 m—
- Medium <1 =——
Low=0.1 ——
10 1 12 13 14 15 16
Normalized
probability 0 0.0028 || 0.0046| | 0.0035 0 0 0 0

Ranks a node by its degree-normalized landing probability

58



Malicious account detection

Sorts accounts then estimates a threshold to identify suspicious ones

FPR = 0%
TPR = 88%

0000000000000060

0.1764 0.0038 0

\ . 7
v

|dentified as suspicious

59



Malicious account detection

Theorem: Number of fake accounts that rank equal or higher
than real accounts is O( vol(E,) logn) where vol(E,) < |E,|

0000000000000060

0.1764 0.0038 0




How does it perform in practice?



Real-world Sybil activity in Facebook

Data were collected in 2011 January 28 through March 23

o

P ul
)]

Mean acceptance rate
S
U o

Number of attack edges
|_\
Ul Ul
o o
Q o
N w w
u_Q

N
(@]

0 10 20 30 40 50 0 2 4 6 8
Days of operation Number of mutual friends

A total of 8.8K users received friend More mutual friends more likely to
requests (32.4% victims) accept a request sent by fakes



Real-world Sybil activity in Facebook

Data were collected in 2011 January 28 through March 23

~2K different cities across 127 countries



Real-world Sybil activity in Facebook

Data were collected in 2011 January 28 through March 23

60

Usage percentage
= N w ) ul
Q S S Q Q

o

English

\

/French
m u N I

FR IT ID ES EN
ISO 639-1 language code

43 different languages

- Mean over years

80r

(o)
o

Number of users

N
o

N
o

40 60 80 100 120
Months of experience

(N=)
o

A mean of 5.4 years on Facebook



Real-world Sybil activity in Facebook

Data were collected in 2011 January 28 through March 23

*e
¥ QW
‘\{\m\‘

\&\\ Y

Most infiltrated
community (65 fakes)

Largest community

NN
(6.1K nodes) Pa\N

[ W

—~I
4‘;; J

7

139K nodes, 660K edges, 74 communities, diameter of 9



Predicting victims

Random Forests (RF) is 40% better than random

100 1

80 1

60 1

40 1

Relative Importance (%)

20 1

0 -
) ) O

O )

©

oy ($)
& & oQb

18 features from public profiles

1.0
0.8}
8
_% 0.6 R
%04 § 20% FPR |
2 o 40% TPR
0.2 —RF
- Random
0.8'5 0.2 0.4 0.6 0.8 1.0

False positive rate

Random Forests classifier with AUC=0.7



Detecting malicious accounts

Trace-driven simulation on most infiltrated community (3K nodes)

/C% R

— SybilPredict-Best
— SybilPredict-RF

=
o
-
o

o
(o]
o
[o0]

o
o
©
o

o
>
o
>

— SybilPredict-Best
— SybilPredict-RF

Mean area under ROC curve
Mean area under ROC curve

0.2 — SybilPredict-Random| 0.2 — SybilPredict-Random|
—— SybilRank — SybilRank
0.0 20 40 60 80 100 00~760 200 300 400 500 600 700
Number of trusted nodes Number of attack edges

Few (random) seeds are enough Near prefect ranking, up to 30% better



Detecting malicious accounts

Trace-driven simulation on most infiltrated community (3K nodes)

=
(=}

..... — 1.0« | | | ‘ ,
i * ‘\M A Late
() ‘\
> e Earl
£0.8f 0.8l ) Y
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S 0.2 : : | 0.2y
= — SybilPredict-RF .
________ - SybilRank 00 | | , ‘
0.01 2 3 1 5 0 2000 4000 _ 6000 8000
Distance from Sybil region Node position (ordered by rank)

Seeds are sensitive to targeted attacks  Clear cutoff threshold in rank distribution



Detecting malicious accounts

Near linear scalability with exponentially increasing order

4.5 25

4.0}
:g,; }Jn;ZOf
235 2
E E 15
o 3.0f )
E =
6§27 5 10/
5 5
o 2.0 ]
i X sl

— Actual
1.5 ]
- |deal
1020 40 80 160 1020 40 80 160

Number of nodes (millions) Number of nodes (millions)

RF is “embarrassingly parallel” Ranking is “PageRank scalable”



In conclusion, SybilPredict is:

M Proactive protection

M Near real-time responses
M Scales to millions of users
M Hard to circumvent

M Accurate detection

M Provably secure

(patent disclosure submitted!)



