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Obama raised $690m online in 2012. 
 

50m ‘likes’ 
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Arab Spring in 2011 





Twitter mood (Calm) predicts Dow Jones Industrial Average (DJIA) 

Bollrn et al. “Twitter mood predicts the stock market” J. Comp. Sc., March, 2011. 
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most importantly: 
can erode trust in ecosystem 

Facebook Applications 

Facebook Connect 





ARR@!AC9';(#!(@'?"C%&O(;:U%$;(%&(,1-;(

•! ,-946$4.62$%&'$/,*+3500#$
–! 4./*+,(+$6*5(6$(02!0#D$?#$2?(+*<4.1$,/72.($

–! "5*6($1*2!6"$23$%&'(D$65*.($5(+*($,!,#$

•! -+6+/6$=,.-$-4(,?0+>$(#?40($
–! 14<+$3500$6*5(6$*41"6$,!,#$

–! ,.,0#:+$1*,;"$2*$4.-4<4-5,0$,//25.6($
•! 1*,;"8?,(+-$-+6+/72.$

•! /0,((4w/,72.$?,(+-$2.$,//25.6$G?+",<42*M$

–! /",00+.1+$(5(;+/6($

•! 9,K+$46$",*-$32*$(#?40($62$4.w06*,6+$6"+$%&'$
–! -2$5(+*($/,*+)$

–! "2!$/,.$6"+#$9,K+$?+n+*$-+/4(42.()$





ARR@!AC9';(#!(@'?"C%&O(;:U%$;(%&(,1-;(

•! ,-946$4.62$%&'$/,*+3500#$
–! 4./*+,(+$6*5(6$(02!0#D$?#$2?(+*<4.1$,/72.($

–! "5*6($1*2!6"$23$%&'(D$65*.($5(+*($,!,#$

•! -+6+/6$=,.-$-4(,?0+>$(#?40($
–! 14<+$3500$6*5(6$*41"6$,!,#$

–! ,.,0#:+$1*,;"$2*$4.-4<4-5,0$,//25.6($
•! 1*,;"8?,(+-$-+6+/72.$

•! /0,((4w/,72.$?,(+-$2.$,//25.6$G?+",<42*M$

–! /",00+.1+$(5(;+/6($

•! 9,K+$46$",*-$32*$(#?40($62$4.w06*,6+$6"+$%&'$
–! -2$5(+*($/,*+)$

–! "2!$/,.$6"+#$9,K+$?+n+*$-+/4(42.()$



Graph-theoretic Defense 
Techniques 

Honest region 

Sybil region 

Attack edges 

@20'&$;*6*16')($E':$8)1':&$(*6?)4F8$,-.G$

@20'&H:(F#$@20'&I'<'6#$@20'&J>:4;$#$

@20'&K(=*4#$J:6*L**9*4$

'($4*:&'62$'6$1)>&;$0*$&'F*$6D'8$,7.$$

Honest node 

[1] Haifeng Yu. 2011. Sybil defenses via social networks: a tutorial and survey. SIGACT News 42, 3 (October 2011), pp. 80-101. 
[2] Boshmaf et al. Graph-based Sybil detection in social and information systems. To appear in the Proceedings of IEEE/ACM 

ASONAM, Niagara Falls, ON, Canada (August 2013). 
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a more real example: a social botnet 
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Boshmaf et al. Graph-based Sybil detection in social and information systems. To appear in the 
Proceedings of IEEE/ACM ASONAM, Niagara Falls, ON, Canada (August 2013). 
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