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outline	  

•  why	  OSNs?	  
•  rewards	  and	  challenges	  of	  research	  in	  OSN	  
•  current	  research	  direc7ons	  

– de-‐anonymiza7on	  
– privacy	  (game)	  
– Sybil	  &	  compromised	  account	  	  
detec7on/resistance	  



WHY	  ONLINE	  SOCIAL	  NETWORKS?	  



why	  OSNs?:	  mul>tude	  

Joseph	  Bonneau,	  Sören	  Preibusch,	  “The	  Privacy	  Jungle:	  On	  the	  Market	  for	  Data	  Protec7on	  in	  Social	  Networks”	  in	  WEIS	  2009	  	  

Site	   Traffic	  Rank	   Users	  (M)	   Country	  

Windows	  Live	   4	   120	   USA	  

Facebook	   4	   175	   USA	  

MySpace	   7	   250	   USA	  

Hi5	   17	   60	   USA	  

SkyRock	   43	   13	   France	  

Friendster	   45	   95	   USA	  

NetLog	   71	   35	   Belguim	  

Tagged	   75	   70	   USA	  

Orkut	   83	   67	   USA	  

LiveJournal	   85	   18	   Russia	  

Bebo	   119	   40	   USA	  

PerfSpot	   124	   20	   USA	  

meinVZ	   156	   12	   Germany	  

Mul7ply	   161	   12	   USA	  

Badoo	   168	   19	   UK	  

Sonico	   183	   33	   Argen7na	  

Ning	   187	   1	   USA	  

CyWorld	   315	   20	   South	  Korea	  

Xanga	   346	   40	   USA	  

MyYearbook	   406	   15	   USA	  



why	  OSNs?:	  sheer	  scale	  

Jonathan	  Espinosa,	  “Facebook’s	  global	  growth	  in	  Q4:	  1.06B	  MAU,	  mobile	  surpasses	  web,”	  30	  January	  2013,	  InsideFacebook.com	  



why	  OSNs?:	  this	  is	  where	  users	  are!	  

•  20%	  of	  US	  page-‐views	  are	  on	  Facebook	  [1]	  

•  Each	  Facebook	  user	  spends	  on	  average	  15	  
hours	  and	  33	  minutes	  a	  month	  on	  the	  site	  [2]	  

•  Twiner	  is	  handling	  1.6B	  queries	  per	  day	  [2]	  

1.  Jennifer	  Beese	  “Facebook	  Accounts	  for	  20	  Percent	  of	  U.S.	  Pageviews”	  hnp://sproutsocial.com/insights/2012/02/facebook-‐stats	  
2.  Jeff	  Bullas	  “20	  Stunning	  Social	  Media	  Sta7s7cs	  Plus	  Infographic,”	  jerullas.com,	  2011-‐Sep-‐02	  



nearly	  2/3	  of	  OSN	  users	  use	  them	  daily	  

“The	  Social	  Habit”	  Edison	  Research	  and	  Arbitron,	  2012-‐June	  
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“The	  Social	  Habit”	  Edison	  Research	  and	  Arbitron,	  2012-‐June	  

0%	  

5%	  

10%	  

15%	  

20%	  

25%	  

30%	  

None	   Once	   Twice	   3	  to	  4	  
7mes	  

5	  to	  10	  
7mes	  

11+	  7mes	  

In	  the	  last	  25	  hours,	  approximately	  how	  many	  7mes	  did	  
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Mean	  =	  	  4	  7mes	  



what	  do	  users	  do	  there?	  
•  social	  connec7on	  
•  shared	  iden77es	  
•  Photographs	  
•  content	  
•  social	  inves7ga7on	  
•  social	  network	  surfing	  
•  status	  upda7ng	  

.Joinson,	  A.	  “Looking	  at”,	  “looking	  up”	  or	  “keeping	  up	  with”	  people?:	  Mo>ves	  and	  use	  of	  Facebook.	  In	  CHI	  2008,	  ACM	  (2008),	  	  
pp.	  1027-‐1036.	  





why	  OSNs?:	  reach	  out	  real	  world	  

Obama raised $690m online in 2012. 
 

50m ‘likes’ 



why	  OSNs?:	  mobilize	  real	  world	  

Photo credit: Peter Macdiarmid, Getty Images Photo credit: Steve Crisp, Reuters 

Arab Spring in 2011 



why	  OSNs?:	  reflect	  real	  world	  

Anthony	  Wells,	  GovMonitor,	  6	  May	  2010,	  hnp://www.thegovmonitor.com/world_news/britain/uk-‐elec7on-‐2010-‐final-‐polls-‐30081.html	  
Jemima	  Kiss,	  The	  Guardian,	  13	  May	  2010,	  hnp://www.guardian.co.uk/media/pda/2010/may/13/twiner-‐tweetminster-‐elec7on	  	  	  

predic7ng	  the	  future:	  UK	  General	  Elec7on	  2010	  
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Twitter mood (Calm) predicts Dow Jones Industrial Average (DJIA) 

Bollrn et al. “Twitter mood predicts the stock market” J. Comp. Sc., March, 2011. 

Day-to-day 
Overlap 

Calm lagged 
by 3 days 

why	  OSNs?:	  predict	  real	  world	  
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TABLE I
MULTIPLE REGRESSION RESULTS FOR OPINIONFINDER VS. 6 GPOMS

MOOD DIMENSIONS.

Parameters Coeff. Std.Err. t p
Calm (X1) 1.731 1.348 1.284 0.20460
Alert (X2) 0.199 2.319 0.086 0.932
Sure (X3) 3.897 0.613 6.356 4.25e-08 ? ? ?
Vital (X4) 1.763 0.595 2.965 0.004??
Kind (X5) 1.687 1.377 1.226 0.226

Happy (X6) 2.770 0.578 4.790 1.30e-05 ??
Summary Residual Std.Err Adj.R2 F6,55 p

0.078 0.683 22.93 2.382e-13
(p-value < 0.001: ? ? ?, p-value < 0.05: ??, p-value < 0.1: ?)

Calm, Alert, Sure, Vital, Kind and Happy.
The multiple linear regression results are provided in

Table I (coefficient and p-values), and indicate that YOF

is significantly correlated with X3 (Sure), X4 (Vital) and
X6 (Happy), but not with X1 (Calm), X2 (Alert) and X5

(Kind). We therefore conclude that certain GPOMS mood
dimension partially overlap with the mood values provided by
OpinionFinder, but not necessarily all mood dimensions that
may be important in describing the various components of
public mood e.g. the varied mood response to the Presidential
election. The GPOMS thus provides a unique perspective on
public mood states not captured by uni-dimensional tools such
as OpinionFinder.

D. Bivariate Granger Causality Analysis of Mood vs. DJIA
prices

After establishing that our mood time series responds to
significant socio-cultural events such as the Presidential elec-
tion and Thanksgiving, we are concerned with the question
whether other variations of the public’s mood state correlate
with changes in the stock market, in particular DJIA closing
values. To answer this question, we apply the econometric
technique of Granger causality analysis to the daily time
series produced by GPOMS and OpinionFinder vs. the DJIA.
Granger causality analysis rests on the assumption that if a
variable X causes Y then changes in X will systematically
occur before changes in Y . We will thus find that the lagged
values of X will exhibit a statistically significant correlation
with Y . Correlation however does not prove causation. We
therefore use Granger causality analysis in a similar fashion
to [10]; we are not testing actual causation but whether one
time series has predictive information about the other or not7.

Our DJIA time series, denoted Dt, is defined to reflect daily
changes in stock market value, i.e. its values are the delta
between day t and day t� 1: Dt = DJIAt �DJIAt�1. To
test whether our mood time series predicts changes in stock
market values we compare the variance explained by two linear
models as shown in Eq. 3 and Eq. 4. The first model (L1)
uses only n lagged values of Dt, i.e. (Dt�1, · · · , Dt�n) for
prediction, while the second model L2 uses the n lagged values
of both Dt and the GPOMS plus the OpinionFinder mood time
series denoted Xt�1, · · · , Xt�n.

7[10] uses only one mood index, namely Anxiety, but we investigate the
relation between DJIA values and all Twitter mood dimensions measured by
GPOMS and OpinionFinder

We perform the Granger causality analysis according to
model L1 and L2 shown in Eq. 3 and 4 for the period of
time between February 28 to November 3, 2008 to exclude
the exceptional public mood response to the Presidential
Election and Thanksgiving from the comparison. GPOMS and
OpinionFinder time series were produced for 342,255 tweets
in that period, and the daily Dow Jones Industrial Average
(DJIA) was retrieved from Yahoo! Finance for each day8.

L1 : Dt = ↵+
nX

i=1

�iDt�i + ✏t (3)

L2 : Dt = ↵+
nX

i=1

�iDt�i +
nX

i=1

�iXt�i + ✏t (4)

Based on the results of our Granger causality (shown in
Table II), we can reject the null hypothesis that the mood time
series do not predict DJIA values, i.e. �{1,2,··· ,n} 6= 0 with a
high level of confidence. However, this result only applies to
1 GPOMS mood dimension. We observe that X1 (i.e. Calm)
has the highest Granger causality relation with DJIA for lags
ranging from 2 to 6 days (p-values < 0.05). The other four
mood dimensions of GPOMS do not have significant causal
relations with changes in the stock market, and neither does
the OpinionFinder time series.

To visualize the correlation between X1 and the DJIA in
more detail, we plot both time series in Fig. 3. To maintain
the same scale, we convert the DJIA delta values Dt and mood
index value Xt to z-scores as shown in Eq. 1.
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Fig. 3. A panel of three graphs. The top graph shows the overlap of the
day-to-day difference of DJIA values (blue: ZDt ) with the GPOMS’ Calm
time series (red: ZXt ) that has been lagged by 3 days. Where the two graphs
overlap the Calm time series predict changes in the DJIA closing values that
occur 3 days later. Areas of significant congruence are marked by gray areas.
The middle and bottom graphs show the separate DJIA and GPOMS’ Calm
time series.

As can be seen in Fig. 3 both time series frequently overlap
or point in the same direction. Changes in past values of Calm
(t � 3 ) predicts a similar rise or fall in DJIA values (t =

8Our DJIA time series has no values for weekends and holidays because
trading is suspended during those days. We do not linearly extropolate to fill
the gaps. This results in a time series of 64 days.



why	  OSN?	  

•  mul7tude	  
•  sheer	  scale	  
•  this	  is	  where	  users	  are!	  
•  reach	  out	  real	  world	  
•  mobilize	  real	  world	  
•  reflect	  real	  world	  
•  predict	  real	  world	  



WHAT	  MAKES	  OSNs	  ATTRACTIVE	  
FOR	  RESEARCH?	  



what’s	  a[rac>ve?:	  	  
diverse	  stakeholders	  and	  actors	  

•  users	  
•  OSN	  operator	  
•  adver7sers	  
•  OSN	  applica7on	  developers	  
•  user’s	  employers,	  ensures,	  etc.	  
•  law	  enforcement,	  intelligence	  agencies,	  and	  other	  
government	  organiza7ons	  

•  stalkers,	  inves7gators,	  users’	  nosy	  colleagues	  and	  
neighbors	  



what’s	  a[rac>ve?	  

also	  …	  
•  new	  phenomena	  
•  vola7le	  
•  socio-‐technical	  systems	  
•  new	  threats,	  vulnerabili7es,	  defenses	  
•  most	  of	  us	  are	  OSN	  users	  

– easier	  to	  recruit	  study	  par7cipants	  
–  relevance	  





what’s	  a[rac>ve?	  
summary	  

•  diverse	  stakeholders	  and	  actors	  
•  new	  phenomena	  
•  vola7le	  
•  socio-‐technical	  systems	  
•  new	  threats,	  vulnerabili7es,	  defenses	  
•  easy	  to	  recruit	  study	  par7cipants	  
•  relevant	  



WHAT	  MAKES	  OSN	  RESEARCH	  
CHALLENGING?	  



what’s	  challenging?	  

•  overcrowded	  by	  researchers	  
•  access	  to	  data	  becoming	  difficult	  
•  hard	  to	  evaluate	  vulnerabili7es/defenses	  

just	  in	  January-‐May	  2013	  



what’s	  challenging?	  
moving	  target	  
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what’s	  challenging?:	  	  
moving	  target	  

Fred	  Stutzman,	  Ralph	  Gross,	  Alessandro	  Acquis7,	  “Silent	  Listeners:	  The	  Evolu7on	  of	  Privacy	  and	  Disclosure	  on	  Facebook,”	  Journal	  of	  Privacy	  
and	  Confiden7ality	  (2012)	  4,	  Number	  2,	  pp.	  7–41.	  



what’s	  challenging?:	  	  
OSN	  operators	  protec>ve	  



summary	  of	  challenges	  

•  overcrowded	  by	  researchers	  
•  access	  to	  data	  becoming	  difficult	  
•  hard	  to	  evaluate	  vulnerabili7es/defenses	  
•  moving	  target	  
•  OSN	  operators	  protec7ve	  



RESEARCH	  IN	  OSN	  	  
SECURITY	  &	  PRIVACY	  



research	  direc>ons	  

•  de-‐anonymiza7on	  
•  privacy	  (game)	  
•  sybil	  detec7on/resistance	  



DE-‐ANONYMIZATION	  OF/WITH	  
OSNs	  



social	  network	  data	  anonymiza>on?	  

•  why?	  
– academic	  and	  government	  research	  
– adver7sing	  
–  third-‐party	  applica7ons	  
– aggrega7on	  

•  how?	  
–  remove	  node	  or	  edge	  anributes	  
–  inject	  random	  noise	  

F.	  Beato,	  M.	  Con7,	  and	  B.	  Preneel,	  "Friend	  in	  the	  Middle	  (FiM):	  Tackling	  De-‐Anonymiza7on	  in	  
Social	  Networks,”	  IEEE	  Interna7onal	  Workshop	  on	  SEcurity	  and	  SOCial	  Networking,	  6	  p.,	  2013.	  

Friend	   Co-‐worker	  

rela7ve	  

Friend	  



threat	  agents	  in	  de-‐anonymiza>on	  a[acks	  

large-‐scale	  collec7on	  of	  detailed	  
informa7on	  on	  individuals	  

abusive	  marke7ng	  aimed	  at	  
specific	  individuals	  

cras	  a	  highly	  individualized,	  
believable	  message	  

recognize	  the	  vic7m’s	  node	  in	  the	  anonymized	  
network	  and	  to	  learn	  sensi7ve	  informa7on	  

government	  

stalkers	  
inves7gators	  	  
nosy	  	  
	  	  	  	  colleagues	  	  
	  	  	  	  employers	  
	  	  	  	  neighbors	  



de-‐anonymiza>on	  

•  ac7ve	  [1]	  
– “mark”	  regions	  of	  the	  graph	  with	  	  
injected	  nodes	  (Sybils)	  and/or	  edges	  

– costly	  on	  large	  scale	  
•  passive	  [2]	  

– use	  “auxiliary”	  network	  to	  re-‐iden7fy	  nodes	  
– self-‐reinforcing:	  seed	  popula7on	  increases	  

[1]	  Lars	  Backstrom,	  Cynthia	  Dwork,	  and	  Jon	  Kleinberg,	  “Wherefore	  art	  thou	  r3579x?:	  anonymized	  social	  networks,	  hidden	  panerns,	  and	  
structural	  steganography”	  In	  interna7onal	  conference	  on	  World	  Wide	  Web	  (WWW),	  pp.	  181-‐190,	  2007.	  
[2]	  Narayanan,	  Arvind,	  and	  Vitaly	  Shma7kov.	  “De-‐anonymizing	  social	  networks,”	  In	  IEEE	  Symp.	  on	  Sec.	  &	  Privacy,	  pp.	  173-‐187.	  IEEE,	  2009.	  



PRIVACY	  IN	  OSNs	  



operators	  collect	  lots	  of	  personal	  data	  …	  	  

Joseph	  Bonneau,	  Sören	  Preibusch,	  “The	  Privacy	  Jungle:	  On	  the	  Market	  for	  Data	  Protec7on	  in	  Social	  Networks”	  in	  WEIS	  2009	  	  
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…	  and	  then	  make	  it	  widely	  visible	  

Joseph	  Bonneau,	  Sören	  Preibusch,	  “The	  Privacy	  Jungle:	  On	  the	  Market	  for	  Data	  Protec7on	  in	  Social	  Networks”	  in	  WEIS	  2009	  	  

Visibility	  Level	   Default	   Op>onal	   Unavailable	  

Public	  Internet	   41%	   -‐	   59%	  

All	  site	  users	   48%	   28%	   24%	  

Sub-‐networks	  only	   7%	   17%	   76%	  

Friends	  of	  friends	   -‐	   24%	   76%	  

Friends	  only	   3%	   79%	   17%	  



what’s	  challenging?	  
moving	  target	  
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how	  do	  users	  (re)act?	  

Fred	  Stutzman,	  Ralph	  Gross,	  Alessandro	  Acquis7,	  “Silent	  Listeners:	  The	  Evolu7on	  of	  Privacy	  and	  Disclosure	  on	  Facebook,”	  Journal	  of	  Privacy	  
and	  Confiden7ality	  (2012)	  4,	  Number	  2,	  pp.	  7–41.	  



what	  makes	  young	  users	  to	  “lock”	  data?	  

1.  no	  marginal	  gain	  for	  maintenance	  of	  an	  open	  
profile,	  when	  user’s	  network	  becomes	  “large”	  

2.  expectancy	  viola7ons	  by	  weak-‐7es	  generate	  
privacy	  concerns	  among	  females	  

3.  engaging	  in	  conversa7onal	  management	  of	  
privacy	  leads	  to	  customizing	  controls	  

Fred	  Stutzman,	  Jacob	  Kramer-‐Duffield,	  “Friends	  Only:	  Examining	  a	  Privacy-‐Enhancing	  Behavior	  in	  Facebook”	  CHI,	  April	  10–15,	  2010,	  Atlanta,	  GA.	  



improving	  models	  and	  UIs	  

Andrew	  Besmer,	  Heather	  Richter	  Lipford,	  Mohamed	  Shehab,	  and	  Gorrell	  Cheek,	  “Social	  applica>ons:	  exploring	  a	  more	  
secure	  framework,”	  In	  Proceedings	  of	  the	  5th	  Symposium	  on	  Usable	  Privacy	  and	  Security	  (SOUPS	  '09).	  Ar7cle	  2	  ,	  10	  p.	  	  



privacy	  communica>on	  game	  
•  op7mizes	  OSN	  interac7on	  with	  each	  user	  group	  

–  pragma7c	  majority	  	  
•  claims	  to	  be	  interested	  in	  privacy	  	  
•  forgets	  about	  privacy	  when	  given	  an	  anrac7ve	  service	  or	  monetary	  rewards	  
•  more	  assurance	  of	  privacy	  can	  make	  them	  less	  comfortable	  than	  simply	  
ignoring	  privacy	  

–  privacy	  fundamentalists	  	  
•  care	  deeply	  about	  privacy,	  and	  	  
•  may	  ac7vely	  inves7gate	  a	  site	  and	  complain	  to	  non-‐fundamentalists	  

•  minimize	  the	  concerns	  of	  the	  fundamentalists	  while	  
simultaneously	  minimizing	  the	  awareness	  of	  privacy	  for	  the	  
pragma7c	  majority	  

•  poor	  privacy	  may	  be	  a	  ra7onal	  choice	  for	  operators	  

Joseph	  Bonneau,	  Sören	  Preibusch,	  “The	  Privacy	  Jungle:	  On	  the	  Market	  for	  Data	  Protec7on	  in	  Social	  Networks”	  in	  WEIS	  2009	  	  



research	  direc>ons	  

•  de-‐anonymiza7on	  
•  privacy	  (game)	  
•  sybil	  detec7on/resistance	  
•  detec7on	  of	  compromised	  accounts	  



SYBIL	  DETECTION/RESISTANCE	  	  
IN	  OSNs	  





Zhi	  Yang,	  Christo	  Wilson,	  Xiao	  Wang,	  Ting7ng	  Gao,	  Ben	  Y.	  Zhao,	  and	  Yafei	  Dai,	  “Uncovering	  social	  network	  sybils	  in	  the	  
wild,”	  In	  Proceedings	  of	  the	  2011	  ACM	  SIGCOMM	  conference	  on	  Internet	  measurement	  conference	  (IMC	  '11).	  



Sybils	  can	  be	  helpful	  …	  

ECE,	  Olin	  College	  [1]	   Web	  Ecology	  Project	  [2]	  

[1]	  Realboy,	  Olin	  College,	  USA:	  hnp://ca.olin.edu/2008/realboy/	  
[2]	  Socialbots	  compe77on:	  hnp://www.webecologyproject.org/category/compe77on/	  



…	  or	  dangerous	  

spread	  
misinformation	  

collect	  data	  distribute	  malware	  



can collect personal data 

Y.	  Boshmaf,	  I.	  Muslukhov,	  K.	  Beznosov,	  M.	  Ripeanu,	  “Design	  and	  analysis	  of	  a	  social	  botnet,”	  Elsevier	  
Computer	  Networks,	  Special	  Issue	  of	  Botnet	  Design	  and	  Takedown,	  February	  2013,	  pp.	  556-‐578.	  
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most importantly: 
can erode trust in ecosystem 

Facebook Applications 

Facebook Connect 



socialbots	  

+	  

Social	  media	  account	  

=	  
Software	  

[1]	  Dan	  Misener.	  Rise	  of	  the	  socialbots:	  They	  could	  be	  influencing	  you	  online.	  CBC	  News,	  March	  2011.	  
[2]	  Hwang	  et	  al.	  Socialbots:	  voices	  from	  the	  fronts.	  ACM	  Interac7ons	  19,	  2	  (March	  2012),	  38-‐45.	  

ECE,	  Olin	  College	   The	  Web	  Ecology	  Project	  



approaches	  to	  reducing	  sybils	  in	  OSNs	  
•  admit	  into	  OSN	  carefully	  

–  increase	  trust	  slowly,	  by	  observing	  ac7ons	  
–  hurts	  growth	  of	  OSNs,	  turns	  users	  away	  

•  detect	  (and	  disable)	  sybils	  
–  give	  full	  trust	  right	  away	  
–  analyze	  graph	  or	  individual	  accounts	  

•  graph-‐based	  detec7on	  
•  classifica7on	  based	  on	  account	  “behavior”	  

–  challenge	  suspects	  
•  make	  it	  hard	  for	  sybils	  to	  infiltrate	  the	  OSN	  

–  do	  users	  care?	  
–  how	  can	  they	  make	  bener	  decisions?	  



innocent	  by	  associa>on	  
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(a) Legitimate user growth. (b) Malicious user growth.

Figure 8: Number of legitimate and malicious users admitted
into the system over time in the simulated attacks.
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Figure 9: Percentage of malicious users in the system over time.
We compare the tree-based quota method with the local quota
method.

aggressive behavior from compromised and attacker-created
accounts, yet the number of admitted malicious users is com-
parable to that in the local quota scheme. We examine more
closely the tree depths and sizes, and find that over 70% users
are on trees of depths between 2 and 7, and around 50% users
are on trees ranging from 20 to 40 nodes. The small tree-
based community size therefore allows quota sharing among
legitimate users while limiting the population growth of ma-
licious users.

• For the local quota scheme, although it admits the smallest
number of malicious nodes, the number of legitimate users
admitted is also significantly lower than in our tree-based
quota mechanism.

Given that the global quota scheme performs significantly worse,
we further examine only the tree-based and the local quota schemes
in more detail. Figure 9 shows the comparison between the local
and the tree-based quota algorithms in terms of the percentage of
malicious nodes in the system over time.

With 0.5% of initial compromised users, assuming no malicious
nodes were detected, our tree-based quota scheme performs sim-
ilarly to the local quota scheme during the first 9 months. Such
long incubation period may drastically affect the cost model for at-
tackers, which usually targets short-term, immediate returns. If the
malicious nodes start being active during the first year, many of
them may be detected and traced back, affecting the future growth
of the malicious user population.

Finally, Figure 10 shows that as we increase the initial percent-
age of compromised users (exponentially from 0.25% to 2%), the
percentage of malicious users increases roughly proportionally and
so the trend is quite predictable and linear. Assuming no detection
in place at all, eventually after 18 months, the percentage of mali-
cious users could reach around 12% when 2% of users are initially
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Figure 10: Percentage of malicious users in the system over
time by varying the percentage of initial compromised users.
We compare the tree-based quota method with the local quota
method.

compromised. Note that this is the worst case result assuming no
detection in place. In practice, we will not reach this number since
many of the malicious accounts will be detected and removed from
the system after a few months.

7. DISCUSSION
The essence of our solution is to recognize a large fraction of

legitimate new users, while limiting the growth of the malicious
user population using quotas. One important challenge is defin-
ing scopes of quota sharing and isolation. The global and the local
quota schemes are the two extreme ends of the spectrum. We be-
lieve the use of quota-sharing trees offers a general intermediate
solution, and we demonstrate its effectiveness using a concrete ap-
plication with large, real data. By adjusting the tree depths and
sizes, service providers can flexibly configure the desired degrees
of quota sharing to balance security vs. usability based on their
specific user growth model and application needs.

The concept of vouching and the use of vouching trees are gen-
erally applicable across many applications. Service providers may
customize the way of constructing social graphs for bootstrapping
based on application semantics. Similarly, they may selectively
choose activities that qualify as vouching. Finally, the specific val-
ues of our parameters (i.e., the maximum tree size and the vouching
delay) may also be tuned according to their datasets.

With Souche in place, attackers may wish to game the system by
compromising more accounts, especially those that haven’t vouched
for many other users and so have more vouching quota. In addition,
attackers may also try to compromise users with larger vouching
subtrees to share their quota. These strategies are more effective
than compromising random accounts or reusing previously com-
promised accounts. However, they are also more difficult to carry
out in practice, as attackers often have no information regarding
the vouching tree structures of accounts that are not controlled by
them. Furthermore, hijacking specific accounts is always more dif-
ficult than hijacking any accounts, particularly those with careless
users and hence more susceptible to attacks. Finally, the number
of vouched malicious users will still be bounded by the tree size,
which can be tightly monitored and limited. For services with high
security requirements, Souche can be used in combination with
CAPTCHAs and other defenses.

In this paper, we did not focus on detecting attacker-created or
compromised vouchers, as Souche is designed to tolerate a small
percentage of them and to prevent their population from growing
quickly. On the other hand, attack detection is important to ensure
that the malicious user population is still bounded in the long term
(e.g., one year), and this is a separate topic to address. We believe

legi7mate	  user	  growth	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  malicious	  user	  growth	  	  	  	  	  	  	  	  

Yinglian	  Xie,	  Fang	  Yu,	  Qifa	  Ke,	  Mar�n	  Abadi,	  Eliot	  Gillum,	  Krish	  Vitaldevaria,	  Jason	  Walter,	  Junxian	  Huang,	  Zhuoqing	  Morley	  Mao,	  “Innocent	  by	  associa>on:	  early	  recogni>on	  of	  
legi>mate	  users,”	  ACM	  CCS,	  2012,	  pp.	  353-‐364.	  

vouchee	  

vouching	  
voucher	  

Social	  graph	  	  



approaches	  to	  reducing	  sybils	  in	  OSNs	  
•  admit	  into	  OSN	  carefully	  

–  increase	  trust	  slowly,	  by	  observing	  ac7ons	  
–  hurts	  growth	  of	  OSNs,	  turns	  users	  away	  

•  detect	  (and	  disable)	  sybils	  
–  give	  full	  trust	  right	  away	  
–  analyze	  graph	  or	  individual	  accounts	  

•  graph-‐based	  detec7on	  
•  classifica7on	  based	  on	  account	  “behavior”	  

–  challenge	  suspects	  
•  make	  it	  hard	  for	  sybils	  to	  infiltrate	  the	  OSN	  

–  do	  users	  care?	  
–  how	  can	  they	  make	  bener	  decisions?	  



Graph-theoretic Defense 
Techniques 

Honest region 

Sybil region 

Attack edges 

Sybil	  detection	  via	  social	  networks	  [1]:	  
SybilRank,	  SybilLimit,	  SybilGuard	  ,	  
SybilInfer,	  GateKeeper	  

in	  reality	  it	  could	  be	  like	  this	  [2]	  	  

Honest node 

[1] Haifeng Yu. 2011. Sybil defenses via social networks: a tutorial and survey. SIGACT News 42, 3 (October 2011), pp. 80-101. 
[2] Boshmaf et al. Graph-based Sybil detection in social and information systems. To appear in the Proceedings of IEEE/ACM 
ASONAM, Niagara Falls, ON, Canada (August 2013). 



a counter-example 

Y.	  Boshmaf,	  I.	  Muslukhov,	  K.	  Beznosov,	  M.	  Ripeanu,	  Design	  and	  analysis	  of	  a	  social	  botnet.	  Elsevier	  
Computer	  Networks	  –	  Special	  Issue	  of	  Botnet	  Design	  and	  Takedown,	  February	  2013,	  pp.	  556-‐578.	  
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80%	  have	  degree	  =	  0	  
No	  edges	  to	  other	  Sybils!	  

Zhi	  Yang,	  Christo	  Wilson,	  Xiao	  Wang,	  Ting7ng	  Gao,	  Ben	  Y.	  Zhao,	  and	  Yafei	  Dai,	  “Uncovering	  social	  network	  sybils	  in	  the	  
wild,”	  In	  Proceedings	  of	  the	  2011	  ACM	  SIGCOMM	  conference	  on	  Internet	  measurement	  conference	  (IMC	  '11).	  



from	  100%	  TPR	  to	  0%	  in	  2	  weeks	  
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Using	  state-‐of-‐the-‐art	  local	  community	  detec7on	  
algorithm	  to	  detect	  Sybils	  during	  the	  first	  two	  weeks	  	  

Yazan Boshmaf, Konstantin Beznosov, Matei Ripeanu, “Graph-based Sybil detection in social and information 
systems,” in the Proceedings of IEEE/ACM ASONAM, Niagara Falls, ON, Canada (August 2013). 



HOW	  FEASIBLE	  IS	  THE	  RISK	  OF	  
SYBILS?	  



Bot	  master	  

C&C	  Channel	  

Social	  bots	  

Bot	  herder	  

Online	  Social	  Network	  

SocialBot 

Infiltrated user (randomly picked) 

Infiltrated user (with mutual friends) 

a more real example: a social botnet 







more friends, more Sybils 
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Y.	  Boshmaf,	  I.	  Muslukhov,	  K.	  Beznosov,	  M.	  Ripeanu,	  “Design	  and	  analysis	  of	  a	  social	  botnet,”	  Elsevier	  
Computer	  Networks	  –	  Special	  Issue	  of	  Botnet	  Design	  and	  Takedown,	  February	  2013,	  pp.	  556-‐578.	  
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mutual friends matter	  

Y.	  Boshmaf,	  I.	  Muslukhov,	  K.	  Beznosov,	  M.	  Ripeanu,	  Design	  and	  analysis	  of	  a	  social	  botnet.	  Elsevier	  
Computer	  Networks	  –	  Special	  Issue	  of	  Botnet	  Design	  and	  Takedown,	  February	  2013,	  pp.	  556-‐578.	  



possible	  Sybil	  indicators	  
•  friend	  request	  frequency	  
•  outgoing	  friend	  requests	  accepted	  

Zhi	  Yang,	  Christo	  Wilson,	  Xiao	  Wang,	  Ting7ng	  Gao,	  Ben	  Y.	  Zhao,	  and	  Yafei	  Dai,	  “Uncovering	  social	  network	  sybils	  in	  the	  
wild,”	  In	  Proceedings	  of	  the	  2011	  ACM	  SIGCOMM	  conference	  on	  Internet	  measurement	  conference	  (IMC	  '11).	  
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experts	  detect	  Sybils	  much	  be[er	  
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Gang	  Wang,	  Manish	  Mohanlal,	  Christo	  Wilson,	  Xiao	  Wang,	  Miriam	  Metzger,	  Haitao	  Zheng	  and	  Ben	  Y.	  
Zhao,	  “Social	  Turing	  Tests:	  Crowdsourcing	  Sybil	  Detec7on,”	  NDSS	  ‘13.	  



approaches	  to	  reducing	  sybils	  in	  OSNs	  
•  admit	  into	  OSN	  carefully	  

–  increase	  trust	  slowly,	  by	  observing	  ac7ons	  
–  hurts	  growth	  of	  OSNs,	  turns	  users	  away	  

•  detect	  (and	  disable)	  sybils	  
–  give	  full	  trust	  right	  away	  
–  analyze	  graph	  or	  individual	  accounts	  

•  graph-‐based	  detec7on	  
•  classifica7on	  based	  on	  account	  “behavior”	  

–  challenge	  suspects	  
•  make	  it	  hard	  for	  sybils	  to	  infiltrate	  the	  OSN	  

–  do	  users	  care?	  
–  how	  can	  they	  make	  bener	  decisions?	  



DETECTION	  OF	  COMPROMISED	  
ACCOUNTS	  



cost	  of	  compromised	  accounts	  

•  leverage	  exis7ng	  trust	  rela7onships	  
•  fake	  account	  detec7on	  not	  applicable	  
•  cannot	  be	  removed	  easily	  
•  involves	  costly	  password-‐reset	  process	  



a	  recent	  approach:	  COMPA	  

•  sta7s7cal	  modeling	  
– Extract	  behavioral	  profile	  for	  accounts	  

•  anomaly	  detec7on	  
– Compare	  new	  messages	  against	  observed	  
behavior	  

•  iden7fy	  campaigns:	  similar	  messages	  &	  similar	  
new	  behavior	  

M.	  Egele,	  	  G.	  Stringhini,	  C.	  Kruegel,	  and	  G.	  Vigna,	  “COMPA:	  Detec7ng	  Compromised	  
Accounts	  on	  Social	  Networks”	  in	  Symposium	  on	  NDSS,	  2013.	  



COMPA:	  example	  
July	  4th	  2011,	  @foxnewspoli7cs	  
	  
BREAKING	  NEWS:	  President	  @BarackObama	  
assassinated,	  2	  gunshot	  wounds	  have	  proved	  too	  
much.	  It's	  a	  sad	  4th	  for	  #america.	  #obamadead	  RIP	  

Anomaly	  scores	  
–  Time:	  1.00	  (1:24am	  EST,	  usually	  8-‐10am	  EST)	  
–  	  Source:	  0.94	  (Web,	  commonly	  using	  TweetDeck)	  –	  	  
Hashtag:	  0.88	  

– Domain:	  0.26	  
– Men7on:	  0.67	  
–  Lang:	  0.00	  



COMPA	  evalua>on	  

Twiner	  
•  Text	  similarity:	  

–  374,920	  groups	  iden7Kied	  
–  9,362	  compromised	  (343,229	  accounts)	  
–  FP:	  377	  groups	  (4%),	  12,382	  accounts	  (3.6%)	  

•  Landing	  page	  similarity:	  
–  14,548	  groups	  iden7Kied	  
–  1,236	  compromised	  (54,907	  accounts)	  
–  FP:	  72	  groups	  (5.8%),	  2,141	  accounts	  (3.8%)	  

	  
Facebook:	  

–  48,586	  groups	  iden7Kied	  
–  671	  compromised	  (11,499	  accounts)	  
–  FP:	  22	  groups	  (3.3%),	  412	  accounts	  (3.6%)	  



summary	  

•  why	  OSNs?	  
•  rewards	  and	  challenges	  of	  research	  in	  OSN	  
•  current	  research	  direc7ons	  

– de-‐anonymiza7on	  
– privacy	  (game)	  
– Sybil	  detec7on/resistance	  
– detec7ng	  compromised	  accounts	  



Laboratory for Education and Research in  
Secure Systems Engineering (LERSSE) 

 
Department of Electrical & Computer Engineering 

Security & Privacy in 
Online Social Networks 

 
Konstantin (Kosta) Beznosov 

lersse.ece.ubc.ca 



Laboratory	  for	  Educa>on	  and	  Research	  in	  
Secure	  Systems	  Engineering	  

LERSSE	  



BACK	  UP	  SLIDES	  



OSN	  size,	  popularity,	  and	  age	  ma[er	  

larger,	  more	  popular,	  and	  more	  mature	  sites	  	  
•  bener	  privacy	  protec7on	  
•  longer	  privacy	  policies	  

Joseph	  Bonneau,	  Sören	  Preibusch,	  “The	  Privacy	  Jungle:	  On	  the	  Market	  for	  Data	  Protec7on	  in	  Social	  Networks”	  in	  WEIS	  2009	  	  



can	  Sybil	  components	  be	  detected?	  
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Ø  Sybil	  components	  are	  
internally	  sparse	  

Ø  Not	  amenable	  to	  
community	  detec7on	  

Zhi	  Yang,	  Christo	  Wilson,	  Xiao	  Wang,	  Ting7ng	  Gao,	  Ben	  Y.	  Zhao,	  and	  Yafei	  Dai,	  “Uncovering	  social	  network	  sybils	  in	  the	  
wild,”	  In	  Proceedings	  of	  the	  2011	  ACM	  SIGCOMM	  conference	  on	  Internet	  measurement	  conference	  (IMC	  '11).	  



establishing	  a[ack	  edges	  takes	  >me	  
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Real-‐world	  Sybil	  ac7vity	  in	  Facebook	  (100	  Sybils,	  fully	  connected)	  

Boshmaf et al. Graph-based Sybil detection in social and information systems. To appear in the 
Proceedings of IEEE/ACM ASONAM, Niagara Falls, ON, Canada (August 2013). 

300	  anack	  edges	  in	  
the	  first	  two	  weeks	  



SybilTrack	  
Incremental	  GSD	  Algorithm	  



from	  graph	  sta>s>cs	  to	  graph	  dynamics	  
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