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outline

* why OSNs?
* rewards and challenges of research in OSN

e current research directions
— de-anonymization
— privacy (game)

— Sybil & compromised account
detection/resistance




WHY ONLINE SOCIAL NETWORKS?




why OSNs?: multitude

Windows Live
Facebook
MySpace
Hi5

SkyRock
Friendster
NetLog
Tagged
Orkut
Livelourna
Bebo
PerfSpot
meinVZ
Multiply
Badoo
Sonico

Ning
CyWorld
Xanga
MyYearbook

USA

USA

USA

USA
France
USA
Belguim
USA

USA
Russia
USA

USA
Germany
USA

UK
Argentina
USA
South Korea
USA

USA

Joseph Bonneau, Soren Preibusch, “The Privacy Jungle: On the Market for Data Protection in Social Networks” in WEIS 2009




why OSNs?: sheer scale
Monthly Active Users (MAUS)

Millions of MAUSs

Rest of World
Asia

Europe

US & Canada

739
680

608 183
161
133

207

196
156 174

138

Enonoonon

Q4'10 Q1'11 Q2'11 Q3'11 Q4'11 Q1'12 Q212 Q3'12 Q4'12

Please see Facebook's Form 10-K for the year ended December 31, 2012 for definitions of user activity used to determine the number of our MALSs, DAUs and
mobile MAUs. The number of MAUS, DAUS, and mobile MAUS do not indude Instagram users unless such users would otherwise qualify as MAUS, DAL, and

mobile MAUS basad on activity that is shared back to Facebook. facebOd(
In June 2012, we discovered an error in the algorithm we used to estimate the geographic location of our users that affected our attribution of certain user .
locations for the first quarter of 2012. The first quarter of 2012 user metrics refiect a reclassification to more correctly attribute users by geographic region.

Jonathan Espinosa, “Facebook’s global growth in Q4: 1.06B MAU, mobile surpasses web,” 30 January 2013, InsideFacebook.com




why OSNs?: this is where users are!

e 20% of US page-views are on Facebook [1]

* Each Facebook user spends on average 15
hours and 33 minutes a month on the site [2]

 Twitter is handling 1.6B queries per day [2]

1. Jennifer Beese “Facebook Accounts for 20 Percent of U.S. Pageviews” http://sproutsocial.com/insights/2012/02/facebook-stats
2. Jeff Bullas “20 Stunning Social Media Statistics Plus Infographic,” jeffbullas.com, 2011-Sep-02




nearly 2/3 of OSN users use them daily

Nearly everyday

At least once a
week

Serveral times
a day At least once a

month

Less often than
once a month

Never used

“The Social Habit” Edison Research and Arbitron, 2012-June




In the last 25 hours, approximately how many times did
you check your Facebook account?

Mean = 4 times

Once Twice 3to4 5to10 11+ times

times Ktimes

“The Social Habit” Edison Research and Arbitron, 2012-June

v




what do users do there?

social connection s
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Joinson, A. “Looking at”, “looking up” or “keeping up with” people?: Motives and use of Facebook. In CHI 2008, ACM (2008),
pp. 1027-1036.




What's your

Status
Update?




why OSNs?: reach out real world

Obama raised $690m online in 2012.

50m ‘likes’




why OSNs?: mobilize real world

Arab Spring in 2011

Bt o I W il £ :
Photo credit: Peter Macdiarmid, Getty Images Photo credit: Steve Crisp, Reuters




why OSNs?: reflect real world

M YouGov
B TweetMinister
W Actual

Conservative Lib Dem Labour

predicting the future: UK General Election 2010

Anthony WeIIs, GovMonitor, 6 May 2010, http://www.thegovmonitor.com/world news/britain/uk-election-2010-final-polls-30081.html
Jemima Kiss, The Guardian, 13 May 2010, http://www.guardian.co.uk/media/pda/2010/may/13/twitter-tweetminster-election




why OSNs?: predict real world

Twitter mood (Calm) predicts Dow Jones Industrial Average (DJIA)
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Bollrn et al. “Twitter mood predicts the stock market” J. Comp. Sc., March, 2011.




multitude

sheer scale

this is where users are!
reach out real world
mobilize real world
reflect real world

predict real world




WHAT MAKES OSNs ATTRACTIVE
FOR RESEARCH?




what’s attractive?:
diverse stakeholders and actors

users
OSN operator

advertisers

OSN application developers
user’'s employers, ensures, etc.

law enforcement, intelligence agencies, and other
government organizations

stalkers, investigators, users’ nosy colleagues and
neighbors




what’s attractive?

also ...
new phenomena
volatile
socio-technical systems
new threats, vulnerabilities, defenses

most of us are OSN users
— easier to recruit study participants
— relevance
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Computer scientists have unleashed hordes of humanlike social
bots to infiltrate Facebook -- and they're awfully effective

By Eagle Gamma ' InfoWorld
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what’s attractive?
summary

diverse stakeholders and actors
new phenomena
volatile

socio-technical systems

new threats, vulnerabilities, defenses
easy to recruit study participants
relevant



WHAT MAKES OSN RESEARCH
CHALLENGING?




what’s challenging?

e overcrowded by researchers
e access to data becoming difficult
* hard to evaluate vulnerabilities/defenses

GO 8[C facebook security OR privacy

Scholar
GO 8[C facebook security OR privacy

Scholar

just in January-May 2013
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_— Availability of your personal data
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what’s challenging?:
moving target

Personal Information Disclosure Trends 2005-2011
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Instant Messenger
Political Affilitation

Looking For
Phone

Address

1.0

Fred Stutzman, Ralph Gross, Alessandro Acquisti, “Silent Listeners: The Evolution of Privacy and Disclosure on Facebook,” Journal of Privacy
and Confidentiality (2012) 4, Number 2, pp. 7-41.




what’s challenging?:
OSN operators protective

facebook

We are reluctant to take legal action against UBC, its researchers or students fngaged in

- qte acaae 5TO = TTowever. Ot e OB as 1gnored racebook’s

Facebook must insist that UBC and its researchers abide by Facebook's terms and the law.
Additiona iven the annarent ongoing and knowine disrecard of Facebook’s terms. the
and UBC ethical obligations, we request that your offices: (1) ensure that UBC researchers cease
and desist any and all unauthorized access to Facebook’s site and systems; (2) return to
Facebook all illegally harvested user data obtained by UBC researchers and certify destruction of
all copies that remain in UBC’s possession; (3) provide an accounting of all research activities
involving Facebook and its users; (4) suspend any ongoing Facebook-related research unless and
until Facebook provides consent; (5) explain the process by which UBC approved this particular
study; and (6) preserve all materials that refer or relate to the UBC’s approval, or lack thereof,
for studies involving Facebook and/or its users.




summary of challenges

overcrowded by researchers

access to data becoming difficult

hard to evaluate vulnerabilities/defenses
moving target

OSN operators protective




RESEARCH IN OSN
SECURITY & PRIVACY




research directions

* de-anonymization
e privacy (game)
* sybil detection/resistance




DE-ANONYMIZATION OF/WITH
OSNs




social network data anonymization?

e why?
— academic and government research
— advertising
— third-party applications
— aggregation
* how?
— remove node or edge attributes

— inject random noise

F. Beato, M. Conti, and B. Preneel, "Friend in the Middle (FiM): Tackling De-Anonymization in
Social Networks,” IEEE International Workshop on SEcurity and SOCial Networking, 6 p., 2013.




threat agents in de-anonymization attacks

government

large-scale collection of detailed abusive marketing aimed at
information on individuals specific individuals

stalkers

investigators

nosy
colleagues
employers
neighbors

craft a highly individualized, recognize the victim’ s node in the anonymized
believable message network and to learn sensitive information




de-anonymization

e active [1]

— “mark” regions of the graph with
injected nodes (Sybils) and/or edges

— costly on large scale

e passive [2]
— use “auxiliary” network to re-identify nodes
— self-reinforcing: seed population increases

[1] Lars Backstrom, Cynthia Dwork, and Jon Kleinberg, “Wherefore art thou r3579x?: anonymized social networks, hidden patterns, and
structural steganography” In international conference on World Wide Web (WWW), pp. 181-190, 2007.
[2] Narayanan, Arvind, and Vitaly Shmatikov. “De-anonymizing social networks,” In IEEE Symp. on Sec. & Privacy, pp. 173-187. IEEE, 2009.




PRIVACY IN OSNs




operators collect lots of personal data ...

Email

Date of Birth
Name

Sex |

Country |

N e ——
Email password | required

Username |

|

| M requested
Postcode _|

|

|

|

|

I

|
City | T
State I

[ absent

Employer [~
University |

0 20 40 100
Proportion of sites asking for this data item

Joseph Bonneau, Séren Preibusch, “The Privacy Jungle: On the Market for Data Protection in Social Networks” in WEIS 2009




... and then make it widely visible

Visibility Level Default Optional Unavailable

Public Internet 59%

All site users 24%

Sub-networks only 76%

Friends of friends 76%

Friends only 17%

Joseph Bonneau, Séren Preibusch, “The Privacy Jungle: On the Market for Data Protection in Social Networks” in WEIS 2009
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Friends

_— Availability of your personal data
on Facebook (default settings)
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how do users (re)act?

Personal Information Disclosure Trends 2005-2011
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Fred Stutzman, Ralph Gross, Alessandro Acquisti, “Silent Listeners: The Evolution of Privacy and Disclosure on Facebook,” Journal of Privacy
and Confidentiality (2012) 4, Number 2, pp. 7-41.




what makes young users to “lock” data?

no marginal gain for maintenance of an open
profile, when user’s network becomes “large”

expectancy violations by weak-ties generate
privacy concerns among females

engaging in conversational management of
privacy leads to customizing controls

Fred Stutzman, Jacob Kramer-Duffield, “Friends Only: Examining a Privacy-Enhancing Behavior in Facebook” CHI, April 10-15, 2010, Atlanta, GA.




improving models and Uls

@ Continue to Best Movies App?
Read about Best Movies App

You are allowing Best Movies App access to both you and your friends information below:

Andrew Besmer I | o0 More...
UNC Charlotte, Charlotte, NC... [N . |0y More
Chadetta NC [ 10% More...

Up [E— 70% More..

Heather Lipford, etc...
Charlotte, NC

Wall-E
Continue to Best Movies App or cancel

Platform User Terms
Movies App T

Andrew Besmer, Heather Richter Lipford, Mohamed Shehab, and Gorrell Cheek, “Social applications: exploring a more
secure framework,” In Proceedings of the 5th Symposium on Usable Privacy and Security (SOUPS '09). Article 2, 10 p.




privacy communication game

e optimizes OSN interaction with each user group
— pragmatic majority

e claims to be interested in privacy

* forgets about privacy when given an attractive service or monetary rewards

* more assurance of privacy can make them less comfortable than simply
ignoring privacy

— privacy fundamentalists

e care deeply about privacy, and
* may actively investigate a site and complain to non-fundamentalists

 minimize the concerns of the fundamentalists while
simultaneously minimizing the awareness of privacy for the
pragmatic majority

e poor privacy may be a rational choice for operators

Joseph Bonneau, Séren Preibusch, “The Privacy Jungle: On the Market for Data Protection in Social Networks” in WEIS 2009




research directions

de-anonymization

privacy (game)

sybil detection/resistance

detection of compromised accounts




SYBIL DETECTION/RESISTANCE
IN OSNs




Hyoungshick Kim

Timeline About Photos Friends More v

About

To see what he shares with friends, send him a friend request.

Contact Information
http://seclab.skku.edu/

http://facebook.com/hyoungshick.kim

Friends +1 Add Friend

All Friends Recently Added College Followers Search Friends

Yazan Boshmaf lldar Muslukhov

+1 Add Friend +1 Add Friend

. A Yongdae Kim
Tai Chung £ Add Friend | at +1 Add Friend

Works at

Kevin Yoon / Huy Kang Kim

Works at

Seungjoo Kim
+1 Add Friend Ji Won Yoon




Amandeep Kaur

@ LPN at NIKEID & Lives in Amritsar, Punjab @ In a relationship @ Knows Punjabi
English, Hindi #& From Amritsar, Punjab

Work and Education

NIKEID
NIKED *

D Wall Philosophy

£ Info

criptions |

| hate Politics
Friends (1032)

FQ‘W Mohit Sharma

Shweta Goel

god

Arts and Entertainment

Rama Choudary

Aparna Goyal

Zhi Yang, Christo Wilson, Xiao Wang, Tingting Gao, Ben Y. Zhao, and Yafei Dai, “Uncovering social network sybils in the
wild,” In Proceedings of the 2011 ACM SIGCOMM conference on Internet measurement conference (IMC '11).




Sybils can be helpful ...

{ , Realboy
S

ECE, Olin College [1] Web Ecology Project [2]

[1] Realboy, Olin College, USA: http://ca.olin.edu/2008/realboy/
[2] Socialbots competition: http://www.webecologyproject.org/category/competition/




... Or dangerous

distribute malware spread collect data
misinformation




can collect personal data

IM
Account

Identifier
)

Before
40 After
Thousands

Phone Email
Number / / Address
[

Postal

Y. Boshmaf, I. Muslukhov, K. Beznosov, M. Ripeanu, “Design and analysis of a social botnet,” Elsevier
Computer Networks, Special Issue of Botnet Design and Takedown, February 2013, pp. 556-578.




most importantly:
can erode trust in ecosystem

Facebook Applications

Facebook Connect




socialbots

Software Social media account

{ , Realboy
S

ECE, Olin College The Web Ecology Project

[1] Dan Misener. Rise of the socialbots: They could be influencing you online. CBC News, March 2011.
[2] Hwang et al. Socialbots: voices from the fronts. ACM Interactions 19, 2 (March 2012), 38-45.




approaches to reducing sybils in OSNs

* admit into OSN carefully
— increase trust slowly, by observing actions
— hurts growth of OSNs, turns users away

e detect (and disable) sybils
— give full trust right away

— analyze graph or individual accounts
* graph-based detection
* classification based on account “behavior”

— challenge suspects

* make it hard for sybils to infiltrate the OSN
— do users care?
— how can they make better decisions?




innocent by association

VOuCh"ng

\voucher
vouchee

Social graph

Global quota
== Tree—based quota
Local quota

Number of legitimate users (milli
Number of malicious users (million)

200 300 200 300
Time (day) Time (day)

legitimate user growth malicious user growth

Yinglian Xie, Fang Yu, Qifa Ke, Martin Abadi, Eliot Gillum, Krish Vitaldevaria, Jason Walter, Junxian Huang, Zhuoging Morley Mao, “Innocent by association: early recognition of
legitimate users,” ACM CCS, 2012, pp. 353-364.




approaches to reducing sybils in OSNs

* admit into OSN carefully
— increase trust slowly, by observing actions
— hurts growth of OSNs, turns users away

e detect (and disable) sybils
— give full trust right away

— analyze graph or individual accounts
* graph-based detection
e classification based on account “behavior”

— challenge suspects

* make it hard for sybils to infiltrate the OSN
— do users care?
— how can they make better decisions?




Graph-theoretic Defense
Techniques

Honest node

Sybil region
Honest region

Sybil detection via social networks [1]: inreality it could be like this [2]

SybilRank, SybilLimit, SybilGuard,
Sybillnfer, GateKeeper

[1] Haifeng Yu. 2011. Sybil defenses via social networks: a tutorial and survey. SIGACT News 42, 3 (October 2011), pp. 80-101.
[2] Boshmaf et al. Graph-based Sybil detection in social and information systems. To appear in the Proceedings of IEEE/ACM
ASONAM, Niagara Falls, ON, Canada (August 2013).




w//, N
WS W

i . | g/ |

'//.F
d

|2

a COU ntEr_eXampIe

| -
9 %
> N
w0
w O
;0
i)
el
S o
=
.
3 >
Sr
T @©
S 2
P
v oW
>
© C
c 3
T O
23
c 2
c
oo
= O
N c
ea
()
. C
S ap
cC wn
©c v
(e
o o
)
e 2
o+
S 0
.o
> oy
Q o
o
c >
N 3
eI
n —
. (@©
~ Q
> a
o wn
h_
a4
= 7))
> <
= e
= 2
.t
- Q
LI/N
ar
€ 3
£ 3
o
o)
o £
. O
> O




do Sybils form connected components?

100

e==Sybils, Edges
Between Sybils Only

e==Sybils, All Edges

e\ ormal Users

100 1000
Degree

Zhi Yang, Christo Wilson, Xiao Wang, Tingting Gao, Ben Y. Zhao, and Yafei Dai, “Uncovering social network sybils in the
wild,” In Proceedings of the 2011 ACM SIGCOMM conference on Internet measurement conference (IMC '11).




from 100% TPR to 0% in 2 weeks

Using state-of-the-art local community detection
algorithm to detect Sybils during the first two weeks

100% T

80%

60%

40%

20%

Q
)
(O
| -
Q
>
B
(%]
@)
o
Q
>
| -
)
Q
o]0)]
(1)
| -
Q
>
<

00/0 T T T T |
100 150 200 250 K10[0

Number of attack edges

Yazan Boshmaf, Konstantin Beznosov, Matei Ripeanu, “Graph-based Sybil detection in social and information
systems,” in the Proceedings of IEEE/ACM ASONAM, Niagara Falls, ON, Canada (August 2013).




HOW FEASIBLE IS THE RISK OF
SYBILS?




a more real example: a social botnet

& H C&C Channel H

Bot master

b g Social bots

417
n Online Social Network

Bot herder SocialBot

Infiltrated user (randomly picked)

Infiltrated user (with mutual friends)










more friends, more Sybils

m-socialbots

f-socialbots

p—
X
—
Q
=)
©
1 &9
Q
(® ]
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Q
(& ]
(@]
<

8 16 32 64 128 256 512 1024 2048

Number of friends

Y. Boshmaf, I. Muslukhov, K. Beznosov, M. Ripeanu, “Design and analysis of a social botnet,” Elsevier
Computer Networks — Special Issue of Botnet Design and Takedown, February 2013, pp. 556-578.




mutual friends matter

max
95% conf.

min

X
Q
)
(O
| -
Q
(@)
C
O
i)
o
Q
(@)
O
<

3 4 5 6 7 8 9
Number of mutual friends

Y. Boshmaf, I. Muslukhov, K. Beznosov, M. Ripeanu, Design and analysis of a social botnet. Elsevier
Computer Networks — Special Issue of Botnet Design and Takedown, February 2013, pp. 556-578.




possible Sybil indicators

* friend request frequency
e outgoing friend requests accepted

Normal
80 : 80 |

60 | ~ 60 |
40 | - 40

20 | ..-""‘ " 20 _'"-----.........-

0

L : i 0 ——
0 02 04 06 O 10® 10° 10" 10® 102 107 10°

Ratio of Accepted Incoming Requests Clustering Coefficient

Zhi Yang, Christo Wilson, Xiao Wang, Tingting Gao, Ben Y. Zhao, and Yafei Dai, “Uncovering social network sybils in the
wild,” In Proceedings of the 2011 ACM SIGCOMM conference on Internet measurement conference (IMC '11).




0 out of 50 Completed

The below profile is: Save changes If fake, mark suspicious content (multiple choice)
Real Account Profile Info
Fake Account Wwall
Photos

Please browse the below profile

[Info] [Wall] [Photos}

T‘: Rachel Thompson

s

& W
&

Work and Education

Victoria Secret

Harvard University

Friends (1077)

"_ Karissa King

Columbus High School

Zheng and Ben Y. Zhao, “Social Turing Tests: Crowdsourcing Sybil Detection,” NDSS ‘13.

Gang Wang, Manish Mohanlal, Christo Wilson, Xiao Wang, Miriam Metzger, Haitao




experts detect Sybils much better
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Gang Wang, Manish Mohanlal, Christo Wilson, Xiao Wang, Miriam Metzger, Haitao Zheng and Ben Y.
Zhao, “Social Turing Tests: Crowdsourcing Sybil Detection,” NDSS ‘13.




approaches to reducing sybils in OSNs

* admit into OSN carefully
— increase trust slowly, by observing actions
— hurts growth of OSNs, turns users away

e detect (and disable) sybils
— give full trust right away

— analyze graph or individual accounts
* graph-based detection
* classification based on account “behavior”

— challenge suspects

* make it hard for sybils to infiltrate the OSN
— do users care?
— how can they make better decisions?




DETECTION OF COMPROMISED
ACCOUNTS




cost of compromised accounts

leverage existing trust relationships
fake account detection not applicable
cannot be removed easily

involves costly password-reset process




a recent approach: COMPA

 statistical modeling
— Extract behavioral profile for accounts

 anomaly detection

— Compare new messages against observed
behavior

* identify campaigns: similar messages & similar
new behavior

M. Egele, G. Stringhini, C. Kruegel, and G. Vigna, “COMPA: Detecting Compromised
Accounts on Social Networks” in Symposium on NDSS, 2013.




COMPA: example
July 4th 2011, @foxnewspolitics

BREAKING NEWS: President @BarackObama
assassinated, 2 gunshot wounds have proved too
much. It's a sad 4th for #america. #obamadead RIP

Anomaly scores
— Time: 1.00 (1:24am EST, usually 8-10am EST)

— Source: 0.94 (Web, commonly using TweetDeck) —
Hashtag: 0.88

— Domain: 0.26
— Mention: 0.67
— Lang: 0.00




COMPA evaluation

Twitter
* Text similarity:

— 374,920 groups identiKied

— 9,362 compromised (343,229 accounts)

— FP: 377 groups (4%), 12,382 accounts (3.6%)
* Landing page similarity:

— 14,548 groups identiKied

— 1,236 compromised (54,907 accounts)

— FP: 72 groups (5.8%), 2,141 accounts (3.8%)

Facebook:
— 48,586 groups identiKied
— 671 compromised (11,499 accounts)
— FP: 22 groups (3.3%), 412 accounts (3.6%)




summary

* why OSNs?
* rewards and challenges of research in OSN

* current research directions
— de-anonymization
— privacy (game)
— Sybil detection/resistance
— detecting compromised accounts
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OSN size, popularity, and age matter

larger, more popular, and more mature sites
* better privacy protection
* longer privacy policies

Joseph Bonneau, Séren Preibusch, “The Privacy Jungle: On the Market for Data Protection in Social Networks” in WEIS 2009




can Sybil components be detected?
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Zhi Yang, Christo Wilson, Xiao Wang, Tingting Gao, Ben Y. Zhao, and Yafei Dai, “Uncovering social network sybils in the
wild,” In Proceedings of the 2011 ACM SIGCOMM conference on Internet measurement conference (IMC '11).




establishing attack edges takes time

Real-world Sybil activity in Facebook (100 Sybils, fully connected)
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Boshmaf et al. Graph-based Sybil detection in social and information systems. To appear in the
Proceedings of IEEE/ACM ASONAM, Niagara Falls, ON, Canada (August 2013).




SybilTrack
Incremental GSD Algorithm
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