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.H\ZRUGV�� $PHULFDQ�1DWLRQDO� 6WDQGDUG� ,QVWLWXWH��(QWHUSULVH� -DYD�%HDQV��0LGGOHZDUH��5ROH�%DVHG�
$FFHVV�&RQWURO��6HFXULW\

,1752'8&7,21

7KH�$PHULFDQ�1DWLRQDO�6WDQGDUG�IRU�,QIRUPD�
WLRQ�7HFKQRORJ\�5ROH�%DVHG�$FFHVV�&RQWURO�
�$16,�5%$&���$16,��������LV�D�VSHFLILFDWLRQ�
RI�DQ�DFFHVV�FRQWURO�V\VWHP�LQ�ZKLFK�SHUPLV�
VLRQV�DUH�DVVRFLDWHG�ZLWK�UROHV��DQG�XVHUV�DUH�
DVVLJQHG� WR� DSSURSULDWH� UROHV�� 5%$&� LV� DQ�
DSSURDFK�WR�DGGUHVV�WKH�QHHGV�RI�FRPPHUFLDO�
HQWHUSULVHV� EHWWHU� WKDQ� ODWWLFH�EDVHG� PDQGD�
WRU\�DFFHVV�FRQWURO��0$&���%HOO�	�/D3DGXOD��
������ DQG� RZQHU�EDVHG� GLVFUHWLRQDU\� DFFHVV�
FRQWURO� �'$&�� �/DPSVRQ�� �������$� UROH� FDQ�
UHSUHVHQW�FRPSHWHQF\��DXWKRULW\��UHVSRQVLELOLW\��

RU�VSHFLILF�GXW\�DVVLJQPHQWV��7KH�$16,�5%$&�
VWDQGDUG�FRQVLVWV�RI�WZR�PDLQ�SDUWV��WKH�5%$&�
5HIHUHQFH�0RGHO��DQG�WKH�5%$&�6\VWHP�DQG�
$GPLQLVWUDWLYH�)XQFWLRQDO�6SHFLILFDWLRQ��%RWK�
SDUWV�FRYHU�IRXU�FRPSRQHQWV��WKH�PLQLPXP�VHW�
RI�IHDWXUHV�LQFOXGHG�LQ�DOO�5%$&�V\VWHPV��&RUH�
5%$&���UROH�KLHUDUFKLHV��+LHUDUFKLFDO�5%$&���
VWDWLF� FRQVWUDLQW� UHODWLRQV� �6WDWLF� 6HSDUDWLRQ�
RI�'XW\� 5HODWLRQV��� DQG� G\QDPLF� FRQVWUDLQWV�
�'\QDPLF� 6HSDUDWLRQ� RI� 'XW\� 5HODWLRQV��� $�
PDMRU�SXUSRVH�RI�5%$&�LV�WR�IDFLOLWDWH�DFFHVV�
FRQWURO�DGPLQLVWUDWLRQ�DQG�UHYLHZ�

0DQ\�SDSHUV�SURSRVH�ZD\V�WR�VXSSRUW�RU�
LPSOHPHQW�5%$&�XVLQJ�FRPPHUFLDO�WHFKQROR�
JLHV��H�J���2UDFOH��1RWDUJLDFRPR���������1HW�
:DUH��(SVWHLQ�	�6DQGKX���������-DYD��*LXUL��

$QDO\VLV�RI�$16,�5%$&�
6XSSRUW�LQ�(-%

:HVDP�'DUZLVK��7KH�8QLYHUVLW\�RI�%ULWLVK�&ROXPELD��&DQDGD

.RQVWDQWLQ�%H]QRVRY��7KH�8QLYHUVLW\�RI�%ULWLVK�&ROXPELD��&DQDGD

$%675$&7
7KLV�SDSHU�DQDO\]HV�DFFHVV�FRQWURO�PHFKDQLVPV�RI�WKH�(QWHUSULVH�-DYD�%HDQV��(-%��DUFKLWHFWXUH�DQG�GH¿QHV�
D�FRQ¿JXUDWLRQ�RI�WKH�(-%�SURWHFWLRQ�V\VWHP�LQ�D�PRUH�SUHFLVH�DQG�OHVV�DPELJXRXV�ODQJXDJH�WKDQ�WKH�(-%�����
VWDQGDUG��8VLQJ�WKLV�FRQ¿JXUDWLRQ��WKH�DXWKRUV�VXJJHVW�DQ�DOJRULWKP�WKDW�IRUPDOO\�VSHFL¿HV�WKH�VHPDQWLFV�RI�
DXWKRUL]DWLRQ�GHFLVLRQV�LQ�(-%��7KH�OHYHO�RI�VXSSRUW�LV�DQDO\]HG�IRU�WKH�$PHULFDQ�1DWLRQDO�6WDQGDUG�,QVWLWXWH¶V�
�$16,��VSHFL¿FDWLRQ�RI�5ROH�%DVHG�$FFHVV�&RQWURO��5%$&��FRPSRQHQWV�DQG�IXQFWLRQDO�VSHFL¿FDWLRQ�LQ�(-%��
7KH�UHVXOWV�LQGLFDWH�WKDW�WKH�(-%�VSHFL¿FDWLRQ�IDOOV�VKRUW�RI�VXSSRUWLQJ�HYHQ�&RUH�$16,�5%$&��(-%�H[WHQVLRQV�
GHSHQGHQW�RQ�WKH�RSHUDWLRQDO�HQYLURQPHQW�DUH�UHTXLUHG�LQ�RUGHU�WR�VXSSRUW�$16,�5%$&�UHTXLUHG�FRPSRQHQWV��
2WKHU�YHQGRU�VSHFL¿F�H[WHQVLRQV�DUH�QHFHVVDU\�WR�VXSSRUW�$16,�5%$&�RSWLRQDO�FRPSRQHQWV��)XQGDPHQWDO�
OLPLWDWLRQV�H[LVW��KRZHYHU��GXH�WR�WKH�LPSUDFWLFDOLW\�RI�VRPH�DVSHFWV�RI�WKH�$16,�5%$&�VWDQGDUG�LWVHOI��7KLV�
SDSHU�VHWV�XS�D�IUDPHZRUN�IRU�DVVHVVLQJ�LPSOHPHQWDWLRQV�RI�$16,�5%$&�IRU�(-%�V\VWHPV�
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�������'*�8;��0H\HUV���������-�((��=KDQJ��
6KHQJ��1LX��:DQJ��	�=KDQJ��������%LQGLJD�
QDYDOH�	�2X\DQJ���������REMHFW�RULHQWHG�V\V�
WHPV��%DUNOH\���������REMHFW�RULHQWHG�GDWDEDVHV�
�:RQJ���������06�:LQGRZV�17��%DUNOH\�	�
&LQFRWWD�� ������� HQWHUSULVH� VHFXULW\�PDQDJH�
PHQW�V\VWHPV��$ZLVFKXV���������(YLGHQFH�RI�
5%$&� EHFRPLQJ� D� GRPLQDQW� DFFHVV� FRQWURO�
SDUDGLJP� LV� WKH� DSSURYDO� RI� WKH� $PHULFDQ�
1DWLRQDO� 6WDQGDUG� ,QVWLWXWH� �$16,�� 5%$&�
6WDQGDUG��$16,��������LQ������

$W�WKH�VDPH�WLPH��FRPPHUFLDO�PLGGOHZDUH�
WHFKQRORJLHVíVXFK�DV�&RPPRQ�2EMHFW�5HTXHVW�
%URNHU�$UFKLWHFWXUH��&25%$���20*���������
&20���2EHUJ���������(QWHUSULVH�-DYD�%HDQV�
�(-%�� �'H0LFKLHO�� <DOoLQDOS�� 	� .ULVKQDQ��
�����íPDWXUHG�� ZLWK� GLVWULEXWHG� HQWHUSULVH�
DSSOLFDWLRQV�URXWLQHO\�GHYHORSHG�ZLWK�WKH�XVH�
RI�PLGGOHZDUH��(DFK�PLGGOHZDUH�WHFKQRORJ\��
KRZHYHU��FRPHV�ZLWK�LWV�RZQ�VHFXULW\�VXEV\VWHP�
�(GGRQ��������20*��������+DUWPDQ��)OLQQ��
	�%H]QRVRY���������VRPHWLPHV�GHSHQGHQW�RQ�
DQG�VSHFLILF�WR�WKH�XQGHUO\LQJ�RSHUDWLQJ�V\VWHP�
�26��� )RU� LQVWDQFH�� &20�� VHFXULW\� �(GGRQ��
������LV�WLHG�LQWR�0LFURVRIW�:LQGRZV�26�DQG�
LWV�VHUYLFHV�

7KH� DELOLW\� RI� D� SDUWLFXODU� PLGGOHZDUH�
WHFKQRORJ\�WR�VXSSRUW�VSHFLILF�W\SHV�RI�DFFHVV�
FRQWURO�SROLF\�LV�DQ�RSHQ�DQG�SUDFWLFDO�TXHVWLRQ��
,W� LV� QRW� D� VLPSOH�TXHVWLRQ� IRU� WKH� IROORZLQJ�
WKUHH�UHDVRQV�

)LUVW�� GLIIHUHQW�PLGGOHZDUH� WHFKQRORJLHV�
DQG�WKHLU�VXEV\VWHPV�DUH�GHILQHG�LQ�GLIIHUHQW�
IRUPV� DQG� IRUPDWV�� )RU� H[DPSOH�� &25%$�
LV� VSHFLILHG� LQ� WKH� IRUP� RI� RSHQ� DSSOLFDWLRQ�
SURJUDPPLQJ�LQWHUIDFHV��$3,V���ZKHUHDV�(-%�
LV�GHILQHG�WKURXJK�$3,V�DV�ZHOO�DV�WKH�V\QWD[�
DQG�VHPDQWLFV�RI�WKH�DFFRPSDQ\LQJ�H[WHQVLEOH�
PDUNXS�ODQJXDJH��;0/��ILOHV�XVHG�IRU�FRQILJXU�
LQJ�WKH�(-%�FRQWDLQHU��&20��LV�GHILQHG�WKURXJK�
$3,V�DV�ZHOO�DV�JUDSKLFDO�XVHU�LQWHUIDFHV��*8,��
IRU�FRQILJXULQJ�WKH�EHKDYLRU�RI�D�&20��VHUYHU��
7KH�YDULDWLRQV� LQ� WKH�IRUP�� WHUPLQRORJ\��DQG�
IRUPDW�RI� WKH�PLGGOHZDUH�GHILQLWLRQV� OHDG� WR�
WKH�GLIILFXOW\�RI�LGHQWLI\LQJ�WKH�FRUUHVSRQGHQFH�
DPRQJ�WKH��VHFXULW\�DQG�RWKHU��FDSDELOLWLHV�RI�
DQ\�WZR�PLGGOHZDUH�WHFKQRORJLHV�

6HFRQG��WKH�FDSDELOLWLHV�RI�WKH�PLGGOHZDUH�
DFFHVV�FRQWUROV�DUH�QRW�GHILQHG�LQ�WKH�WHUPV�RI�
DQ\�SDUWLFXODU�DFFHVV�FRQWURO�PRGHO�� ,QVWHDG��
WKH� FRQWUROV� DUH� GHILQHG� LQ� WHUPV� RI� JHQHUDO�
PHFKDQLVPV�ZKLFK�DUH�VXSSRVHG�WR�EH�DGHTXDWH�
IRU�WKH�PDMRULW\�RI�FDVHV��DQG�FRXOG�EH�FRQILJ�
XUHG�WR�VXSSRUW�YDULRXV�DFFHVV�FRQWURO�PRGHOV��
'HVLJQHG�WR�VXSSRUW�D�YDULHW\�RI�SROLF\�W\SHV��
DV�ZHOO�DV�ODUJH�VFDOH�DQG�GLYHUVH�GLVWULEXWHG�
DSSOLFDWLRQV��WKH�FRQWUROV�VHHP�WR�EH�D�UHVXOW�
RI�HQJLQHHULQJ�FRPSURPLVHV�EHWZHHQ��DPRQJ�
RWKHUV��SHUFHLYHG�FXVWRPHU�UHTXLUHPHQWV�� WKH�
FDSDELOLWLHV�RI�WKH�WDUJHW�UXQWLPH�HQYLURQPHQW��
DQG�WKHLU�H[SHFWHG�XVDJH��)RU�H[DPSOH��&25%$�
DFFHVV�FRQWUROV�DUH�GHILQHG�LQ�WKH�WHUPV�RI�WKH�
SULQFLSDO¶V� DWWULEXWHV�� UHTXLUHG�� DQG� JUDQWHG�
ULJKWV��ZKHUHDV�(-%�FRQWUROV�DUH�GHILQHG�XVLQJ�
UROH�PDSSLQJV� DQG� UROH�PHWKRG�SHUPLVVLRQV��
$VVHVVLQJ�WKH�FDSDELOLW\�RI�PLGGOHZDUH�FRQWUROV�
WR� HQIRUFH� SDUWLFXODU� W\SHV� RI� DXWKRUL]DWLRQ�
SROLFLHV�LV�KDUGHU�GXH�WR�WKH�PLVPDWFK�LQ�WKH�
WHUPLQRORJ\�EHWZHHQ�WKH�SXEOLVKHG�DFFHVV�FRQ�
WURO�PRGHOV�DQG�DEVWUDFWLRQV�GLUHFWO\�VXSSRUWHG�
E\�WKH�FRQWUROV�

7KLUG��WKH�VHFXULW\�VXEV\VWHP�VHPDQWLFV�LQ�
FRPPHUFLDO�PLGGOHZDUH�LV�GHILQHG�LPSUHFLVHO\��
OHDYLQJ�URRP�IRU�PLVLQWHUSUHWDWLRQ��:H�FODULI\�
WKH� VHPDQWLFV� RI� WKH� VHFXULW\� VXEV\VWHP� DQG�
DQDO\]H�LWV�DELOLW\�WR�VXSSRUW�$16,�5%$&�IRU�
RQH�SDUWLFXODU�LQGXVWULDO�PLGGOHZDUH�WHFKQRO�
RJ\í(-%�

,Q� WKLV� SDSHU�� ZH� GHILQH� WKH� SURWHFWLRQ�
VWDWH�RI�WKH�DFFHVV�FRQWURO�VXEV\VWHP�RI�(-%��
2XU�GHILQLWLRQV�RIIHU�SUHFLVH�DQG�XQDPELJXRXV�
LQWHUSUHWDWLRQ�RI�WKH�PLGGOHZDUH�DFFHVV�FRQWUROV��
7KH�ODQJXDJH�RI�WKH�PLGGOHZDUH�SURWHFWLRQ�VWDWH�
HQDEOHV�WKH�DQDO\VLV�RI�WKH�DFFHVV�FRQWURO�V\VWHP�
RQ�WKH�VXEMHFW�RI�LWV�VXSSRUW�IRU�VSHFLILF�DFFHVV�
FRQWURO�PRGHOV��7R�GHPRQVWUDWH�WKH�XWLOLW\�RI�WKH�
SURWHFWLRQ�VWDWH�GHILQLWLRQV�DQG�WR�DLG�DSSOLFDWLRQ�
GHYHORSHUV�DQG�RZQHUV��ZH�DQDO\]HG�WKH�GHJUHH�
WR�ZKLFK�(-%�VXSSRUWV�WKH�IDPLO\�RI�UROH�EDVHG�
DFFHVV�FRQWURO��5%$&��PRGHOV�DV�GHILQHG�E\�
$16,�5%$&�6WDQGDUG��$16,��������

:H� KDYH� IRUPDOL]HG� WKH� DXWKRUL]DWLRQ�
UHODWHG�SDUWV�RI�(-%�Y������'H0LFKLHO�	�.HLWK��
������ LQWR� D� SURWHFWLRQ� VWDWH� FRQILJXUDWLRQ�
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WKURXJK� VWXG\LQJ� LWV� GHVFULSWLRQ� DQG� VSHFL�
ILFDWLRQV��7KHQ��ZH�XVHG� WKH�SURWHFWLRQ� VWDWH�
FRQILJXUDWLRQ�WR�DQDO\]H�(-%�LQ�UHJDUGV�WR�LWV�
VXSSRUW�IRU�$16,�5%$&��:KHQ�SRVVLEOH��ZH�
VKRZHG�KRZ�WKH�FRUUHVSRQGLQJ�$16,�5%$&�
FRQVWUXFW�FDQ�EH�H[SUHVVHG�LQ�WKH�ODQJXDJH�RI�
WKH�(-%�SURWHFWLRQ�VWDWH��,Q�FDVHV�ZKHQ�VXSSRUW�
IRU� D� VSHFLILF�$16,� 5%$&� IHDWXUH� UHTXLUHG�
LPSOHPHQWDWLRQ�GHSHQGHQW� IXQFWLRQDOLW\�� ZH�
H[SOLFLWO\�VWDWHG�ZKDW�QHHGHG�WR�EH�LPSOHPHQWHG�
E\�WKH�PLGGOHZDUH�GHYHORSHUV��RU�FRQILJXUHG�E\�
WKH�VHFXULW\�DGPLQLVWUDWRUV��:KHQ�ZH�FRXOG�QRW�
LGHQWLI\�WKH�PHDQV�RI�VXSSRUWLQJ�DQ�$16,�5%$&�
IHDWXUH��ZH�VWDWHG�VR��:H�KDYH�VXPPDUL]HG�WKH�
UHVXOWV�RI�RXU�DQDO\VLV�DW�WKH�HQG�RI�WKH�SDSHU�

2XU�DQDO\VLV�VXJJHVWV�WKDW�WKH�(-%�VSHFL�
ILFDWLRQ�LV�QRW�FDSDEOH�RI�IXOO\�VXSSRUWLQJ�HYHQ�
WKH�UHTXLUHG�&RUH�5%$&�FRPSRQHQW�LQ�RUGHU�
IRU�LW�WR�EH�$16,�5%$&�FRPSOLDQW��7KLV�LV�GXH�
WR�WKH�IDFW�WKDW�WKH�(-%�VSHFLILFDWLRQ�UHOLHV�RQ�
����WKH�RSHUDWLRQDO�HQYLURQPHQW�WR�SURYLGH�WKH�
PDQDJHPHQW�RI�XVHU�DFFRXQWV��DQG�WKH�UXQ�WLPH�
HQYLURQPHQW�WR�PDQDJH�����XVHU�VHVVLRQV��DQG�����
UROH�DFWLYDWLRQ��:KLOH�WKHVH�OLPLWDWLRQV�FDQ�EH�
HDVLO\�ZRUNHG�DURXQG�WKURXJK�YHQGRU�VSHFLILF�
DQG�LPSOHPHQWDWLRQ�GHSHQGHQW�H[WHQVLRQV��HDFK�
(-%�LPSOHPHQWDWLRQ�ZRXOG�KDYH�WR�EH�HYDOXDWHG�
IRU�$16,�5%$&�VHSDUDWHO\��,Q�RUGHU�WR�SURYLGH�
VWDQGDUG�VXSSRUW�IRU�DGPLQLVWHULQJ�DQG�UHYLHZ�
LQJ�XVHU�DFFRXQWV��WKHLU�UROHV�DQG�WKHLU�VHVVLRQV��
WKH� FRUUHVSRQGLQJ� DGPLQLVWUDWLYH� LQWHUIDFHV�
ZRXOG�QHHG�WR�EH�DGGHG�WR�(-%��ZKLFK�ZRXOG�EH�
FRQWUDU\�WR�WKH�HPHUJLQJ�SUDFWLFH�RI�³RXWVRXUF�
LQJ´�VXFK�IXQFWLRQV�WR�HQWHUSULVH�ZLGH�VLQJOH�
VLJQ�RQ�DQG�LGHQWLW\�PDQDJHPHQW�VROXWLRQV�

7KLV� SDSHU� HVWDEOLVKHV� D� IUDPHZRUN� IRU�
LPSOHPHQWLQJ�DQG�DVVHVVLQJ�LPSOHPHQWDWLRQV�
RI�$16,�5%$&�XVLQJ�(-%��7KH�UHVXOWV�SURYLGH�
GLUHFWLRQV�IRU�(-%�GHYHORSHUV�VXSSRUWLQJ�$16,�
5%$&�LQ�WKHLU�V\VWHPV��DQG�FULWHULD�IRU�XVHUV�
DQG�DSSOLFDWLRQ�GHYHORSHUV�IRU�VHOHFWLQJ�WKRVH�
(-%�LPSOHPHQWDWLRQV�WKDW�VXSSRUW�ERWK�UHTXLUHG�
DQG�RSWLRQDO�FRPSRQHQWV�RI�$16,�5%$&�

7KH�UHVW�RI�WKH�SDSHU�LV�RUJDQL]HG�DV�IROORZV��
,Q�WKH�QH[W�VHFWLRQ��ZH�SURYLGH�DQ�RYHUYLHZ�RI�
$16,�5%$&�DQG�(-%��:H�WKHQ�GLVFXVV�UHODWHG�
ZRUN��7KH�IROORZLQJ�VHFWLRQ�IRUPDOO\�GHILQHV�

WKH�SURWHFWLRQ�VWDWH�RI�WKH�(-%�DFFHVV�FRQWURO�
VXEV\VWHP�� 7KHQ� ZH� GLVFXVV� KRZ� DQ� $16,�
5%$&�EDVHG�DFFHVV�SROLF\�PDSV� WR� WKH�(-%�
SURWHFWLRQ�VWDWH��DQG�ZH�SURYLGH�DQ�H[DPSOH��
)ROORZLQJ�WKDW��ZH�GLVFXVV� WKH�UHVXOWV�RI�RXU�
DQDO\VLV��:H�SUHVHQW�RXU�FRQFOXVLRQ�LQ�WKH�ODVW�
VHFWLRQ�RI�WKH�SDSHU�

%$&.*5281'

7KLV�VHFWLRQ�SURYLGHV�WKH�EDFNJURXQG�WR�$16,�
5%$&�DQG�(-%�6HFXULW\�WKDW�LV�QHFHVVDU\�LQ�
RUGHU�WR�XQGHUVWDQG�WKH�UHVW�RI�WKH�SDSHU��5HDG�
HUV�IDPLOLDU�ZLWK�ERWK�FDQ�VNLS�GLUHFWO\�WR�WKH�
QH[W�VHFWLRQ�

2YHUYLHZ�RI�$16,�5%$&

5ROH�%DVHG� $FFHVV� &RQWURO� �5%$&�� ZDV�
LQWURGXFHG�PRUH�WKDQ�D�GHFDGH�DJR��)HUUDLROR�
	�.XKQ��������6DQGKX��&R\QH��)HLQVWHLQ��	�
<RXPDQ�� ������� 2YHU� WKH� \HDUV�� 5%$&� KDV�
HQMR\HG� VLJQLILFDQW� DWWHQWLRQ��0DQ\� UHVHDUFK�
SDSHUV�KDYH�EHHQ�ZULWWHQ�RQ�WRSLFV�UHODWHG�WR�
5%$&��DQG�LQ�UHFHQW�\HDUV��YHQGRUV�RI�FRP�
PHUFLDO� SURGXFWV� KDYH� VWDUWHG� LPSOHPHQWLQJ�
YDULRXV�5%$&�IHDWXUHV�LQ�WKHLU�VROXWLRQV�

7KH�1DWLRQDO� ,QVWLWXWH� RI� 6WDQGDUGV� DQG�
7HFKQRORJ\��1,67��LQLWLDWHG�D�SURFHVV�WR�GH�
YHORS�D�VWDQGDUG�IRU�5%$&�WR�DFKLHYH�D�FRQVLV�
WHQW�DQG�XQLIRUP�GHILQLWLRQ�RI�5%$&�IHDWXUHV��
$Q�LQLWLDO�GUDIW�RI�D�VWDQGDUG�IRU�5%$&�ZDV�
SURSRVHG�LQ�WKH�\HDU�������6DQGKX��)HUUDLROR��
	�.XKQ�� �������$� VHFRQG� YHUVLRQ�ZDV� ODWHU�
SXEOLFO\�UHOHDVHG�LQ�������)HUUDLROR��6DQGKX��
*DYULOD��.XKQ��	�&KDQGUDPRXOL���������7KLV�
VHFRQG�YHUVLRQ�ZDV�WKHQ�VXEPLWWHG�WR�WKH�,QWHU�
QDWLRQDO�&RPPLWWHH�IRU�,QIRUPDWLRQ�7HFKQRORJ\�
6WDQGDUGV� �,1&,76��� ZKHUH� IXUWKHU� FKDQJHV�
ZHUH�PDGH� WR� WKH�SURSRVHG� VWDQGDUG��/DVWO\��
,1&,76�DSSURYHG�WKH�VWDQGDUG�IRU�VXEPLVVLRQ�
WR� WKH�$PHULFDQ�1DWLRQDO�6WDQGDUGV�,QVWLWXWH�
�$16,���7KH� VWDQGDUG�ZDV� ODWHU� DSSURYHG� LQ�
������$16,���������7KH�$16,�5%$&�VWDQGDUG�
FRQVLVWV�RI�WZR�PDLQ�SDUWV��DV�GHVFULEHG�LQ�WKH�
IROORZLQJ�VHFWLRQV�
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5HIHUHQFH�0RGHO

7KH�5%$&�5HIHUHQFH�0RGHO�GHILQHV�VHWV�RI�
EDVLF�5%$&�HOHPHQWV��UHODWLRQV��DQG�IXQFWLRQV�
WKDW�WKH�VWDQGDUG�LQFOXGHV��7KLV�PRGHO�LV�GHILQHG�
LQ�WHUPV�RI�IRXU�PDMRU�5%$&�FRPSRQHQWV�DV�
GHVFULEHG�LQ�WKH�IROORZLQJ�VHFWLRQV��)LJXUH���
GHSLFWV�WKHVH�5%$&�FRPSRQHQWV�

&RUH�5%$&

&RUH�5%$&�GHILQHV�WKH�PLQLPXP�VHW�RI�HOH�
PHQWV�UHTXLUHG�WR�DFKLHYH�5%$&�IXQFWLRQDOLW\��
$W� D�PLQLPXP�� FRUH�5%$&�PXVW� EH� LPSOH�
PHQWHG�LQ�5%$&�V\VWHPV��7KH�RWKHU�FRPSR�
QHQWV�GHVFULEHG�EHORZ��ZKLFK�DUH�LQGHSHQGHQW�
RI�HDFK�RWKHU��FDQ�EH�LPSOHPHQWHG�VHSDUDWHO\�

&RUH�5%$&�HOHPHQWV�DUH�GHILQHG�DV�IRO�
ORZV��$16,��������SS������

'HILQLWLRQ���>&RUH�5%$&@
�ƕ 86(56��52/(6��236��DQG�2%6��XV�

HUV�� UROHV�� RSHUDWLRQV�� DQG� REMHFWV�
UHVSHFWLYHO\�

�ƕ UA USERS ROLES⊆ × �� D� PDQ\�
WR�PDQ\�PDSSLQJ�XVHU�WR�UROH�DVVLJQ�
PHQW�UHODWLRQ�

�ƕ DVVLJQHGBXVHUV( : )r ROLES USERSl 2 ��
WKH�PDSSLQJ� RI� UROH� U� RQWR� D� VHW� RI�
XVHUV�� )RUPDOO\�� DVVLJQHGBXVHUV
( ) { ( , ) }r u USERS u r UA= ∈ ∈ �

�ƕ PRMS OPS OBS= ×2( ) � � WKH� VHW � RI�
SHUPLVVLRQV�

�ƕ PA PERMS ROLES⊆ × ��D�PDQ\�
WR�PDQ\�PDSSLQJ�SHUPLVVLRQ�WR�UROH�
DVVLJQPHQW�UHODWLRQ�

�ƕ DVVLJQHGBSHUPLVVLRQV
( : )r ROLES PRMSl 2 ��WKH�PDSSLQJ�
RI� UROH� U� RQWR� D� VHW� RI� SHUPLVVLRQV��
)RUPDOO\�� DVVLJQHG� SHUPLVVLRQV
( ) { ( , ) }r p PRMS p r PA= ∈ ∈ �

�ƕ Op p PRMS op OPS( : ) { }→ ∈ ��WKH�
SHUPLVVLRQ� WR� RSHUDWLRQ� PDSSLQJ��
ZKLFK�JLYHV�WKH�VHW�RI�RSHUDWLRQV�DV�
VRFLDWHG�ZLWK�SHUPLVVLRQ�S�

�ƕ Ob p PRMS ob OBS( : ) { }→ ∈ ��WKH�
SHUPLVVLRQ�WR�REMHFW�PDSSLQJ��ZKLFK�
JLYHV�WKH�VHW�RI�REMHFWV�DVVRFLDWHG�ZLWK�
SHUPLVVLRQ�S�

�ƕ 6(66,216� �WKH�VHW�RI�VHVVLRQV�
�ƕ VHVVLRQBXVHUV�( : )s SESSIONS USERSl ��

WKH�PDSSLQJ�RI�VHVVLRQ�V�RQWR�WKH�FRU�
UHVSRQGLQJ�XVHU�

�ƕ VHVVLRQBUROHV
( : )s SESSIONS ROLESl 2 ��WKH�PDS�
SLQJ�RI�VHVVLRQ�V�RQWR�D�VHW�RI�UROHV��
) R U P D O O \ � � V H V V L R Q B U R O H V
( ) { ( _ ( ), ) }s r ROLES session users s r UAi i⊆ ∈ ∈ �

�ƕ DYDLOBVHVVLRQBSHUPV
( : )s SESSIONS PRMSl 2 �� WKH� SHU�

)LJXUH����$16,�5%$&�VHWV��UHODWLRQV��DQG�PDLQ�IXQFWLRQV
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PLVVLRQV�DYDLODEOH�WR�D�XVHU�LQ�D�VHVVLRQ�
 assigned permissions r
r session roles s

_ ( )
_ ( )�
* �

�
+LHUDUFKLFDO�5%$&

7KLV�FRPSRQHQW�DGGV�UHODWLRQV�WR�VXSSRUW�UROH�
KLHUDUFKLHV��5ROH�KLHUDUFK\� LV� D�SDUWLDO� RUGHU�
UHODWLRQ� WKDW�GHILQHV� VHQLRULW\�EHWZHHQ� UROHV��
ZKHUHE\�D�VHQLRU�UROH�KDV�DW�OHDVW�WKH�SHUPLV�
VLRQV�RI�DOO�RI�LWV�MXQLRU�UROHV��DQG�D�MXQLRU�UROH�
LV�DVVLJQHG�DW� OHDVW�DOO� WKH�XVHUV�RI� LWV�VHQLRU�
UROHV��$�VHQLRU�UROH�LV�DOVR�VDLG�WR�³LQKHULW´�WKH�
SHUPLVVLRQV�RI�LWV�MXQLRU�UROHV�

7KH� VWDQGDUG� GHILQHV� WZR� W\SHV� RI� UROH�
KLHUDUFKLHV��7KHVH�W\SHV�DUH�VKRZQ�LQ�)LJXUH�
���DQG�DUH�GHILQHG�DV�IROORZV�

�� *HQHUDO�5ROH�+LHUDUFKLHV��SURYLGH�VXSSRUW�
IRU�DUELWUDU\�SDUWLDO�RUGHU�UHODWLRQV�WR�VHUYH�
DV�WKH�UROH�KLHUDUFK\��7KLV�W\SH�DOORZV�IRU�
WKH�PXOWLSOH�LQKHULWDQFHV�RI�DVVLJQHGBSHU�
PLVVLRQV�DQG�XVHUV��WKDW�LV��D�UROH�FDQ�KDYH�
DQ\�QXPEHU�RI�DVFHQGDQWV��DQG�DQ\�QXPEHU�
RI�GHVFHQGDQWV�

�� /LPLWHG�5ROH�+LHUDUFKLHV��SURYLGH�PRUH�
UHVWULFWHG�SDUWLDO�RUGHU�UHODWLRQV�WKDW�DOORZ�
D�UROH�WR�KDYH�DQ\�QXPEHU�RI�DVFHQGDQWV��
EXW�LV�OLPLWHG�WR�RQO\�RQH�GHVFHQGDQW�

,Q�WKH�SUHVHQFH�RI�UROH�KLHUDUFK\��WKH�IRO�
ORZLQJ� LV� GHILQHG�� ZKHUH� r rsenior juniorp �

LQGLFDWHV�WKDW�rsenior�LQKHULWV�DOO�SHUPLVVLRQV�RI�

rjunior�� DQG� DOO� XVHUV� RI� rsenior� DUH� DOVR� XVHUV�

RI�rjunior �

�� DXWKRUL]HGBXVHUV
( ) { ' ,( , ') }r u USERS r r u r UA= ∈ ≥ ∈ �
LV� WKH� PDSSLQJ� RI� UROH� U� RQWR� D� VHW� RI�
XVHUV�

�� DXWKRUL]HGBSHUPLVVLRQV
( ) { ',( , ') }r p PRMS r r p r PA= ∈ ≥ ∈
LV� WKH� PDSSLQJ� RI� UROH� U� RQWR� D� VHW� RI�
SHUPLVVLRQV�

&RQVWUDLQHG�5%$&

7KH�6WDWLF�6HSDUDWLRQ�RI�'XW\��66'��5HOD�
WLRQV�FRPSRQHQW�GHILQHV�H[FOXVLYLW\�UHODWLRQV�
DPRQJ�UROHV�ZLWK�UHVSHFW�WR�XVHU�DVVLJQPHQWV��
7KH�'\QDPLF�6HSDUDWLRQ�RI�'XW\��'6'��5HOD�
WLRQV�FRPSRQHQW�GHILQHV�H[FOXVLYLW\�UHODWLRQV�
ZLWK�UHVSHFW�WR�UROHV�WKDW�DUH�DFWLYDWHG�DV�SDUW�
RI�D�XVHU¶V�VHVVLRQ�

)XQFWLRQDO�6SHFLILFDWLRQ

)RU�WKH�IRXU�FRPSRQHQWV�GHILQHG�LQ�WKH�5%$&�
UHIHUHQFH�PRGHO��WKH�5%$&�6\VWHP�DQG�$G�
PLQLVWUDWLYH�)XQFWLRQDO�6SHFLILFDWLRQ�GHILQH�WKH�
WKUHH�FDWHJRULHV�RI�YDULRXV�RSHUDWLRQV�WKDW�DUH�
UHTXLUHG�LQ�DQ�5%$&�V\VWHP��7KHVH�FDWHJRULHV�
DUH�GHILQHG�DV�IROORZV�

7KH�FDWHJRU\�RI�DGPLQLVWUDWLYH�RSHUDWLRQV�
GHILQHV�WKH�RSHUDWLRQV�UHTXLUHG�IRU�WKH�FUHDWLRQ�
DQG�PDLQWHQDQFH�RI�5%$&�HOHPHQW�VHWV�DQG�
UHODWLRQV��([DPSOHV�RI�WKHVH�RSHUDWLRQV�DUH�OLVWHG�

)LJXUH����([DPSOHV�RI�+LHUDUFKLFDO�5%$&
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EHORZ��$�FRPSOHWH�OLVW�RI�WKHVH�RSHUDWLRQV��DV�
ZHOO�DV�WKHLU�IRUPDO�GHILQLWLRQV�LV�LQFOXGHG�LQ�
WKH�VWDQGDUG�

�� &RUH� 5%$&� DGPLQLVWUDWLYH� RSHUDWLRQV�
LQFOXGH�$GG8VHU�� 'HOHWH8VHU��$GG5ROH��
'HOHWH5ROH��$VVLJQ8VHU��*UDQW3HUPLVVLRQ��
DQG�VR�RQ�

�� +LHUDUFKLFDO�5%$&�DGPLQLVWUDWLYH�RSHUD�
WLRQV�LQFOXGH�$GG,QKHULWDQFH��'HOHWH,QKHUL�
WDQFH��$GG$VFHQGDQW��DQG�$GG'HVFHQGDQW�

�� 66'�5HODWLRQV�DGPLQLVWUDWLYH�RSHUDWLRQV�
LQFOXGH�&UHDWH6VG6HW��$GG6VG5ROH0HP�
EHU��6HW6VG6HW&DUGLQDOLW\��DQG�VR�IRUWK�

�� '6'�5HODWLRQV�DGPLQLVWUDWLYH�RSHUDWLRQV�
LQFOXGH�&UHDWH'VG6HW��$GG'VG5ROH0HP�
EHU��6HW'VG6HW&DUGLQDOLW\��DQG�VR�RQ�

�� 7KH�DGPLQLVWUDWLYH�UHYLHZV�FDWHJRU\�GH�
ILQHV� WKH�RSHUDWLRQV� UHTXLUHG� WR�SHUIRUP�
DGPLQLVWUDWLYH� TXHULHV� RQ� WKH� V\VWHP��
([DPSOHV�RI�&RUH�5%$&�DGPLQLVWUDWLYH�
UHYLHZ�IXQFWLRQV�LQFOXGH�5ROH3HUPLVVLRQV��
8VHU3HUPLVVLRQV��6HVVLRQ5ROHV��DQG�5ROH�
2SHUDWLRQV2Q2EMHFWV��2WKHU�RSHUDWLRQV�IRU�
RWKHU�5%$&�FRPSRQHQWV�FDQ�EH�IRXQG�LQ�
WKH�VWDQGDUG�

7KH� V\VWHP� OHYHO� IXQFWLRQDOLW\� FDWHJRU\�
GHILQHV� RSHUDWLRQV� IRU� FUHDWLQJ� DQG� PDQDJ�
LQJ�XVHU� VHVVLRQV� DQG�PDNLQJ� DFFHVV� FRQWURO�
GHFLVLRQV�� ([DPSOHV� RI� VXFK� RSHUDWLRQV� DUH�
&UHDWH6HVVLRQ��'HOHWH6HVVLRQ��$GG$FWLYH5ROH��
DQG�&KHFN$FFHVV�

2YHUYLHZ�RI�(-%�6HFXULW\

,Q�WKLV�VHFWLRQ�ZH�SURYLGH�DQ�RYHUYLHZ�RI�(-%�
DUFKLWHFWXUH��WKH�PDLQ�FRPSRQHQWV�RI�DQ�(-%�
V\VWHP��DV�ZHOO�DV�WKH�GHFODUDWLYH�DQG�UXQWLPH�
DVSHFWV�RI�(-%�V\VWHPV�

(-%

7KLV� VHFWLRQ� SURYLGHV� D� EULHI� DQG� LQIRUPDO�
RYHUYLHZ�RI�(QWHUSULVH�-DYD�%HDQV��(-%���0RUH�
LQIRUPDWLRQ�FDQ�EH�IRXQG�LQ�WKH�FRUUHVSRQGLQJ�
(-%�VSHFLILFDWLRQ��5HDGHUV�IDPLOLDU�ZLWK�(-%�

DUH� DGYLVHG� WR� SURFHHG� WR� WKH� (-%� 6HFXULW\�
6XEV\VWHP�VHFWLRQ�

7KH� (-%� VWDQGDUG� �'H0LFKLHO�	�.HLWK��
������GHILQHV�DQ�DUFKLWHFWXUH� IRU�GHYHORSLQJ�
DQG�GHSOR\LQJ�VHUYHU�VLGH�FRPSRQHQWV�ZULWWHQ�
LQ�-DYD�SURJUDPPLQJ�ODQJXDJH��(-%�DUFKLWHFWXUH�
VSHFLILHV�WKH�FRQWUDFWV�WKDW�HQVXUH�WKH�LQWHURS�
HUDELOLW\� EHWZHHQ� YDULRXV� (-%� FRPSRQHQWV��
FOLHQWV��DQG�GHSOR\PHQW�HQYLURQPHQWV��7KHVH�
FRQWUDFWV�HQVXUH�WKDW�DQ�(-%�SURGXFW�GHYHORSHG�
E\�RQH�YHQGRU�LV�FRPSDWLEOH�ZLWK�DQ�(-%�SURGXFW�
SURYLGHG�E\�DQRWKHU�YHQGRU�

(-%�DUFKLWHFWXUH��VLPLODU�WR�RWKHU�PLGGOH�
ZDUH�WHFKQRORJLHV��DOORZV�DSSOLFDWLRQ�GHYHORS�
HUV�WR�LPSOHPHQW�WKHLU�EXVLQHVV�ORJLF�ZLWKRXW�
KDYLQJ� WR�KDQGOH� WUDQVDFWLRQV�� VWDWH�PDQDJH�
PHQW��PXOWL�WKUHDGLQJ��FRQQHFWLRQ�SRROLQJ��DQG�
RWKHU�SODWIRUP�GHSHQGHQW�GHSOR\PHQW�LVVXHV�

(-%�DUFKLWHFWXUH�FRQVLVWV�RI�WKH�IROORZLQJ�
EDVLF�SDUWV��7KHVH�SDUWV�DUH�DOVR�VKRZQ�LQ�)LJ�
XUH���IRU�3URGXFW%HDQ��DQ�H[DPSOH�(QWHUSULVH�
-DYD�%HDQ�

(QWHUSULVH�-DYD�%HDQ�$�VHUYHU�VLGH�VRIWZDUH�
FRPSRQHQW�WKDW�LV�FRPSRVHG�RI�RQH�RU�PRUH�
-DYD�REMHFWV��7KH�HQWHUSULVH�EHDQ�H[SRVHV�
FHUWDLQ�LQWHUIDFHV�WKDW�DOORZ�FOLHQWV�WR�FRP�
PXQLFDWH�ZLWK�WKH�EHDQ�LQ�FRPSOLDQFH�ZLWK�
WKH� (-%� VSHFLILFDWLRQ�� 7KLV� LV� VKRZQ� LQ�
)LJXUH���DV�3URGXFW%HDQ��7KH�(-%�VSHFL�
ILFDWLRQ��'H0LFKLHO�	�.HLWK��������GHILQHV�
WKUHH�PDLQ�W\SHV�RI�HQWHUSULVH�EHDQV��HQ�
WLW\�� VHVVLRQ� �ZKLFK� LQFOXGH� VWDWHIXO� DQG�
VWDWHOHVV� VHVVLRQ� EHDQV��� DQG� PHVVDJH�
GULYHQ�EHDQV��'HSHQGLQJ�RQ�WKH�W\SH�RI�WKH�
HQWHUSULVH� EHDQ�� LWV� IXQFWLRQDOLW\� UDQJHV�
IURP�D�PHUH�REMHFW�RULHQWHG�DEVWUDFWLRQ�RI�
DQ�HQWLW\�WKDW�H[LVWV�LQ�SHUVLVWHQW�VWRUDJH�
�VXFK�DV�D�UHFRUG�LQ�D�GDWDEDVH���WR�D�ZHE�
VHUYLFH� LPSOHPHQWLQJ� FHUWDLQ� EXVLQHVV�
ORJLF�

(-%� &RQWDLQHU� 3URYLGHV� VHUYLFHVíVXFK� DV�
SHUVLVWHQFH�� FRQFXUUHQF\��EHDQ� OLIHF\FOH��
UHVRXUFH� SRROLQJ�� DQG� VHFXULW\íWR� WKH�
HQWHUSULVH�EHDQV�LW�KRVWV��0XOWLSOH�HQWHU�
SULVH�EHDQV�W\SLFDOO\�H[LVW�LQVLGH�D�VLQJOH�
FRQWDLQHU��7KH�FRQWDLQHU�YHQGRU�SURYLGHV�
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QHFHVVDU\�WRROV��ZKLFK�DUH�VSHFLILF�WR�WKHLU�
FRQWDLQHU�� WR� KHOS� LQ� WKH� GHSOR\PHQW� RI�
HQWHUSULVH�EHDQV��DV�ZHOO�DV�UXQWLPH�VXSSRUW�
IRU�WKH�GHSOR\HG�EHDQ�LQVWDQFHV�

(-%�6HUYHU�3URYLGHV�WKH�UXQWLPH�HQYLURQPHQW�
WR� RQH� RU� PRUH� FRQWDLQHUV�� 6LQFH� (-%�
VSHFLILFDWLRQ�GRHV�QRW�H[SOLFLWO\�GHILQH�WKH�
VHSDUDWLRQ�RI�UROHV�EHWZHHQ�FRQWDLQHUV�DQG�
VHUYHUV��WKH\�DUH�XVXDOO\�LQVHSDUDEOH�DQG�
FRPH�DV�RQH�V\VWHP�

(-%�&OLHQW�$�VRIWZDUH�FRPSRQHQW�WKDW�LQYRNHV�
PHWKRGV�RQ�WKH�(QWHUSULVH�-DYD�%HDQ��7KH�
(-%�DUFKLWHFWXUH�DOORZV�D�YDULHW\�RI�FOLHQW�
DSSOLFDWLRQV�WR�XWLOL]H�WKH�EXVLQHVV�ORJLF�WKDW�
WKH�EHDQV�SURYLGH��6HUYOHWV�RU�-DYD�6HUYHU�
3DJHV��-63���-DYD�VWDQG�DORQH�DSSOLFDWLRQV�
RU�DSSOHWV�DUH�FRPPRQ�W\SHV�RI�(-%�FOLHQWV��
(-%V� FDQ� DOVR� EH� FOLHQWV� RI� RWKHU�(-%V��
&25%$�EDVHG�DSSOLFDWLRQV��ZKLFK�DUH�QRW�
QHFHVVDULO\�GHYHORSHG� LQ� -DYD��PD\�DOVR�
EH�FOLHQWV�RI�(-%V��$OO�(-%�FOLHQWV�DFFHVV�
HQWHUSULVH�EHDQV¶�ORJLF�WKURXJK�SUHGHILQHG�
SURWRFROV�DQG�VRIWZDUH� LQWHUIDFHV��7KHVH�
LQWHUIDFHV�GHILQH�WKH�PHWKRGV�WKDW�FDQ�EH�
LQYRNHG�RQ�WKH�EHDQ�

5HPRWH� %XVLQHVV� ,QWHUIDFH� -DYD� LQWHUIDFHV�
WKDW�DUH�SURYLGHG�E\� WKH�(QWHUSULVH�-DYD�
%HDQ�DQG�PDUNHG�ZLWK�WKH�#5HPRWH�-DYD�
ODQJXDJH�PHWDGDWD�DQQRWDWLRQ���'H0LFKLHO�
	�.HLWK��������7KH�(-%�FRQWDLQHU� WRROV�
KDQGOH� WKH� JHQHUDWLRQ� RI� WKH� UHTXLUHG�

ORJLF�LQ�RUGHU�WR�VXSSRUW�UHPRWH�DFFHVV�WR�
PHWKRGV�GHILQHG�E\�WKLV�LQWHUIDFH�

/RFDO�%XVLQHVV�,QWHUIDFH�$�-DYD�LQWHUIDFH�WKDW�
LV�SURYLGHG�E\� WKH�(QWHUSULVH�-DYD�%HDQ�
DQG�WKDW�VXSSRUWV�ORFDO�DFFHVV��&OLHQWV�WKDW�
XWLOL]H�WKLV�W\SH�RI�LQWHUIDFH�KDYH�WR�EH�FRO�
ORFDWHG�LQ�WKH�VDPH�-DYD�9LUWXDO�0DFKLQH�
�-90��DV�WKH�(QWHUSULVH�-DYD�%HDQ�

� $OWKRXJK�(QWHUSULVH�-DYD�%HDQV�DUH�ZULW�
WHQ�LQ�-DYD�SURJUDPPLQJ�ODQJXDJH��IXOO\�
FRPSOLDQW�(-%�GHSOR\PHQW�HQYLURQPHQWV�
VXSSRUW� WKH� ,QWHUQHW� ,QWHU�25%�3URWRFRO�
�,,23�� �20*�� ������� OHYHUDJLQJ� ,,23�
DQG�WKH�&RPPRQ�6HFXUH�,QWHURSHUDELOLW\�
3URWRFRO�9HUVLRQ����&6,Y����20*��������
FDSDELOLWLHV��ZKLFK�DOORZ�&25%$�FOLHQWV�WR�
DFFHVV�HQWHUSULVH�EHDQ�REMHFWV��DQG�ZKLFK�
FDQ�EH�ZULWWHQ�LQ�ODQJXDJHV�RWKHU�WKDQ�-DYD�

'HFODUDWLYH�3DUW�'HILQLQJ� UHPRWH�DQG� ORFDO�
LQWHUIDFHV�DV�ZHOO�DV�LPSOHPHQWLQJ�WKH�EXVL�
QHVV�ORJLF�LQ�(-%�LV�DV�HDV\�DV�LQ�VWDQGDUG�
-DYD�� )LJXUH� �� VKRZV� DQ� H[DPSOH� RI� DQ�
HQWHUSULVH� EHDQ� UHPRWH� LQWHUIDFH� GHILQL�
WLRQ��DQG�)LJXUH���LOOXVWUDWHV�DQ�H[DPSOH�
RI�WKH�FRUUHVSRQGLQJ�LPSOHPHQWDWLRQ�IRU�
WKDW�LQWHUIDFH�

,Q�(-%������WKH�PHWDGDWD�DQQRWDWLRQV�GH�
ILQHG�LQ�-DYD�'HYHORSPHQW�.LW��-'.������DQG�
ODWHU� DUH� XVHG� WR� FUHDWH� DQQRWDWHG�(QWHUSULVH�
-DYD� %HDQV�� 7KH� WRROV� SURYLGHG� E\� WKH� (-%�

)LJXUH����%DVLF�SDUWV�RI�(-%�DUFKLWHFWXUH�IRU�DQ�H[DPSOH�(QWHUSULVH�-DYD�%HDQ�3URGXFW
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&RQWDLQHU�YHQGRUV�XWLOL]H�WKHVH�DQQRWDWLRQV�WR�
DXWRPDWLFDOO\�JHQHUDWH�SURSHU�-DYD�FODVVHV�DV�
ZHOO�DV�RWKHU�UHTXLUHG�(-%�LQWHUIDFHV�

$V�DQ�DOWHUQDWLYH�WR�PHWDGDWD�DQQRWDWLRQV��
D�EHDQ�GHYHORSHU�FDQ�DOVR�VSHFLI\�WUDQVDFWLRQDO��
VHFXULW\�� DQG� RWKHU� UHTXLUHPHQWV� IRU� WKH� DS�
SOLFDWLRQ�XVLQJ�WKH�GHSOR\PHQW�GHVFULSWRUíDQ�
;0/� ILOH� ZLWK� SUHGHILQHG� V\QWD[� WKDW� KROGV�
DOO�WKH�H[SOLFLW�PHWDGDWD�IRU�WKH�DVVHPEO\��7KH�
GHVFULSWRU�FDQ�EH�ODWHU�DXJPHQWHG�DQG�DOWHUHG�E\�
DQ�DSSOLFDWLRQ�DVVHPEOHU�DQG�GHSOR\HU��ZKLFK�
SOD\�VSHFLILF�UROHV�LQ�WKH�OLIH�F\FOH�RI�HQWHUSULVH�
EHDQV�SUHGHILQHG�E\�WKH�(-%�VSHFLILFDWLRQ�

5XQWLPH�3DUW�:KLOH�WKH�UHPRWH�REMHFW�PRGHO�
IRU�(-%�FRPSRQHQWV�LV�EDVHG�RQ�WKH�5HPRWH�
0HWKRG�,QYRFDWLRQ��50,��$3,��25$&/(��
�������DOO�LQYRFDWLRQV�EHWZHHQ�-�((�FRP�
SRQHQWV�DUH�SHUIRUPHG�XVLQJ�,,23��7KH�XVH�
RI�WKH�50,�UHPRWH�LQYRFDWLRQ�PRGHO�RYHU�
WKH�,,23�SURWRFRO�LV�XVXDOO\�UHIHUUHG�WR�DV�

50,�,,23��:KHQ�(-%�FRPSRQHQWV�XVH�WKH�
50,�,,23� �PDQGDWRU\� IRU� (-%� ���� DQG�
KLJKHU���WKH�VWDQGDUG�PDSSLQJ�RI�WKH�(-%�
DUFKLWHFWXUH� WR�&25%$�HQDEOHV� LQWHURS�
HUDELOLW\�ZLWK�PXOWL�YHQGRU�25%V��RWKHU�
(-%�VHUYHUV��DQG�&25%$�FOLHQWV�ZULWWHQ�
LQ�ODQJXDJHV�RWKHU�WKDQ�-DYD�

%HFDXVH�RI�WKH�,,23��WKH�VDPH�REMHFW�UHIHU�
HQFH�XVHG�IRU�&25%$�LV�XVHG�LQ�WKH�(-%��7KH�
VLPLODULWLHV� EHWZHHQ�&25%$�DQG�(-%� OLH� LQ�
WKHLU�XVH�RI�D�VHFXUH�FKDQQHO��DV�ZHOO�DV�WKHLU�
FOLHQW�DQG�VHUYHU�VHFXULW\�OD\HU�DUFKLWHFWXUHV��
)RU�D�PRUH�GHWDLOHG�H[SODQDWLRQ�RI�(-%�WHFK�
QRORJ\��SOHDVH�UHIHU�WR�5RPDQ��6ULJDQHVK��DQG�
%URVH��������

(-%�6HFXULW\�6XEV\VWHP

7KH�(-%�SURWHFWLRQ�DUFKLWHFWXUH�LV�FRQFHSWX�
DOO\�VLPSOH��:KHQ�WKH�FOLHQW�SURJUDP�LQYRNHV�

)LJXUH����'HILQLQJ�D�UHPRWH�LQWHUIDFH�IRU�WKH�3URGXFW�HQWHUSULVH�EHDQ��3URGXFW�MDYD�

)LJXUH����,PSOHPHQWLQJ�WKH�UHPRWH�LQWHUIDFH�IRU�WKH�3URGXFW�HQWHUSULVH�EHDQ��3URGXFW%HDQ�MDYD�
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D�PHWKRG�RQ�D�WDUJHW�(-%�REMHFW��WKH�LGHQWLW\�RI�
WKH�VXEMHFW�DVVRFLDWHG�ZLWK�WKH�FDOOLQJ�FOLHQW�LV�
WUDQVPLWWHG�WR�WKH�(-%�REMHFW¶V�FRQWDLQHU��7KH�
FRQWDLQHU�FKHFNV�ZKHWKHU�WKH�FDOOLQJ�VXEMHFW�KDV�
D�ULJKW�WR�LQYRNH�WKH�UHTXHVWHG�PHWKRG��,I�VR��WKH�
FRQWDLQHU�SHUPLWV�WKH�LQYRFDWLRQ�RI�WKH�PHWKRG�

&OLHQW� 6HFXULW\�6HUYLFH�%HFDXVH� RI� WKH� XVH�
RI�,,23�DQG�&6,Y���WKH�UHVSRQVLELOLWLHV�RI�
DQ�(-%�FOLHQW�VHFXULW\�VHUYLFH��&66��DUH�
VLPLODU�WR�WKRVH�RI�D�&25%$�&66�

���� &UHDWLQJ�D�VHFXUH�FKDQQHO�ZLWK�WKH�WDUJHW�
VHFXULW\�VHUYLFH��766���DQG

���� 2EWDLQLQJ�WKH�XVHU¶V�DXWKHQWLFDWHG�FUHGHQ�
WLDOV� RU� SDVVLQJ� XVHUQDPH� DQG� SDVVZRUG�
RYHU�WKH�&6,Y��FRQWH[W�WR�766��DV�ZHOO�DV

���� 3URWHFWLQJ�UHTXHVW�PHVVDJHV�DQG�YHULI\LQJ�
UHVSRQVH�PHVVDJHV�

7UHDWHG� E\� WKH� (-%� VSHFLILFDWLRQ� DV� DQ�
LQWHJUDO� SDUW� RI� WKH� VHUYHU� FRQWDLQHU�� D� 766�
HVWDEOLVKHV� DQG� PDLQWDLQV� D� VHFXUH� FKDQQHO�
ZLWK� FOLHQWV�� YHULILHV� DXWKHQWLFDWHG� FUHGHQ�
WLDOV� RU� SHUIRUPV� FOLHQW� DXWKHQWLFDWLRQ� LWVHOI��
LPSOHPHQWV�PHVVDJH�SURWHFWLRQ�SROLFLHV��DQG�
SHUIRUPV�DFFHVV�FKHFNV�EHIRUH�DQ�LQYRFDWLRQ�
LV�GLVSDWFKHG�WR�DQ�HQWHUSULVH�EHDQ��'HSHQGLQJ�
RQ�WKH�DSSOLFDWLRQ�FRQILJXUDWLRQ��ZKLFK�LV�GRQH�
WKURXJK�WKH�GHSOR\PHQW�GHVFULSWRU��WKH�FRQWDLQHU�
DVVRFLDWHV�WKH�UXQWLPH�VHFXULW\�FRQWH[W�RI�WKH�
GLVSDWFKHG�PHWKRG�HLWKHU�ZLWK�WKH�LGHQWLW\�RI�WKH�
FDOOLQJ�FOLHQW�RU�ZLWK�VRPH�RWKHU�VXEMHFW��2WKHU�
VHFXULW\�UHODWHG�UHVSRQVLELOLWLHV�RI�D�FRQWDLQHU�
LQFOXGH�WKH�IROORZLQJ�

�� ,VRODWLQJ� WKH� HQWHUSULVH� EHDQ� LQVWDQFHV�
IURP�HDFK�RWKHU�DQG�IURP�RWKHU�DSSOLFDWLRQ�
FRPSRQHQWV�UXQQLQJ�RQ�WKH�VHUYHU�

�� 3UHYHQWLQJ� HQWHUSULVH� EHDQ� LQVWDQFHV�
IURP�JDLQLQJ�XQDXWKRUL]HG�DFFHVV� WR� WKH�
V\VWHP�LQIRUPDWLRQ�DERXW�WKH�VHUYHU�DQG�
LWV�UHVRXUFHV�

�� (QVXULQJ�WKH�VHFXULW\�RI�WKH�SHUVLVWHQW�VWDWH�
RI�WKH�HQWHUSULVH�EHDQV�

�� 0DQDJLQJ� WKH�PDSSLQJ� RI� SULQFLSDOV� RQ�
FDOOV�WR�RWKHU�HQWHUSULVH�EHDQV��RU�RQ�DF�

FHVV� WR� UHVRXUFH�PDQDJHUV�� DFFRUGLQJ� WR�
WKH�GHILQHG�VHFXULW\�SROLF\�

�� $OORZLQJ�WKH�VDPH�HQWHUSULVH�EHDQ�WR�EH�
GHSOR\HG� LQGHSHQGHQWO\� PXOWLSOH� WLPHV��
HDFK�WLPH�ZLWK�D�GLIIHUHQW�VHFXULW\�SROLF\�

,PSOHPHQWDWLRQ�RI�6HFXULW\�)XQFWLRQV�7KH�
VHFXULW\� SDUWV� RI� WKH� (-%� VSHFLILFDWLRQ�
IRFXV�ODUJHO\�RQ�DXWKHQWLFDWLRQ�DQG�DFFHVV�
FRQWURO��7KH�VSHFLILFDWLRQ�UHOLHV�RQ�&6,Y��
IRU�PHVVDJH�SURWHFWLRQ��DQG�LW�OHDYHV�VXS�
SRUW�IRU�VHFXULW\�DXGLWLQJ�WR�WKH�GLVFUHWLRQ�
RI�FRQWDLQHU�YHQGRUV��:H�GHVFULEH�WKH�(-%�
DFFHVV�FRQWURO�DUFKLWHFWXUH�ODWHU�

$XWKHQWLFDWLRQ�8VHU�DXWKHQWLFDWLRQ� LV�HLWKHU�
SHUIRUPHG� E\� WKH� FOLHQW¶V� LQIUDVWUXFWXUH�
�VXFK�DV�.HUEHURV���RU�E\�WKH�(-%�VHUYHU�
LWVHOI�� ,Q� WKH� ODWWHU� FDVH�� WKH� (-%� VHUYHU�
UHFHLYHV�XVHU�DXWKHQWLFDWLRQ�GDWD��RQO\�XVHU�
QDPH�DQG�SDVVZRUG�IRU�&6,Y��OHYHO����RU�
FUHGHQWLDOV�IURP�D�FOLHQW�DQG�DXWKHQWLFDWHV�
WKH�FOLHQW�XVLQJ�D�ORFDO�DXWKHQWLFDWLRQ�VHU�
YLFH��ZKLFK�LV�QRW�SUHGHILQHG�E\�WKH�VSHFL�
ILFDWLRQ��2QFH�WKH�FRQWDLQHU�DXWKHQWLFDWHV�
WKH�FOLHQW��RU�YHULILHG�WKHLU�FUHGHQWLDOV���LW�
HQIRUFHV�DFFHVV�FRQWURO�SROLFLHV��7KH�QRWLRQ�
RI�D�SULQFLSDO�LV�XVHG�LQ�WKH�(-%�VSHFLILFD�
WLRQ�WR�UHIHU�WR�DXWKHQWLFDWHG�FOLHQWV�

$GPLQLVWUDWLRQ�6RPH�RI�WKH�VHFXULW\�DGPLQLV�
WUDWLRQ�WDVNV�RI�(-%�VHUYHUV�DUH�SHUIRUPHG�
WKURXJK�FKDQJHV�LQ�GHSOR\PHQW�GHVFULSWRUV��
7KLV� LQFOXGHV� WKH� GHILQLWLRQ� RI� VHFXULW\�
UROHV��PHWKRG�SHUPLVVLRQV��DQG�WKH�VSHFLIL�
FDWLRQ�RI�VHFXULW\�LGHQWLW\��HLWKHU�GHOHJDWHG�
RU�SUHGHWHUPLQHG��IRU�GLVSDWFKLQJ�FDOOV�WR�
EHDQ�PHWKRGV��2WKHU�WDVNV��VXFK�DV�PDS�
SLQJ� XVHUV� WR� UROHV�� VSHFLI\LQJ� PHVVDJH�
SURWHFWLRQ�� DGPLQLVWHULQJ� DQ� DXGLW�� DQG�
DXWKHQWLFDWLRQ� PHFKDQLVPV�� DUH� EH\RQG�
WKH�VFRSH�RI�WKH�(-%�VSHFLILFDWLRQ��DQG�DUH�
WKHUHIRUH�OHIW�XS�WR�WKH�YHQGRUV�RI�FRQWDLQHU�
SURGXFWV�DQG�GHSOR\PHQW�WRROV�

5(/$7('�:25.

2YHU�WKH�SDVW�GHFDGH��WKHUH�KDV�EHHQ�QR�VKRUWDJH�
RI�SDSHUV�SURSRVLQJ�ZD\V�WR�VXSSRUW�5%$&��
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0RVW�RI�WKLV�ZRUN��KRZHYHU��LV�DERXW�VXSSRUW�IRU�
5%$&����6DQGKX�HW�DO����������ZKLFK�GHILQHV�
WKH�UHIHUHQFH�PRGHOV�IRU�SODLQ��KLHUDUFKLFDO��DQG�
FRQVWUDLQHG�5%$&��EXW�GRHV�QRW� VSHFLI\� WKH�
IXQFWLRQV�WR�EH�VXSSRUWHG�E\�DQ�5%$&�LPSOH�
PHQWDWLRQ��7KH�SDXFLW\�RI�DQDO\VLV�RU�SURSRVDOV�
IRU�VXSSRUWLQJ�$16,�5%$&�LV�QRW�VXUSULVLQJ��
JLYHQ�WKH�IDFW�WKDW�WKH�VWDQGDUG�ZDV�SXEOLVKHG�
LQ� ������%HFDXVH� RI� WKH� ODFN� RI� UHVHDUFK� RQ�
VXSSRUW�IRU�$16,�5%$&��DQG�EHFDXVH�RI�WKH�
VLJQLILFDQW�VLPLODULWLHV�EHWZHHQ�5%$&���DQG�
$16,�5%$&��ZH�UHYLHZ�UHODWHG�ZRUN�RQ�VXS�
SRUWLQJ�RU�LPSOHPHQWLQJ�5%$&���LQ�RSHUDW�
LQJ�V\VWHPV��GDWDEDVHV��ZHE�DSSOLFDWLRQV��DQG�
GLVWULEXWHG� V\VWHPV�� LQFOXGLQJ� PLGGOHZDUH��
6LQFH�WKH�PDLQVWUHDP�RSHUDWLQJ�V\VWHPV��ZLWK�
WKH� H[FHSWLRQ� RI� 6RODULV� �6XQ�0LFURV\VWHPV�
,QF����������GR�QRW�SURYLGH�GLUHFW�VXSSRUW�IRU�
5%$&��UHVHDUFKHUV�DQG�GHYHORSHUV�KDYH�EHHQ�
HPSOR\LQJ�HLWKHU�JURXSV��H�J���6DQGKX�	�$KQ��
������$KQ�	�6DQGKX���������RU�XVHU�DFFRXQWV�
�H�J���)DGHQ��������&KDOIDQW��������WR�VLPXODWH�
UROHV�� 7KLV� FKRLFH� GHWHUPLQHV� ZKHWKHU�PRUH�
WKDQ�RQH�UROH�FDQ�EH�DFWLYDWHG�LQ�D�VHVVLRQ��5ROH�
KLHUDUFKLHV� DUH� HLWKHU� QRW� VXSSRUWHG� �)DGHQ��
������ 6XQ�0LFURV\VWHPV� ,QF��� ������� RU� DUH�
VLPXODWHG� E\� PDLQWDLQLQJ� DGGLWLRQDO� V\VWHP�
ILOHV�ZLWK�WKH�UROH�KLHUDUFK\�DQG�YDULRXV�ERRN�
NHHSLQJ� GDWD� �6DQGKX�	�$KQ�� ������$KQ�	�
6DQGKX���������1RQH�RI�WKH�LPSOHPHQWDWLRQV�
ZH�UHYLHZHG�VXSSRUW�VWDWLF�6R'��-XVW�RQH�FDVH�
RI�G\QDPLF�6R'�FRPHV�DV�D�VLGH�HIIHFW�ZLWK�
WKRVH�LPSOHPHQWDWLRQV�WKDW�VLPXODWH�UROHV�ZLWK�
XVHU�DFFRXQWV��)DGHQ��������&KDOIDQW���������
WKH�UROH�VHW�LQ�WKLV�'6R'�LV�HTXDO�WR�WKH�VHW�RI�
DOO�UROHV�LQ�WKH�V\VWHP��DQG�WKH�FDUGLQDOLW\�RI�
WKH�UROH�VHW�LV�H[DFWO\�RQH��,Q�RWKHU�ZRUGV��DQ\�
VHVVLRQ�FDQ�KDYH�RQO\�RQH�UROH�DFWLYDWHG�DW�DQ\�
JLYHQ�WLPH��WKH�FXUUHQW�UROH�LV�GHDFWLYDWHG�ZKHQ�
DQRWKHU�UROH�LV�DFWLYDWHG�

:H�DQDO\]HG�'%���7UDQ�	�0RKDQ��������
DQG�0\64/��0\64/�$%���������DQG�XSGDWHG�
WKH�DQDO\VLV�RI�5%$&�VXSSRUW�LQ�FRPPHUFLDO�
GDWDEDVH�PDQDJHPHQW�V\VWHPV��'%06�íFRQ�
GXFWHG�E\�5DPDVZDP\�DQG�6DQGKX� ������í
ZLWK� WKH� ODWHVW�YHUVLRQV�RI� WKH�FRUUHVSRQGLQJ�
V\VWHPV�� &RPPHUFLDO� '%06� FRQWLQXH� WR�
KDYH�WKH�PRVW�DGYDQFHG�VXSSRUW�IRU�5%$&����

,QIRUPL[�'\QDPLF�6HUYHU�Y�����,%0���������
,%0� '%�� �7UDQ� 	� 0RKDQ�� ������� 6\EDVH�
$GDSWLYH�6HUYHU�Y������6\EDVH�,QF����������DQG�
2UDFOH�(QWHUSULVH�6HUYHU�Y�����%D\OLV��/DQH��	�
/RUHQW]��������GLUHFWO\�VXSSRUW�UROHV�DQG�UROH�
KLHUDUFKLHV��2QO\�2UDFOH�DQG�6\EDVH�DOORZ�XV�
HUV�WR�KDYH�PRUH�WKDQ�RQH�UROH�DFWLYDWHG�DW�DQ\�
WLPH��WKRXJK��2Q�WKH�RWKHU�KDQG��,QIRUPL[�DOVR�
SURYLGHV�OLPLWHG�VXSSRUW�IRU�G\QDPLF�6R'��DQG�
6\EDVH�IHDWXUHV�VXSSRUW�IRU�ERWK�W\SHV�RI�6R'�

,Q�5%$&�LPSOHPHQWDWLRQV�IRU�FOLHQW�VHUYHU�
V\VWHPV��LQFOXGLQJ�:HE�DSSOLFDWLRQV��UROHV�DUH�
HLWKHU�³SXVKHG´�IURP�WKH�FOLHQW� WR� WKH�VHUYHU�
LQ� WKH� IRUP�RI�DWWULEXWH�FHUWLILFDWHV�RU�+773�
FRRNLHV� �*XW]PDQQ�� ������ 3DUN�� 6DQGKX�� 	�
$KQ��������5REOHV��&KRL��<HR��	�.LP���������
RU�³SXOOHG´�E\�WKH�VHUYHU�IURP�D�ORFDO�RU�UHPRWH�
GDWDEDVH� �%DUW]��������)HUUDLROR��%DUNOH\��	�
.XKQ�� ������3DUN� HW� DO��� ������&KDGZLFN�	�
2WHQNR�� ������ =KRX� 	� 0HLQHO�� ������� 7KH�
IRUPHU�HQDEOHV�VHOHFWLYH�DFWLYDWLRQ�RI�UROHV�E\�
XVHUV��DQG�WKH�ODWWHU�VLPSOLILHV�WKH�LPSOHPHQWD�
WLRQ�RI�FOLHQW�DXWKHQWLFDWLRQ��EXW�DFWLYDWHV�DOO�RI�
WKH�DVVLJQHG�UROHV�IRU�WKH�XVHU��+RZHYHU��:HE�
LPSOHPHQWDWLRQ�RI�1,67�5%$&��)HUUDLROR�HW�DO���
������KDV�D�K\EULG�GHVLJQ��ZKLFK�DOORZV�WKH�XVHU�
WR�VHOHFW�WKH�UROHV�WR�EH�³SXOOHG´�E\�WKH�VHUYHU��
$�QXPEHU�RI�LPSOHPHQWDWLRQV�XVH�D�GDWDEDVH��
SRVVLEO\� DFFHVVLEOH� WKURXJK� WKH� /LJKWZHLJKW�
'LUHFWRU\� $FFHVV� 3URWRFRO� �/'$3�� �:DKO��
+RZHV��	�.LOOH��������IURQW�HQG�WR�VWRUH�UROH�
DQG�RWKHU�LQIRUPDWLRQ��%DUW]��������*XW]PDQQ��
������3DUN�HW�DO���������=KRX�	�0HLQHO���������
5ROH�KLHUDUFKLHV�DUH�RQO\�VXSSRUWHG�E\�VRPH�
LPSOHPHQWDWLRQV��XVLQJ�HLWKHU�PDQXDO�DVVLJQ�
PHQW�RI�SHUPLVVLRQV�RI�MXQLRU�UROHV�WR�VHQLRU�
RQHV��3DUN�HW�DO����������DGGLWLRQDO�ILOHV��*LXUL��
������� D� GDWDEDVH� �)HUUDLROR� HW� DO��� ������ RU�
DQ�/'$3�VHUYHU��&KDGZLFN�	�2WHQNR��������
=KRX�	�0HLQHO���������-5%$&�:(%��*LXUL��
������DQG�5%$&�:HE��)HUUDLROR�HW�DO���������
DOVR�VXSSRUW�ERWK�W\SHV�RI�6R'�

7KH�ZRUN�PRVW�UHOHYDQW�WR�RXUV�DGGUHVVHV�
VXSSRUW�IRU�5%$&�LQ�PLGGOHZDUH��$KQ��������
RXWOLQHV�D�SURSRVDO�IRU�HQIRUFLQJ�5%$&�SROLFLHV�
IRU�GLVWULEXWHG�DSSOLFDWLRQV�WKDW�XWLOL]H�0LFUR�
VRIW¶V� 'LVWULEXWHG� &RPSRQHQW� 2EMHFW�0RGHO�
�'&20���%URZQ�	�.LQGHO��������0LFURVRIW��
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������� +LV� SURSRVDO� HPSOR\V� WKH� IROORZLQJ�
HOHPHQWV� RI�:LQGRZV�17¶V� DUFKLWHFWXUH�� ����
D�UHJLVWU\�IRU�VWRULQJ�DQG�PDLQWDLQLQJ�WKH�UROH�
KLHUDUFK\� DQG� SHUPLVVLRQ�WR�UROH� DVVLJQPHQW�
�3$�������XVHU�JURXSV�IRU�VLPXODWLQJ�UROHV�DQG�
PDLQWDLQLQJ�XVHU�WR�UROH�DVVLJQPHQW��8$���DQG�
����D�FXVWRP�EXLOW� VHFXULW\�SURYLGHU� WKDW� IRO�
ORZV�WKH�5%$&�PRGHO�WR�PDNH�DFFHVV�FRQWURO�
GHFLVLRQV��ZKLFK� DUH� UHTXHVWHG� DQG� HQIRUFHG�
E\�WKH�'&20�UXQ�WLPH��6LQFH�WKH�VXSSRUW�IRU�
UROH�KLHUDUFK\�LV�LQGLFDWHG��EXW�QRW�H[SODLQHG��
E\�$KQ���������ZH�DVVXPH�WKDW�WKH�:LQGRZV�
17�UHJLVWU\�FDQ�EH�XVHG�WR�HQFRGH�WKH�KLHUDUFK\�
VR�WKDW�WKH�5%$&�VHFXULW\�SURYLGHU�FDQ�UHIHU�
WR� LW� ZKLOH� PDNLQJ� DXWKRUL]DWLRQ� GHFLVLRQV��
6LPLODU�WR�WKH�SURSRVDOV�IRU�5%$&�VXSSRUW�LQ�
RSHUDWLQJ�V\VWHPV��WKH�XVH�RI�26�XVHU�JURXSV�
IRU�VLPXODWLQJ�UROHV�HQDEOHV�DFWLYDWLRQ�RI�PRUH�
WKDQ�RQH�UROH��<HW��DV�ZLWK� WKH�SXOO�PRGHO� LQ�
FOLHQW�VHUYHU� V\VWHPV�� DOO� DVVLJQHG� UROHV� DUH�
DFWLYDWHG��OHDYLQJ�QR�FKRLFH�IRU�WKH�XVHU��$KQ�
�������GRHV�QRW�LQGLFDWH�VXSSRUW�IRU�DQ\�NLQG�RI�
6R'��QRU�GRHV�KH�H[SODLQ�KRZ�5%$&�SROLFLHV�
FDQ�EH�HQIRUFHG�FRQVLVWHQWO\�DQG�DXWRPDWLFDOO\�
LQ� D�PXOWL�FRPSXWHU� GHSOR\PHQW� RI�'&20�
DFFHVVLEOH�REMHFWV�

5%$&�-D&R:HE� �:HVWSKDOO�	� GD� 6LOYD�
)UDJD��������2EHOKHLUR�	�GD�6LOYD�)UDJD��������
XWLOL]HV�WKH�3ROL&DS��:HVWSKDOO��GD�6LOYD�)UDJD��
:DQJKDP��2EHOKHLUR��	�/XQJ��������SROLF\�
VHUYHU�WR�LPSOHPHQW�&25%$6HF�VSHFLILFDWLRQ�
LQ�D�ZD\�WKDW�VXSSRUWV�5%$&��3ROL&DS�KROGV�
DOO�GDWD�FRQFHUQLQJ�VHFXULW\�SROLFLHV�ZLWKLQ�D�
&25%$6HF� SROLF\� GRPDLQ�� LQFOXGLQJ� XVHUV��
UROHV��XVHU�WR�UROH� DQG� UROH�WR�SHUPLVVLRQ�DV�
VLJQPHQWV�� UROH�KLHUDUFK\�UHODWLRQV��DQG�6R'�
FRQVWUDLQWV��0RVW�RI�WKH�DXWKRUL]DWLRQ�SROLF\�HQ�
IRUFHPHQW�LV�SHUIRUPHG�E\�DQ�5%$&�-D&R:HE�
&25%$�VHFXULW\�LQWHUFHSWRU��$W�WKH�WLPH�RI�WKH�
FOLHQW�ELQGLQJ�WR�D�&25%$�REMHFW��WKH�LQWHUFHS�
WRU� REWDLQV� QHFHVVDU\� GDWD� IURP� WKH� 3ROL&DS�
VHUYHU�DQG�LQVWDQWLDWHV�&25%$6HF�FRPSOLDQW�
'RPDLQ$FFHVV3ROLF\� DQG� 5HTXLUHG5LJKWV�
REMHFWV� FRQWDLQLQJ� WKH� SULYLOHJH� DQG� FRQWURO�
DWWULEXWHV�DSSURSULDWH�IRU�WKH�DSSOLFDWLRQ�REMHFW��
:KHQ�WKH�FOLHQW�PDNHV�LQYRFDWLRQ�UHTXHVWV�ODWHU��
WKH�DFFHVV�GHFLVLRQV�DUH�WKHQ�SHUIRUPHG�EDVHG�
RQ�WKH�ORFDO�LQVWDQFHV�RI�WKHVH�REMHFWV��,QLWLDOO\��

WKH�FOLHQW�VHFXULW\�FUHGHQWLDOV�REMHFWíFUHDWHG�DV�
SDUW�RI�WKH�ELQGLQJíKDV�QR�SULYLOHJH�DWWULEXWHV��
RQO\�$FFHVV,G��ZKLFK�LV�REWDLQHG�IURP�WKH�FOL�
HQW¶V�;�����FHUWLILFDWH�XVHG�LQ�WKH�XQGHUO\LQJ�
66/�FRQQHFWLRQ�� ,I� WKH� LQYRFDWLRQ� FDQQRW� EH�
DXWKRUL]HG�ZLWK�WKH�FXUUHQW�VHW�RI�FOLHQW�SULYLOHJH�
DWWULEXWHV�� WKH� LQWHUFHSWRU� ³SXOOV´� DGGLWLRQDO�
UROH�DWWULEXWHV�IURP�WKH�3ROL&DS�VHUYHU��2QO\�
WKRVH� UROHV� WKDW� DUH� ���� DVVLJQHG� WR� WKH� XVHU��
����QHFHVVDU\�IRU�WKH�LQYRFDWLRQ�LQ�TXHVWLRQ�WR�
EH�DXWKRUL]HG��DQG�����QRW�LQ�FRQIOLFW�ZLWK�DQ\�
'6R'�FRQVWUDLQWV�DUH�DFWLYDWHG��7KHVH�UROH�DW�
WULEXWHV�DUH�DGGHG�WR�WKH�FOLHQW¶V�FUHGHQWLDOV�DQG�
DUH�ODWHU�UH�XVHG�RQ�WKH�VHUYHU�IRU�RWKHU�UHTXHVWV�
IURP�WKH�VDPH�SULQFLSDO��7KH�H[WHQW�WR�ZKLFK�
5%$&�-D&R:HE�FRQIRUPV�WR�WKH�&25%$6HF�
VSHFLILFDWLRQ�LV�XQFOHDU��:HVWSKDOO�	�GD�6LOYD�
)UDJD��������2EHOKHLUR�	�GD�6LOYD�)UDJD���������
1HYHUWKHOHVV��5%$&�-D&R:HE�VHUYHV�DV�DQ�H[�
DPSOH�RI�LPSOHPHQWDWLRQ�VSHFLILF�H[WHQVLRQV�WR�
&25%$VHF�WKDW�HQDEOH�EHWWHU�VXSSRUW�IRU�5%$&�
DGYDQFHG�IHDWXUHV��VXFK�DV�UROH�KLHUDUFKLHV�DQG�
6R'��ZKLFKíDV�ZLOO�EH�VHHQ�IURP�WKH�UHVXOWV�
RI�RXU�DQDO\VLVíFDQQRW�EH�VXSSRUWHG�ZLWKRXW�
H[WHQGLQJ�D�&25%$6HF�LPSOHPHQWDWLRQ�ZLWK�
DGGLWLRQDO�RSHUDWLRQV�

(-%�3URWHFWLRQ�6WDWH

,Q�WKLV�VHFWLRQ��ZH�ILUVW�LQWURGXFH�WKH�(-%�DFFHVV�
FRQWURO�DUFKLWHFWXUH��7KHQ��ZH�IRUPDOO\�GHILQH�
D�FRQILJXUDWLRQ�RI�WKH�(-%�SURWHFWLRQ�VWDWH�

(-%�$FFHVV�&RQWUROV

$Q�(-%�FRQWDLQHU�FRQWUROV�DFFHVV�WR�LWV�EHDQV�
DW�WKH�OHYHO�RI�DQ�LQGLYLGXDO�PHWKRG�RQ�D�EHDQ�
FODVV��DOWKRXJK�QRW�D�EHDQ�LQVWDQFH��7KDW�LV��LI�
GLIIHUHQW�LQVWDQFHV�RI�WKH�VDPH�EHDQ�KDYH�GLI�
IHUHQW�DFFHVV�FRQWURO�UHTXLUHPHQWV��WKH\�VKRXOG�
EH�SODFHG�LQ�GLIIHUHQW�DSSOLFDWLRQ�DVVHPEOLHV��
ZKLFK�DUH�GHILQHG�E\� -$5� ILOHV��7KLV�PHDQV�
WKDW� WKH�VFRSH�RI� WKH�(-%¶V�SROLF\�GRPDLQ�LV�
WKH�DSSOLFDWLRQ�DVVHPEO\�

7KH�(-%�DFFHVV�FRQWURO�DUFKLWHFWXUH�SUR�
YLGHV� WZR�ZD\V� IRU� HQIRUFLQJ� DFFHVV� FRQWURO�
GHFLVLRQV��2QH�DSSURDFK��NQRZQ�LQ�(-%�WHUPL�
QRORJ\�DV�GHFODUDWLYH�VHFXULW\��LV�WR�FRQILJXUH�
WKH�FRQWDLQHU�WR�HQIRUFH�DQ�DXWKRUL]DWLRQ�SROLF\��



�����,QWHUQDWLRQDO�-RXUQDO�RI�6HFXUH�6RIWZDUH�(QJLQHHULQJ���������������$SULO�-XQH�����

&RS\ULJKW���������,*,�*OREDO��&RS\LQJ�RU�GLVWULEXWLQJ�LQ�SULQW�RU�HOHFWURQLF�IRUPV�ZLWKRXW�ZULWWHQ�SHUPLVVLRQ�RI�,*,�*OREDO�LV�SURKLELWHG�

7KH�RWKHU�LV�DFKLHYHG�E\�FRGLQJ�DXWKRUL]DWLRQ�
GHFLVLRQ�DQG�HQIRUFHPHQW�ORJLF�LQWR�WKH�EHDQ�
PHWKRGV��,Q�WKH�IRUPHU�FDVH��DFFHVV�SHUPLVVLRQV�
RI�SULQFLSDOV�DUH�GHILQHG�HLWKHU�XVLQJ�GHSOR\�
PHQW�GHVFULSWRUV��RU�WKURXJK�FRGH�DQQRWDWLRQV��
7KH�GHFODUDWLYH�DSSURDFK�GHFRXSOHV�EXVLQHVV�
ORJLF�IURP�VHFXULW\�ORJLF��,Q�WKH�ODWWHU�DSSURDFK��
NQRZQ�DV�SURJUDPPDWLF�VHFXULW\��WKH�DSSOLFD�
WLRQ�GHYHORSHUV�HPSOR\�PHWKRGV�FDOOHG�,V&DO�
OHU,Q5ROH�DQG�JHW&DOOHU3ULQFLSDO�WR�REWDLQ�WKH�
LQIRUPDWLRQ�DERXW�WKH�FDOOHU�LQ�RUGHU�WR�HQIRUFH�
WKRVH�DFFHVV�FRQWURO�SROLFLHV��ZKLFK�FDQQRW�EH�
H[SUHVVHG�XVLQJ�WKH�GHFODUDWLYH�DSSURDFK�

$XWKRUL]DWLRQ� WR� LQYRNH� WKH� HQWHUSULVH�
EHDQ¶V�PHWKRGV�LV�HQIRUFHG�E\�WKH�FRQWDLQHU��
,W�JUDQWV�RU�GHQLHV�FOLHQWV¶�UHTXHVWV�WR�H[HFXWH�
WKH�PHWKRGV�LQ�FRQIRUPDQFH�ZLWK�DFFHVV�FRQWURO�
SROLFLHV�GHVFULEHG�LQ�WKH�GHSOR\PHQW�GHVFULSWRU�
DQG�RU�WKURXJK�WKH�EHDQ¶V�PHWDGDWD�DQQRWDWLRQV��
6LQFH� WKH� EHDQ¶V� PHWDGDWD� DQQRWDWLRQV� DUH�
HTXLYDOHQW�LQ�WKH�H[SUHVVLYHQHVV�WR�WKH�SROLFLHV�
VXSSRUWHG�E\�WKH�GHSOR\PHQW�GHVFULSWRU��ZH�XVH�
RQO\�WKH�ODWWHU�LQ�WKH�UHVW�RI�WKH�SDSHU��$FFHVV�
FRQWURO�GHFLVLRQV�DUH�EDVHG�RQ�WKH�VHFXULW\�UROHV�
�RU�MXVW�³UROHV´�IRU�VKRUW��RI�WKH�SULQFLSDO��ZKR�
UHSUHVHQWV�WKH�FDOOLQJ�FOLHQW��7KH�VHFXULW\�UROH�LV�
GHILQHG�LQ�WKH�(-%�VSHFLILFDWLRQ�DV�³D�VHPDQWLF�
JURXSLQJ�RI�SHUPLVVLRQV�WKDW�D�JLYHQ�W\SH�RI�
XVHUV�RI�WKH�DSSOLFDWLRQ�PXVW�KDYH�LQ�RUGHU�WR�
VXFFHVVIXOO\�XVH�WKH�DSSOLFDWLRQ´��'H0LFKLHO�	�
.HLWK��������S��������$V�GHILQHG�E\�WKH�VSHFLILFD�
WLRQ��WKHUH�DUH�WKUHH�W\SHV�RI�GHSOR\PHQW�GHVFULS�
WRU�VHFWLRQV�UHOHYDQW�WR�WKH�GHFODUDWLYH�DFFHVV�
FRQWURO��VHFXULW\�UROH��PHWKRG�SHUPLVVLRQ��DQG�
H[FOXGH�OLVW��7KH�H[FOXGH�OLVW�VHFWLRQ�OLVWV�WKRVH�
PHWKRGV�WKDW�FDQQRW�EH�FDOOHG�E\�DQ\�SULQFLSDO��
QR�PDWWHU�ZKLFK�UROHV�WKH�SULQFLSDO�KDV��)LJXUH�
�� XVHV� 8QLILHG� 0RGHOLQJ� /DQJXDJH� �80/��
�20*������D������E��QRWDWLRQ�WR�VXPPDUL]H�
WKH�UHODWLRQVKLSV�DPRQJ�DXWKRUL]DWLRQ�UHODWHG�
VHFWLRQV�RI�WKH�GHSOR\PHQW�GHVFULSWRU�DQG�WKH�
HOHPHQWV�RI�DQ�(-%�DSSOLFDWLRQ��,Q�WKH�UHVW�RI�
WKLV�VHFWLRQ��ZH�GHVFULEH�V\QWD[�DQG�VHPDQWLFV�
RI�WKH�WZR�RWKHU�VHFWLRQV�

(DFK�VHFXULW\�UROH�VHFWLRQ�OLVWV�D�UROH�ZLWK�
RSWLRQDO�KXPDQ�UHDGDEOH�XQVWUXFWXUHG�GHVFULS�
WLRQ�RI�WKH�UROH��7KLV�UROH�FDQ�EH�UHIHUHQFHG�LQ�
RWKHU�VHFWLRQV�RI�WKH�GHSOR\PHQW�GHVFULSWRU��,Q�

HVVHQFH��WKHVH�VHFWLRQV�GHILQH�D�VHW�RI�UROHV�IRU�
DQ�(-%�DSSOLFDWLRQ�

7KH� DVVLJQPHQW� RI� SHUPLVVLRQV� WR� UROHV�
LV�GRQH�LQ�PHWKRG�SHUPLVVLRQ�VHFWLRQV��6XFK�
VHFWLRQV�OLVW�UROHV�SHUPLWWHG�WR�LQYRNH�RQH�RU�
PRUH� PHWKRGV��:KHQ� WKH� VSHFLDO� UROH� QDPH�
LV�³XQFKHFNHG´�LW�FDQ�EH�XVHG�WR�LQGLFDWH�WKDW�
DOO�WKH�UROHV�DUH�SHUPLWWHG�WR�LQYRNH�WKH�OLVWHG�
PHWKRG�V���(DFK�PHWKRG�LV�GHILQHG�E\�WKH�QDPH�
RI�WKH�EHDQ�FODVV��PHWKRG�QDPH��DQG��RSWLRQ�
DOO\��WKH�IRUPDO�SDUDPHWHU�W\SHV�WR�GLVWLQJXLVK�
PHWKRGV�ZLWK�RYHUORDGHG�QDPHV��7KH�VSHFLDO�
PHWKRG�QDPH�³´� UHIHUV� WR�DOO�PHWKRGV�RQ�D�
JLYHQ�EHDQ�

$Q�H[DPSOH�RI�DQ�DVVLJQPHQW�GRQH�WKURXJK�
PHWKRG�SHUPLVVLRQ�VHFWLRQV�LV�VKRZQ�LQ�7DEOH�
���7KH�ILUVW�URZ�LOOXVWUDWHV�DQ�DVVLJQPHQW�RI�D�
SHUPLVVLRQ�WR�LQYRNH�PHWKRG�P��RQ�EHDQ�E���E��
P���WR�UROH�U���7KH�VHFRQG�URZ�VKRZV�KRZ�VHYHUDO�
UROHV��U��DQG�U���FDQ�EH�JUDQWHG�SHUPLVVLRQV�WR�
LQYRNH� DQ\�RI� WKH� OLVWHG�PHWKRGV� �E��P�� DQG�
E��P����7KLV�PHDQV�WKDW�DQ\�SULQFLSDO�WKDW�KDV�
DQ\�RI�WKHVH�WZR�UROHV�FDQ�LQYRNH�DQ\�RI�WKHVH�
WZR�PHWKRGV��7KH�ODVW�URZ�SURYLGHV�DQ�H[DPSOH�
RI� XVLQJ� ³XQFKHFNHG´� DQG� ³´� NH\ZRUGV�� ,W�
VWDWHV� WKDW� DQ\� SULQFLSDO� FDQ� LQYRNH�PHWKRG�
E��P��DV�ZHOO�DV�DQ\�PHWKRG�RQ�EHDQ�E���7KH�
RYHUDOO�VHW�RI�PHWKRGV�D�SULQFLSDO�FDQ�LQYRNH�RQ�
D�JLYHQ�(-%�DSSOLFDWLRQ�LV�WKH�XQLRQ�RI�DOO�WKH�
PHWKRGV�WKH�SULQFLSDO¶V�UROHV�DUH�SHUPLWWHG�WR�
LQYRNH��)RU�H[DPSOH��LI�D�GHSOR\PHQW�GHVFULS�
WRU�FRQWDLQV�RQO\�WKH�WKUHH�PHWKRG�SHUPLVVLRQ�
VHFWLRQV�OLVWHG�LQ�7DEOH����WKHQ�D�SULQFLSDO�ZLWK�
UROH�U��LV�JUDQWHG�SHUPLVVLRQ�WR�LQYRNH�PHWKRGV�
E��P���E��P���E��P���DQG�DQ\�PHWKRG�RQ�EHDQ�E��

,I�D�PHWKRG�����LV�QRW�OLVWHG�LQ�DQ\�RI�WKH�
PHWKRG�SHUPLVVLRQ� DQG� H[FOXGH�OLVW� VHFWLRQV�
RI�D�GHSOR\PHQW�GHVFULSWRU��DQG�����KDV�QR�#
'HQ\$OO�DQQRWDWLRQ�LQ�WKH�FRGH��WKHQ�LW�LV�DF�
FHVVLEOH�E\�DQ\�SULQFLSDOíDFFRUGLQJ�WR�6HFWLRQ�
���������RI�WKH�(-%�VSHFLILFDWLRQ��'H0LFKLHO�
	� .HLWK�� ������� PHWKRGV� ZLWK� XQVSHFLILHG�
SHUPLVVLRQV�PXVW�EH�WUHDWHG�E\�WKH�FRQWDLQHU�
DV�³XQFKHFNHG�´�)RU�LQVWDQFH��LI�E��P��LV�VXFK�
D�PHWKRG�WKHQ�DQ\�SULQFLSDO�ZRXOG�EH�DEOH�WR�
LQYRNH�LW�

(YHQ� WKRXJK� WKH� V\QWD[� RI� WKH�PHWKRG�
SHUPLVVLRQ�VHFWLRQ�DOORZV�WKH�OLVWLQJ�RI�PRUH�
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WKDQ� RQH� UROH� DQG� PHWKRG�� ZH� ZLOO� DVVXPH�
ZLWKRXW� WKH� ORVV� RI� JHQHUDOLW\� WKDW� HDFK� VHF�
WLRQ�FRQWDLQV�RQO\�RQH�UROH�DQG�RQH�PHWKRG��DV�
VKRZQ�LQ�WKH�ILUVW�URZ�RI�7DEOH����,W�LV�HDV\�WR�
GHILQH�DQ�DOJRULWKP�IRU�FRQYHUWLQJ�DQ\�QXPEHU�
RI�PHWKRG�SHUPLVVLRQ�VHFWLRQV�LQ�D�GHSOR\PHQW�
GHVFULSWRU�WR�WKLV�IRUP��7KLV�DVVXPSWLRQ�ZLOO�
VLPSOLI\�WKH�GHILQLWLRQ�RI�WKH�SURWHFWLRQ�VWDWH�
DQG� WKH�DOJRULWKP� IRU�PDNLQJ�DFFHVV� FRQWURO�
GHFLVLRQV�LQ�WKH�IROORZLQJ�VHFWLRQ�

,Q� DGGLWLRQ� WR� WKH� DERYH� GHSOR\PHQW�
GHVFULSWRU� VHFWLRQV�� (-%� VHUYHU� YHQGRUV� �RU�
FRQWDLQHU�SURYLGHUV��GHILQH�FRQWDLQHU�VSHFLILF�
VHFWLRQV� RI� GHSOR\PHQW� GHVFULSWRUV� WKDW�PDS�

XVHUV� DQG�RU� JURXSV� WR� UROHV��7DEOH� �� VKRZV�
DGGLWLRQDO�GHSOR\PHQW�GHVFULSWRU�VHFWLRQV�IRU�
PDMRU�FRPPHUFLDO�(-%�VHUYHUV��6LQFH�WKH�QR�
WLRQV�RI�XVHUV��JURXSV��DQG�WKH�PDSSLQJ�IURP�
WKHP�WR� UROHV�DUH� ODFNLQJ�IURP�WKH�(-%�Y����
VSHFLILFDWLRQ�� WKHVH�YHQGRU�VSHFLILF�DGGLWLRQV�
WR�WKH�(-%�V\VWHP�ZLOO�QRW�EH�XVHG�IRU�GHILQLQJ�
WKH�(-%�SURWHFWLRQ�VWDWH�

)RUPDOL]DWLRQ�RI�WKH�3URWHFWLRQ�
6WDWH

,Q�WKLV�VHFWLRQ��ZH�IRUPDOL]H�WKH�VHPDQWLFV�RI�
WKH�(-%�DFFHVV�FRQWURO�DUFKLWHFWXUH�

)LJXUH����5HODWLRQVKLSV�DPRQJ�WKH�VHFWLRQV�RI�GHSOR\PHQW�GHVFULSWRU�XVHG�IRU�H[SUHVVLQJ�DFFHVV�
FRQWURO�SROLF\�DQG�WKH�HOHPHQWV�RI�DQ�(-%�DSSOLFDWLRQ

7DEOH����([DPSOHV�RI�PHWKRG�SHUPLVVLRQ�VHFWLRQV�RI�(-%�GHSOR\PHQW�GHVFULSWRU��)RU�WKH�VDNH�RI�
FODULW\��WKH�GDWD�UHSUHVHQWDWLRQ�LV�FRQYHUWHG�IURP�;0/�QRWDWLRQ�WR�KXPDQ�XQGHUVWDQGDEOH�IRUP��
ZLWK�HDFK�URZ�FRUUHVSRQGLQJ�WR�DQ�LQGLYLGXDO�VHFWLRQ�

5ROHV 0HWKRGV

U� E��P�

U���U� E��P���E��P�

³XQFKHFNHG´ E��P���E��
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'HILQLWLRQ��� >(-%�3URWHFWLRQ�6WDWH@�$�FRQ�
ILJXUDWLRQ� RI� DQ� (-%� V\VWHP� SURWHFWLRQ�
VWDWH�LV�D�WXSOH��5�%�0�03�;��LQWHUSUHWHG�
DV�IROORZV�
�ƕ 5� LV� D� VHW� RI� UROHV� GHILQHG� LQ� WKH�

DVVHPEO\�GHVFULSWRU� SDUW� RI� WKH� GH�
SOR\PHQW� GHVFULSWRU� SURYLGHG� ZLWK�
WKH�(-%�DSSOLFDWLRQ��7KHVH�UROHV�DUH�
GHILQHG�XVLQJ�WKH�VHFXULW\�UROH� WDJV��
7KLV�VHW�DOVR�LQFOXGHV�WKH�VSHFLDO�UROH�
³XQFKHFNHG´�

�ƕ %�LV�D�VHW�RI�HQWHUSULVH�EHDQV� OLVWHG�
LQ�WKH�HQWHUSULVH�EHDQV�VHFWLRQ�RI�WKH�
GHSOR\PHQW�GHVFULSWRU�

�ƕ 236�LV�D�VHW�RI�PHWKRGV�GHILQHG�E\�WKH�
HQWHUSULVH� EHDQV� RI� WKH� DSSOLFDWLRQ��
0HPEHUV�RI�WKLV�VHW�DUH�GHQRWHG�DV�PL��
7KH�VHW�DOVR�LQFOXGHV�VSHFLDO�PHWKRG�
³´� IRU� DQ\� EHDQ� GHILQHG� E\� WKH��
DSSOLFDWLRQ� DQG� VLJQLI\LQJ� DQ\��
PHWKRG� RQ� WKDW� EHDQ�� IRU� H[DPSOH��
OPS m m= ∪{ , ,...} {*}1 2 �

�ƕ M B OPS⊆ × �LV�WKH�VHW�RI�DYDLODEOH�
XQLTXHO\�LGHQWLILDEOH�PHWKRGV��0HP�
EHUV�RI�WKLV�VHW�DUH�GHQRWHG�EL�PM�

�ƕ MP R M⊆ × � LV� D� PDQ\�WR�PDQ\�
SHUPLVVLRQ� DVVLJQPHQW� RI� (-%� DS�
SOLFDWLRQ�UROHV�WR�LQYRNH�PHWKRGV��DV�
VSHFLILHG� LQ�PHWKRG�SHUPLVVLRQ� VHF�
WLRQV�RI�WKH�DSSOLFDWLRQ¶V�GHSOR\PHQW�
GHVFULSWRU�

�ƕ X M� �LV�D�VXEVHW�RI�PHWKRGVíGH�
ILQHG� E\� H[FOXGH�OLVW� VHFWLRQV� RI� WKH�

GHSOR\PHQW�GHVFULSWRUíLQYRFDWLRQ�RI�
ZKLFK�LV�GHQLHG�WR�DQ\�UROH�

1RWH�WKDW�WKH�LPSOHPHQWDWLRQV�RI�(-%�FRQ�
WDLQHUV�DQG�VHUYHUV�FRPPRQO\�KDYH�H[WHQVLRQV�
WR� WKH� GHSOR\PHQW� GHVFULSWRUV��ZKLFK� HQDEOH�
GHILQLQJ�VHWV�RI�XVHUV�DQG�JURXSV��DV�ZHOO�DV�
DVVLJQLQJ�WKHP�WR�UROHV��6XFK�YHQGRU�VSHFLILF�
H[WHQVLRQV�UHVXOW�LQ�DGGLWLRQDO�HOHPHQWV�RI�WKH�
SURWHFWLRQ�VWDWH��+RZHYHU��DOO�HOHPHQWV�GHILQHG�
LQ�'HILQLWLRQ���DUH�SUHVHQW�LQ�DQ\�(-%�LPSOH�
PHQWDWLRQ� FRPSOLDQW� ZLWK� WKH� VSHFLILFDWLRQ��
:KHQ�DQDO\]LQJ�(-%�VXSSRUW�IRU�5%$&�LQ�WKH�
IROORZLQJ�VHFWLRQ��ZH�ZLOO�LGHQWLI\�DGGLWLRQDO�
HOHPHQWV�RI�(-%�SURWHFWLRQ�VWDWH�WKDW�DUH�QHFHV�
VDU\�IRU�WKH�VXSSRUW�

*LYHQ�WKH�SURWHFWLRQ�VWDWH�RI�DQ�(-%�DS�
SOLFDWLRQ��$OJRULWKP���GHILQHV�WKH�RXWFRPH�RI�
DQ� DFFHVV� FRQWURO� GHFLVLRQ�� )LUVW�� D� FKHFN� LV�
SHUIRUPHG�RQ�WKH�PHPEHUVKLS�RI�WKH�UHTXHVWHG�
PHWKRG�LQ�WKH�OLVW�RI�EORFNHG�PHWKRGV��,I�WKH�
PHWKRG�LV�IRXQG�LQ�WKH�OLVW��WKHQ�DFFHVV�LV�GHQLHG��
,I�QRW��WKHQ�WKH�PHWKRG�SHUPLVVLRQV�DUH�FKHFNHG�
IRU�HYHU\�UROH�RI�WKH�SULQFLSDO�DQG�WKH�VSHFLDO�
UROH�³XQFKHFNHG�´�,I�QR�DSSURSULDWH�HOHPHQW�LV�
LQ�03��WKHQ�DFFHVV�LV�GHQLHG�

$1$/<6,6�2)�6833257�
)25�$16,�5%$&

$V� GHVFULEHG� LQ� WKH� VHFWLRQ� WLWOHG� 2YHUYLHZ�
RI�$16,�5%$&��WKH�$16,�5%$&�5HIHUHQFH�

7DEOH����$GGLWLRQDO�DXWKRUL]DWLRQ�UHODWHG�VHFWLRQV�XVHG�LQ�GHSOR\PHQW�GHVFULSWRUV�RI�FRPPHUFLDO�
(-%�VHUYHUV�

$SS��6HUYHU 6HFWLRQ�V� &RPPHQWV

2UDFOH XVHUV��JURXSV $�VHFXULW\�UROH�PDSSLQJ�;0/�WDJ�PDSV�ORJLFDO�UROHV�GHILQHG�
LQ�WKH�DSSOLFDWLRQ�GHSOR\PHQW�GHVFULSWRU�WR�HQWLWLHV�GHILQHG�LQ�

WKH�XVHUV�DQG�JURXSV�VHFWLRQV

6XQ�21( SULQFLSDO�QDPH��JURXS�
QDPH

$�VHFXULW\�UROH�PDSSLQJ�WDJ�GHILQHV�PDSSLQJ�EHWZHHQ�SULQFL�
SDO�QDPHV�DQG�UROHV��DQG�RU�EHWZHHQ�JURXS�QDPHV�DQG�UROHV

%($�:HE/RJLF SULQFLSDO�QDPH $�VHFXULW\�UROH�DVVLJQPHQW�;0/�WDJ�GHFODUHV�PDSSLQJ�EH�
WZHHQ�SULQFLSDO�QDPHV�DQG�UROHV

,%0�:HE6SKHUH 8VHUV��JURXSV 7RROV�HVWDEOLVK�XVHU�JURXS�PHPEHUVKLSV�DQG�PDSSLQJ�EHWZHHQ�
JURXSV�DQG�UROHV
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0RGHO�GHILQHV�IRXU�PDMRU�FRPSRQHQWV��,Q�RUGHU�
IRU�D�V\VWHP�WR�FRQIRUP�WR�$16,�5%$&��&RUH�
5%$&�PXVW�EH� LPSOHPHQWHG�DW�D�PLQLPXP��
$Q�$16,� FRPSOLDQW�5%$&� V\VWHP� FDQ� DOVR�
LPSOHPHQW�+LHUDUFKLFDO�5%$&��ZKLFK�GHILQHV�
KLHUDUFKLHV�RI�UROHV�LQ�DGGLWLRQ�WR�HYHU\WKLQJ�
&RUH� 5%$&� GRHV�� 7KH� RWKHU� WZR� RSWLRQDO�
FRPSRQHQWV� RI� WKH� VWDQGDUG�� 6WDWLF� 6HSDUD�
WLRQ�RI�'XW\��66'��DQG�'\QDPLF�6HSDUDWLRQ�
RI�'XW\��'6'���GHILQH�UHODWLRQV�DPRQJ�UROHV�
ZLWK�UHVSHFW�WR�XVHU�DVVLJQPHQWV�DV�ZHOO�DV�UROH�
DFWLYDWLRQ�LQ�XVHU�VHVVLRQV�

:H�ILUVW�H[DPLQH�WKH�H[WHQW�WR�ZKLFK�DQ�
(-%� SURWHFWLRQ� VWDWHíDV� IRUPDOL]HG� LQ� 'HIL�
QLWLRQ���íFDQ�VXSSRUW�HDFK�RI�WKH�IRXU�$16,�
5%$&�PRGHO� FRPSRQHQWV��:H� WKHQ� SURYLGH�
DQ�H[DPSOH� WKDW� LOOXVWUDWHV� WKH�DELOLWLHV�RI�DQ�
(-%�V\VWHP�WR�VXSSRUW�$16,�5%$&��)ROORZ�
LQJ�WKDW��ZH�DQDO\]H�WKH�GHJUHH�WR�ZKLFK�WKH�
VWUXFWXUHV�GHILQHG�LQ�(-%�VSHFLILFDWLRQ�VXSSRUW�
WKH� IXQFWLRQDO� VSHFLILFDWLRQ�RI�$16,�5%$&��
,Q�WKH�'LVFXVVLRQ�VHFWLRQ��ZH�WKHQ�GLVFXVV�WKH�
UHVXOWV�RI�RXU�DQDO\VLV�

5HIHUHQFH�0RGHO

&RUH�5%$&

9DULRXV�&RUH�5%$&�GDWD�HOHPHQWV�DUH�PDSSHG�
UHDGLO\�LQWR�(-%�XVLQJ�WKH�VHWV�GHILQHG�LQ�WKH�
(-%�3URWHFWLRQ�6WDWH�VHFWLRQ��)RU�H[DPSOH��WKH�
52/(6�VHW�LQ�5%$&�PDSV�GLUHFWO\�WR�5��ZKLFK�
GHILQHV�WKH�(-%�VHFXULW\�UROHV��5%$&�REMHFWV�

�2%-��DUH�HTXLYDOHQW�WR�(-%�EHDQV��%���5%$&�
RSHUDWLRQV��236��DUH�UHSUHVHQWHG�E\�(-%�236��
7KH�UHSUHVHQWDWLRQ�RI�RWKHU� UHODWLRQV�GHILQHG�
LQ�&RUH�5%$&�LV�RXWVLGH�WKH�VFRSH�RI�WKH�(-%�
VWDQGDUG��DV�ZH�ZLOO�GLVFXVV�ODWHU�LQ�WKLV�VHFWLRQ��
:H� ILUVW� GHILQH�&RUH�5%$&� LQ� WKH� ODQJXDJH�
RI� WKH�(-%�SURWHFWLRQ� V\VWHP�PRUH� IRUPDOO\�
DV�IROORZV�

'HILQLWLRQ���>&RUH�5%$&�LQ�(-%@�&RUH�5%$&�
LQ�WKH�ODQJXDJH�RI�(-%�LV�GHILQHG�E\�WKH�
(-%� V\VWHP� SURWHFWLRQ� VWDWH� RXWOLQHG� LQ�
'HILQLWLRQ����DV�ZHOO�DV�WKH�IROORZLQJ�DG�
GLWLRQDO�HOHPHQWV�
�ƕ 86(56� LV� WKH� VHW� RI� XVHUV�� ZKHUH�

PHPEHUV� RI� WKLV� VHW� DUH� GHILQHG� LQ�
WKH� RSHUDWLRQDO� HQYLURQPHQW� RI� WKH�
(-%�V\VWHP�

�ƕ 52/(6�  � 5�� LV� WKH� VHW� RI� UROHV� DV�
GHILQHG�LQ�'HILQLWLRQ���

�ƕ 2%6� �%�LV�D�VHW�RI�HQWHUSULVH�EHDQV�
�ƕ UA USERS ROLES= × �LV�D�PDQ\�

WR�PDQ\�DVVLJQPHQW�RI�XVHUV�WR�UROHV�
�ƕ DVVLJQHGBXVHUV
( : ) { ( , ) }r ROLES u USERS u r UA= ∈ ∈
LV� D� IXQFWLRQ� WKDW� UHWXUQV� WKH� VHW� RI�
XVHUV�LQ�86(56�WKDW�DUH�DVVLJQHG�WR�
WKH�JLYHQ�UROH�U�

�ƕ PRMS M X⊆ − LV�D�VHW�RI�SHUPLV�
VLRQV�WR�LQYRNH�(-%�PHWKRGV�SURYLGHG�
WKDW�WKHVH�PHWKRGV�GR�QRW�H[LVW�LQ�WKH�
H[FOXVLRQ�VHW�;��7KH�H[LVWHQFH�RI�EL�PM��

$OJRULWKP����$XWKRUL]DWLRQ�GHFLVLRQ�LQ�(-%��'HFLGH�DXWKRUL]DWLRQ�IRU�SULQFLSDO�LQYRNLQJ�PHWK�
RG�PM�RQ�EHDQ�EL��ZKHUH�r r r Rn1 2, ,... � ��DQG�b m Mi j� �

$XWKRUL]H( : , . : ) { , }p b m M allow denyR
i j2 l

LIb m Xi j� � �WKHQ
���UHWXUQ�GHQ\
HQG�LI�
IRU�DOO�r p unchecked∈ ∪ {" "}�GR
���LI�( , . ) ( , *)r b m MP r b MPi j i∈ ∨ ∈ �WKHQ
������UHWXUQ�DOORZ
���HQG�LI�
HQG�IRU�
UHWXUQ�GHQ\
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RU�EL��LQ�3506�URYLGHV�SHUPLVVLRQ�WR�
LQYRNH� D� VSHFLILF� PHWKRG� PM�� RU� DOO�
PHWKRGV�RQ�EHDQ�EL��UHVSHFWLYHO\�

�ƕ PA PRMS ROLES⊆ × �� D� PDQ\�
WR�PDQ\�DVVLJQPHQW�RI�SHUPLVVLRQV�WR�
UROHV�

�ƕ DVVLJQHGBSHUPLVVLRQV
( : ) { ( , ) }r ROLES p PRMS p r PA= ∈ ∈ ��
LV� D� IXQFWLRQ� WKDW� UHWXUQV� WKH� VHW� RI�
SHUPLVVLRQV�LQ�3506�WKDW�DUH�DVVLJQHG�
WR�WKH�JLYHQ�UROH�U�

�ƕ Op p PRMS op OPS( : ) { }→ ∈ � � D�
IXQFWLRQ�WKDW�UHWXUQV�D�VHW�RI�RSHUDWLRQV�
WKDW� DUH� DVVRFLDWHG� ZLWK� WKH� JLYHQ�
SHUPLVVLRQ�S�

�ƕ Ob p PRMS ob OBS( : ) { }→ ∈ � � D�
IXQFWLRQ�WKDW�UHWXUQV�D�VHW�RI�REMHFWV�
WKDW� DUH� DVVRFLDWHG� ZLWK� WKH� JLYHQ�
SHUPLVVLRQ�S�

�ƕ 6(66,216�LV�D�VHW�RI�VHVVLRQV�IRU�D�
VSHFLILF�DSSOLFDWLRQ��0HPEHUV�RI�WKLV�
VHW� DUH�PDSSLQJV� EHWZHHQ�DXWKHQWL�
FDWHG�XVHUV�DQG�WKHLU�DFWLYDWHG�UROHV�
IRU�D�VSHFLILF�(-%�DSSOLFDWLRQ�

�ƕ VHVVLRQBXVHUV
( : )s SESSIONS USERSl � � W KH�
PDSSLQJ�RI�VHVVLRQ�V�RQWR�WKH�FRUUH�
VSRQGLQJ�XVHU�

�ƕ VHVVLRQBUROHV
( : )s SESSIONS ROLESl 2 ��WKH�PDS�
SLQJ�RI�VHVVLRQ�V�RQWR�D�VHW�RI�UROHV��
) R U P D O O \ � � V H V V L R Q B U R O H V
( ) { ( _ ( ), ) }.s r ROLES session users s r UAi i⊆ ∈ ∈

�ƕ DYDLOBVHVVLRQBSHUPV
( : )s SESSIONS PRMSl 2 �� WKH�SHU�
PLVVLRQV�DYDLODEOH�WR�D�XVHU�LQ�D�VHVVLRQ�
 assigned permissions r
r session roles s

_ ( )
_ ( )�
* �

,Q� RUGHU� WR� VXSSRUW�&RUH�5%$&� LQ�(-%�
V\VWHPV��'HILQLWLRQ���LGHQWLILHV�DGGLWLRQDO�HOH�
PHQWV�WR�WKRVH�LGHQWLILHG�LQ�'HILQLWLRQ����7KHVH�
DGGLWLRQDO� HOHPHQWV� DUH� UHODWHG� WR� XVHUV� DQG�
VHVVLRQV��,Q�WKH�UHVW�RI�WKLV�VHFWLRQ�ZH�GLVFXVV�
KRZ� HOHPHQWV� RI�'HILQLWLRQ� �� DUH� RU� FDQ� EH�
VXSSRUWHG�LQ�DQ�(-%�V\VWHP�

$OWKRXJK� WKH� (-%� VWDQGDUG� �'H0LFKLHO�
	�.HLWK��������GRHV�QRW�PDQGDWH�KRZ�XVHUV�
PXVW�EH�VXSSRUWHG�LQ�DQ�(-%�V\VWHP��YDULRXV�
LPSOHPHQWDWLRQV�RI�(-%�VHUYHUV�DQG�FRQWDLQHUV�
LPSOHPHQW�H[WHQVLRQV�WR�GHSOR\PHQW�GHVFULS�
WRUV�� 7KHVH� H[WHQVLRQV� SURYLGH� VXSSRUW� IRU�
DGGLQJ�XVHUV�WR�WKH�V\VWHP��DV�ZHOO�DV�PDSSLQJ�
WKRVH�XVHUV�WR�UROHV��7KH�86(56�VHW�LQ�'HILQLWLRQ�
��DEVWUDFWV�WKLV�VXSSRUW��KRZHYHU��WKLV�VXSSRUW�
LV� LPSOHPHQWDWLRQ�GHSHQGHQW�� %\� WKH� VDPH�
WRNHQ��VXSSRUW�IRU�8$�DQG�DVVLJQHGBXVHUV� LV�
DOVR�LPSOHPHQWDWLRQ�GHSHQGHQW�

7KH�6(66,216�VHW�LV�DQRWKHU�HOHPHQW�RI�
'HILQLWLRQ����,Q�UHODWLRQ�WR�VXSSRUW�IRU�XVHUV��
WKH�(-%�VWDQGDUG�GRHV�QRW�VSHFLI\�D�PDSSLQJ�RI�
DXWKHQWLFDWHG�XVHUV�WR�UROHV��RU�PRUH�SUHFLVHO\��
UROH�DFWLYDWLRQ��+HQFH��(-%�VHUYHU¶V�VXSSRUW�IRU�
VHVVLRQV�LV�RXWVLGH�WKH�VFRSH�RI�WKH�(-%�VWDQGDUG�
DQG� LV� LPSOHPHQWDWLRQ�GHSHQGHQW�� 6LPLODUO\��
LQ� RUGHU� WR� IXOO\� VXSSRUW� &RUH� 5%$&�� (-%�
LPSOHPHQWDWLRQV¶� VXSSRUW� IRU� VHVVLRQ�UHODWHG�
IXQFWLRQV�VXFK�DV�VHVVLRQBXVHUV��VHVVLRQBUROHV��
DQG�DYDLOBVHVVLRQBSHUPV�DUH�RXWVLGH�WKH�VFRSH�
RI�WKH�(-%�VWDQGDUG�

2Q�WKH�RWKHU�KDQG��WKH�VHWV�52/(6��236��
DQG�2%6��WKH�UHODWLRQV�3506�DQG�3$��DQG�WKH�
IXQFWLRQV�2S�DQG�2E�DUH�DOO�VXSSRUWHG�E\�WKH�
(-%�VWDQGDUG�DV�WKHVH�FDQ�EH�UHDGLO\�REWDLQHG�
IURP�WKH�GHSOR\PHQW�GHVFULSWRU�

7R� VXPPDUL]H�� DERXW� KDOI� WKH� HOHPHQWV�
RI� $16,� &RUH� 5%$&� FDQ� EH� SURYLGHG� E\�
DQ\� LPSOHPHQWDWLRQ� FRPSOLDQW�ZLWK� WKH�(-%�
VWDQGDUG�� KRZHYHU�� VXSSRUW� IRU�86(56��8$��
DVVLJQHGBXVHUV�� 6(66,216�� VHVVLRQBXVHUV��
VHVVLRQBUROHV��DQG�DYDLOBVHVVLRQBSHUPV��ZKLFK�
UHODWH� WR�XVHUV�DQG�VHVVLRQV�� LI�SURYLGHG��FDQ�
RQO\�EH�LPSOHPHQWDWLRQ�GHSHQGHQW�

+LHUDUFKLFDO�5%$&

7KH� +LHUDUFKLFDO� 5%$&� FRPSRQHQW� VSHFL�
ILHV� WZR� W\SHV� RI� UROH� KLHUDUFKLHV�� JHQHUDO�
DQG�OLPLWHG��%RWK�W\SHV�DUH�IRUPDOO\�GHILQHG�
XVLQJ�HOHPHQWV�RI�&RUH�5%$&��,Q�DGGLWLRQ�WR�
UROH� KLHUDUFKLHV��+LHUDUFKLFDO�5%$&�GHILQHV�
WZR� IXQFWLRQV�� DXWKRUL]HGBXVHUV� DQG� DXWKR�
UL]HGBSHUPLVVLRQV��$OWKRXJK�WKH�(-%�VWDQGDUG�
GRHV�QRW�SURYLGH�GLUHFW�VXSSRUW�IRU�+LHUDUFKLFDO�
5%$&��DQ�(-%�LPSOHPHQWDWLRQ�FDQ�VWLOO�HPXODWH�
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ERWK�W\SHV�RI�UROH�KLHUDUFKLHV��7KH�UHVW�RI�WKLV�
VHFWLRQ�GLVFXVVHV�ZD\V�RI�HPXODWLQJ�+LHUDUFKL�
FDO�5%$&�LQ�(-%�

(-%� VHUYHU� DGPLQLVWUDWLYH� WRROV� FDQ� EH�
PRGLILHG� LQ� RUGHU� WR� VXSSRUW� UROH� KLHUDUFK\��
)LUVW�� WKH� DGPLQLVWUDWLYH� WRROV�PXVW�PDLQWDLQ�
KLHUDUFK\� UHODWLRQVKLSV� EHWZHHQ� UROHV� LQ� D�
UHSRVLWRU\��6HFRQG��WKH�WRROV�PXVW�HQVXUH�WKDW�
ZKHQ� PHWKRG� SHUPLVVLRQV� DUH� JUDQWHG� WR� D�
FHUWDLQ�UROH�LQ�D�GHSOR\PHQW�GHVFULSWRU��WKRVH�
PHWKRG�SHUPLVVLRQV�DUH�DOVR�DSSURSULDWHO\�DQG�
FRQVLVWHQWO\�JUDQWHG�WR�DOO�VHQLRU�UROHV��)LQDOO\��
WKH�DGPLQLVWUDWLYH�WRROV�PXVW�DOVR�NHHS�WUDFN�RI�
ZKHWKHU�SHUPLVVLRQ�KDV�EHHQ�GLUHFWO\�DVVLJQHG�
WR�D�UROH��RU�LI�WKH�UROH�LQKHULWHG�WKLV�SHUPLVVLRQ�
WKURXJK�D�UROH�KLHUDUFK\��1R�VSHFLDO�UXQ�WLPH�
VXSSRUW� IRU� UROH� KLHUDUFKLHV� ZRXOG� WKHQ� EH�
QHHGHG��7KLV�DSSURDFK� LV� VLPLODU� WR� WKH�RQHV�
XVHG�LQ�$KQ�DQG�6DQGKX��������DQG�6DQGKX�DQG�
$KQ��������LQ�RUGHU�WR�VXSSRUW�UROH�KLHUDUFK\�
LQ�YDULRXV�RSHUDWLQJ�V\VWHPV�

$Q� DOWHUQDWLYH� LV� DQ� DSSURDFK� LQ� ZKLFK�
LQKHULWHG�SHUPLVVLRQV� DUH�GHWHUPLQHG�DW� UXQ�
WLPH�� 7KLV� DSSURDFK� ZRXOG� UHTXLUH� WKH� (-%�
VHUYHUíRU�PRUH�VSHFLILFDOO\�WKH�7DUJHW�6HFXULW\�
6HUYLFH� �766�� GHVFULEHG� HDUOLHUíWR� H[DPLQH�
WKH�UROH�KLHUDUFK\�UHSRVLWRU\�GXULQJ�UXQ�WLPH��
$� FHUWDLQ� UROH� LV� WKHQ� JUDQWHG� SHUPLVVLRQ� WR�
LQYRNH� D� VSHFLILF�PHWKRG� QRW� RQO\� EDVHG� RQ�
GLUHFW�SHUPLVVLRQ�WR�UROH�DVVLJQPHQW��EXW�DOVR�
EDVHG�RQ�SHUPLVVLRQV�JUDQWHG�WR�D�MXQLRU�UROH��
,Q�DGGLWLRQ�WR�D�UHSRVLWRU\�WKDW�PDLQWDLQV�UROH�
KLHUDUFK\�UHODWLRQVKLS��D�UXQ�WLPH�FRPSXWDWLRQ�
RI�LQKHULWHG�SHUPLVVLRQV�ZRXOG�EH�UHTXLUHG��$�
VLPLODU�DSSURDFK�LV�DGRSWHG�LQ��)HUUDLROR�HW�DO���
������IRU�&RPPRQ�*DWHZD\�,QWHUIDFH��&*,��
EDVHG�:HE�DSSOLFDWLRQV��DQG�LQ��*LXUL��������IRU�
-DYD�$XWKHQWLFDWLRQ�DQG�$XWKRUL]DWLRQ�6HUYLFH�
�-$$6���25$&/(��������EDVHG�DFFHVV�FRQWURO�

:LWK� HLWKHU� RI� WKH� DERYH� DSSURDFKHV��
VXSSRUW� IRU� WKLV� UROH� KLHUDUFK\íDQG� WKH� DX�
WKRUL]HGBXVHUV� DQG� DXWKRUL]HGBSHUPLVVLRQV�
IXQFWLRQV�UHTXLUHG�IRU�+LHUDUFKLFDO�5%$&íLV�
LPSOHPHQWDWLRQ�GHSHQGHQW�DQG�LV�QRW�VSHFLILHG�
E\�WKH�(-%�VWDQGDUG�

&RQVWUDLQHG�5%$&

7KH�&RQVWUDLQHG�5%$&�FRPSRQHQW�LQWURGXFHV�
VHSDUDWLRQ�RI�GXW\�UHODWLRQV�WR�WKH�5%$&�UHIHU�
HQFH�PRGHO��$V�ZLWK�+LHUDUFKLFDO�5%$&��WKHVH�
UHODWLRQV�DUH�GHILQHG�LQ�WHUPV�RI�&RUH�5%$&�
FRQVWUXFWV��,Q�HVVHQFH��66'�FRQVWUDLQV�XVHU�WR�
UROH� DVVLJQPHQW� �8$� VHW� DQG�DVVLJQHGBXVHUV�
IXQFWLRQ��DQG�WKH�UROH�KLHUDUFK\��5+�VHW�DQG�
DXWKRUL]HGBXVHUV�IXQFWLRQ���'6'��RQ�WKH�RWKHU�
KDQG��FRQVWUDLQV�WKH�UROH�DFWLYDWLRQ��6(66,216�
VHW� DQG� VHVVLRQBUROHV� IXQFWLRQ��� 6LQFH� XVHU�
DFFRXQWV��UROH�KLHUDUFKLHV��DQG�UROH�DFWLYDWLRQ�
DUH�EH\RQG�WKH�VFRSH�RI�(-%��WKH�&RQVWUDLQHG�
5%$&�FRPSRQHQW�� LI�VXSSRUWHG��ZRXOG�KDYH�
WR�EH�LPSOHPHQWDWLRQ�GHSHQGHQW�

([DPSOH

,Q� WKLV� VHFWLRQ�� ZH� SUHVHQW� DQ� H[DPSOH� WKDW�
LOOXVWUDWHV�WKH�DELOLWLHV�RI�DQ�(-%�V\VWHP�WR�VXS�
SRUW�$16,�5%$&��$V�GLVFXVVHG�LQ�WKH�SUHYLRXV�
VHFWLRQ��WKH�(-%�VWDQGDUG�GRHV�QRW�SURYLGH�GLUHFW�
VXSSRUW�IRU�UROH�KLHUDUFK\��KRZHYHU��HPXODWLRQ�
RI�VXFK�VXSSRUW�LV�SRVVLEOH�DV�GLVFXVVHG�HDUOLHU��
DQG�LV�VWUDLJKWIRUZDUG��+HQFH��UROH�KLHUDUFK\�LV�
QRW�LOOXVWUDWHG�LQ�WKLV�H[DPSOH�

7KH�H[DPSOH�LQ�WKLV�VHFWLRQ�FRQVLVWV�RI�D�
VLPSOH� V\VWHP� WKDW� PDLQWDLQV� HPSOR\HH� DQG�
HQJLQHHULQJ�SURMHFW�UHFRUGV�LQ�DQ�HQJLQHHULQJ�
FRPSDQ\��7KH�V\VWHP�DOORZV�GLIIHUHQW�XVHUV�WR�
SHUIRUP�YDULRXV�RSHUDWLRQV�RQ�WKH�SURMHFW�DQG�
HPSOR\HH�UHFRUGV��EDVHG�RQ�WKH�XVHUV¶�UROHV�LQ�WKH�
FRPSDQ\��7KH�V\VWHP�KDQGOHV�WKH�PDQLSXODWLRQ�
RI�YDULRXV�UHFRUGV�WKURXJK�HQWHUSULVH�EHDQV�RI�
WZR�W\SHV��(QJLQHHULQJ3URMHFW�DQG�(PSOR\HH��
7KHVH�HQWHUSULVH�EHDQV�DUH�GHSLFWHG�LQ�)LJXUH�
���7KH�ILJXUH�VKRZV�WKH�PHWKRGV�WKDW�FDQ�EH�
LQYRNHG�RQ�WKH�EHDQV��7KH�V\VWHP�DOVR�GHILQHV�
VHYHQ�GLIIHUHQW�XVHU�UROHV��%DVHG�RQ�WKHVH�UROHV�
DQG�DFFRUGLQJ�WR�WKH�SROLFLHV�OLVWHG�LQ�)LJXUH����
XVHUV�DUH�DOORZHG�WR�LQYRNH�YDULRXV�PHWKRGV�RQ�D�
VSHFLILF�(-%��7KHVH�UROHV�DUH�GHILQHG�DV�IROORZV�

�� (PSOR\HH � UHSUHVHQWV� D� FRPSDQ\�
HPSOR\HH�
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�� (QJLQHHULQJ� 'HSDUWPHQW� UHSUHVHQWV� DQ�
HPSOR\HH�RI�WKH�HQJLQHHULQJ�GHSDUWPHQW�

�� (QJLQHHU� SHUIRUPV� YDULRXV� HQJLQHHULQJ�
WDVNV�LQ�WKH�FRPSDQ\�

�� 3URGXFW�(QJLQHHU�LV�UHVSRQVLEOH�IRU�PDQDJ�
LQJ�D�SURGXFW�OLQH�

�� 4XDOLW\� (QJLQHHU� LV� D� TXDOLW\� DVVXUDQFH�
HQJLQHHU�

�� 3URMHFW�/HDG�RYHUVHHV�DQG�OHDGV�WKH�GHYHO�
RSPHQW�RI�D�SURMHFW�

�� 'LUHFWRU� LV� DQ� HQJLQHHULQJ� GHSDUWPHQW�
GLUHFWRU�

7KH�DFFHVV�FRQWURO�SROLF\�WKDW�GHILQHV�ZKDW�
DFWLRQV�HDFK�UROH�LV�DOORZHG�WR�SHUIRUP�DUH�VXP�
PDUL]HG�LQ�7DEOH����ZKHUH�D�FKHFN�PDUN��³¥´��
GHQRWHV�D�JUDQWHG�SHUPLVVLRQ�IRU�D�VSHFLILF�(-%�
UROH� WR� H[HFXWH� WKH� FRUUHVSRQGLQJ� HQWHUSULVH�
EHDQ�PHWKRG��7DEOH� �� VKRZV� DQ� H[DPSOH� RI�

V\VWHP� XVHUV�� DQG� WKHLU� JURXS�PHPEHUVKLSV��
7DEOHV�LQ�)LJXUH���VKRZ�H[DPSOHV�RI�XVHU�WR�UROH�
DQG�JURXS�WR�UROH�DVVLJQPHQWV��7KH�IROORZLQJ�
LV� D� IRUPDOL]DWLRQ� RI� WKLV� H[DPSOH� V\VWHP¶V�
SURWHFWLRQ�VWDWH�DV�LQ�'HILQLWLRQ���

�� 5� �̂ �(PSOR\HH��(QJLQHHULQJ�'HSDUWPHQW��
(QJLQHHU��3URGXFW�(QJLQHHU��4XDOLW\�(Q�
JLQHHU��3URMHFW�/HDG��'LUHFWRU`

�� %� �^�(QJLQHHULQJ3URMHFW��(PSOR\HH�`
�� 236� �^�PDNH&KDQJHV��UHYLHZ&KDQJHV��

LQVSHFW4XDOLW\��UHSRUW3UREOHP��FORVH3URE�
OHP�� FUHDWH1HZ5HOHDVH�� JHW'HVFULSWLRQ��
FORVH�� JHW%DVLF,QIR�� DVVLJQ7R3URMHFW��
XQDVVLJQ)URP3URMHFW�� DGG([SHULHQFH��
JHW([SHULHQFH��ILUH`

�� 0� �^�(QJLQHHULQJ3URMHFW�PDNH&KDQJHV��
(QJLQHHULQJ3URMHFW�UHYLHZ&KDQJHV��(QJL�
QHHULQJ3URMHFW�LQVSHFW4XDOLW\�� (QJLQHHU�

)LJXUH����([DPSOH�(QJLQHHULQJ3URMHFW�DQG�(PSOR\HH�VHVVLRQ�EHDQV

)LJXUH����$XWKRUL]DWLRQ�SROLF\�IRU�WKH�H[DPSOH�(-%�V\VWHP�GHVFULELQJ�ZKDW�DFWLRQV�DUH�DOORZHG��
$OO�RWKHU�DFWLRQV�DUH�GHQLHG�
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LQJ3URMHFW�UHSRUW3UREOHP�� (QJLQHHULQJ�
3URMHFW�FORVH3UREOHP��(QJLQHHULQJ3URMHFW�
FUHDWH1HZ5HOHDVH�� (QJLQHHULQJ3URMHFW�
JHW'HVFULSWLRQ��(QJLQHHULQJ3URMHFW�FORVH��
(PSOR\HH�JHW%DVLF,QIR��(PSOR\HH�DVVLJQ�
7R3URMHFW�� (PSOR\HH�XQDVVLJQ)URP3UR�
MHFW��(PSOR\HH�DGG([SHULHQFH��(PSOR\HH�
JHW([SHULHQFH��(PSOR\HH�ILUH�`

�� 03� �̂ ��(PSOR\HH��(PSOR\HH�JHW%DVLF,QIR��
� �(PSOR\HH��(PSOR\HH�JHW([SHULHQFH��
� �(QJLQHHULQJ� 'HSDUWPHQW�� (QJLQHHULQJ�

3URMHFW�UHSRUW3UREOHP��
� �(QJLQHHULQJ� 'HSDUWPHQW�� (QJLQHHULQJ�

3URMHFW�JHW'HVFULSWLRQ��
� �(QJLQHHULQJ� 'HSDUWPHQW�� (PSOR\HH�

JHW%DVLF,QIR��
� �(QJLQHHULQJ� 'HSDUWPHQW�� (PSOR\HH�

JHW([SHULHQFH��
� �(QJLQHHU�� (QJLQHHULQJ3URMHFW�PDNH�

&KDQJHV��
� �(QJLQHHU�� (QJLQHHULQJ3URMHFW�UHYLHZ�

&KDQJHV��
� �(QJLQHHU��(PSOR\HH�JHW%DVLF,QIR��

� �(QJLQHHU��(PSOR\HH�JHW([SHULHQFH��
� �3URGXFW� (QJLQHHU�� (QJLQHHULQJ3URMHFW�

FUHDWH1HZ5HOHDVH��
� �(QJLQHHULQJ� 'HSDUWPHQW�� (PSOR\HH�

JHW%DVLF,QIR��
� �(QJLQHHULQJ� 'HSDUWPHQW�� (PSOR\HH�

JHW([SHULHQFH��
� �4XDOLW\� (QJLQHHU�� (QJLQHHULQJ3URMHFW�

LQVSHFW4XDOLW\��
� �4XDOLW\�(QJLQHHU��(PSOR\HH�JHW%DVLF,QIR��
� �4XDOLW\� (QJLQHHU�� (PSOR\HH�JHW([SHUL�

HQFH��
� �3URMHFW�/HDG��(QJLQHHULQJ3URMHFW�FORVH3�

UREOHP��
� �3URMHFW�/HDG��(PSOR\HH�JHW%DVLF,QIR��
� �3URMHFW�/HDG��(PSOR\HH�JHW([SHULHQFH��
� �'LUHFWRU��(QJLQHHULQJ3URMHFW�FORVH��
� �'LUHFWRU��(PSOR\HH�JHW%DVLF,QIR��
� �'LUHFWRU��(PSOR\HH�DVVLJQ7R3URMHFW��
� �'LUHFWRU��(PSOR\HH�XQDVVLJQ)URP3URMHFW��
� �'LUHFWRU��(PSOR\HH�DGG([SHULHQFH��
� �'LUHFWRU��(PSOR\HH�JHW([SHULHQFH��
� �'LUHFWRU��(PSOR\HH�ILUH��`

7DEOH����([DPSOH�XVHUV��JURXSV��DQG�JURXS�PHPEHUVKLS�

8VHU *URXS

$OLFH DFFRXQWLQJ

%RE KDUGZDUH

&DURO VRIWZDUH

'DYH VRIWZDUH

(YH VRIWZDUH

)UHG PDQDJHPHQW

)LJXUH����([DPSOH�(-%�V\VWHP�UROH�PDSSLQJV
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�� 8 = Φ

7KH�5�DQG�%�VHWV�FRQWDLQ�WKH�UROHV�DQG�EHDQV�
GHILQHG�LQ�WKH�V\VWHP��236�GHILQHV�DOO�RSHUD�
WLRQV�DYDLODEOH�WR�YDULRXV�UROHV��7KHVH�PHWKRGV�
DUH�IXUWKHU�TXDOLILHG�E\�WKH�0�VHW��ZKHUH�HDFK�
PHWKRG�LV�TXDOLILHG�ZLWK�WKH�QDPH�RI�WKH�EHDQ�
IRU�ZKLFK�LW�LV�GHILQHG��7KH�03�VHW�UHSUHVHQWV�
7DEOH����DQG�03�LV�D�PDQ\�WR�PDQ\�SHUPLVVLRQ�
DVVLJQPHQW�RI�(-%�DSSOLFDWLRQ�UROHV�WR�LQYRNH�
GHILQHG�PHWKRGV��7KHVH�SHUPLVVLRQV�DUH�OLVWHG�LQ�
WKH�PHWKRG�SHUPLVVLRQ�VHFWLRQV�RI�WKH�DSSOLFD�
WLRQ¶V�GHSOR\PHQW�GHVFULSWRU��7KLV�H[DPSOH�GRHV�
QRW�UHTXLUH�DQ\�PHWKRGV�WR�EH�LQ�WKH�H[FOXGH�OLVW�
VHFWLRQV�RI�WKH�GHSOR\PHQW�GHVFULSWRU�IRU�WKH�
DSSOLFDWLRQ��KHQFH��VHW�;�LV�HPSW\�

:H� XVH� WKH� DERYH� IRUPDOL]DWLRQ� RI� WKH�
H[DPSOH�V\VWHP¶V�SURWHFWLRQ�VWDWH�LQ�RUGHU�WR�
VXSSRUW�WKH�$16,�&RUH�5%$&�UHIHUHQFH�PRGHO��
&RQVLGHULQJ�'HILQLWLRQ����WKH�FRQWHQW�RI�52/(6��
236��DQG�2%6�LV�VWUDLJKWIRUZDUG��7KH�UHVW�RI�
WKH�VHWV�DUH�GHILQHG�DV�IROORZV�

�� 86(56� �^�$OLFH��%RE��&DURO��'DYH��(YH��
)UHG�� DFFRXQWLQJ�� KDUGZDUH�� VRIWZDUH��
PDQDJHPHQW�`

�� 8$�  � ^� �$OLFH��(PSOR\HH��� �%RE��(QJL�
QHHU��� �&DURO��4XDOLW\�(QJLQHHU��� �'DYH��
3URGXFW� (QJLQHHU��� �(YH�� 3URMHFW� /HDG���
�)UHG��'LUHFWRU����KDUGZDUH��(QJLQHHULQJ�
'HSDUWPHQW����VRIWZDUH��(QJLQHHULQJ�'H�
SDUWPHQW����%RE��(QJLQHHULQJ�'HSDUWPHQW���
�&DURO��(QJLQHHULQJ�'HSDUWPHQW����'DYH��
(QJLQHHULQJ�'HSDUWPHQW����(YH��(QJLQHHU�
LQJ�'HSDUWPHQW�`

�� 3506� �0
�� 3$� �03

7KH�(-%�����VWDQGDUG�GRHV�QRW�VSHFLI\�KRZ�
(-%�UROHV�VKRXOG�EH�PDSSHG�WR�WKH�XVHU�JURXSV�
DQG�DFFRXQWV�WKDW�H[LVW�LQ�WKH�EHDQ¶V�RSHUDWLRQDO�
HQYLURQPHQW��7KLV�PDNHV�WKH�86(56�DQG�8$�
VHWV�GHSHQGHQW�VROHO\�RQ�WKH�(-%�FRQWDLQHU¶V�
RSHUDWLRQDO�HQYLURQPHQW��DQG�WKH�ZD\�XVHUV�DUH�
PDQDJHG�WKHUH��)RU�H[DPSOH��WKH�8$�VHW�FRQWDLQV�
DVVLJQPHQWV�WKDW�H[LVW�RQO\�GXH�WR�XVHU�JURXS�
PHPEHUVKLSV��,Q�WKLV�H[DPSOH��&DURO�LV�DVVLJQHG�

WR�WKH�(QJLQHHULQJ�'HSDUWPHQW�UROH�WKURXJK�KHU�
VRIWZDUH�JURXS�PHPEHUVKLS�

)XQFWLRQDO�6SHFLILFDWLRQ

7KLV�VHFWLRQ�UHSRUWV�RQ�WKH�UHVXOWV�RI�RXU�DQDO\VLV�
RI�WKH�VXSSRUW�WKDW�WKH�(-%�VWDQGDUG��'H0LFKLHO�
	�.HLWK��������FDQ�SURYLGH�IRU�$16,�5%$&�
V\VWHP�DQG�DGPLQLVWUDWLYH�IXQFWLRQDO�VSHFLIL�
FDWLRQV��)RU� WKH�SXUSRVH�RI� WKLV�DQDO\VLV��ZH�
H[DPLQHG�HYHU\�IXQFWLRQ�VSHFLILHG�LQ�6HFWLRQ�
��RI�WKH�$16,�SXEOLFDWLRQ��������RQ�WKH�VXEMHFW�
RI�LWV�VXSSRUW�E\�DQ�(-%�FRQWDLQHU�FRQIRUPLQJ�
WR�WKH�(-%�VWDQGDUG�

5HVXOWV� RI� RXU� H[DPLQDWLRQ� VXJJHVW� WKDW�
WKH�VRIWZDUH�LQWHUIDFHV�WKDW�WKH�(-%�VWDQGDUG�
PDQGDWHV�DUH�LQVXIILFLHQW�IRU�LPSOHPHQWLQJ�PRVW�
RI�$16,�5%$&�IXQFWLRQV�DV�LV��)XUWKHUPRUH��
WKH�;0/� GDWD� VWUXFWXUHV� QHHGHG� LQ� WKH� (-%�
GHSOR\PHQW�GHVFULSWRU�DUH� LQFDSDEOH�RI� IXOO\�
VXSSRUWLQJ�DQ�$16,�5%$&�FRPSOLDQW�V\VWHP��
7KHVH�GDWD�VWUXFWXUHV�FDQ�SURYLGH�VXSSRUW�IRU�
LPSOHPHQWLQJ�D�OLPLWHG�QXPEHU�RI�&RUH�5%$&�
IXQFWLRQV��2WKHU�V\VWHP�DQG�DGPLQLVWUDWLYH�&RUH�
5%$&�IXQFWLRQV��DV�ZHOO�DV�DOO�DGGLWLRQDO�IXQF�
WLRQV�IRU�+LHUDUFKLFDO�DQG�&RQVWUDLQHG�5%$&��
FDQQRW�EH�VXSSRUWHG�ZLWKRXW�H[WHQGLQJ�DQ�(-%�
V\VWHP�LPSOHPHQWDWLRQ�EH\RQG�ZKDW�WKH�(-%�
VWDQGDUG�GHILQHV�

7KH�IROORZLQJ�LV�DQ�H[DPLQDWLRQ�RI�YDULRXV�
&RUH�5%$&�IXQFWLRQV�DQG�WKHLU�OHYHO�RI�VXSSRUW�
LQ�WKH�(-%�VWDQGDUG�

$GG8VHU��'HOHWH8VHU�RSHUDWLRQV�DOORZ�XVHUV�
WR�EH�DGGHG�WR�WKH�86(56�VHW�DQG�WR�EH�
UHPRYHG�IURP�LW��,Q�DQ�(-%�HQYLURQPHQW��
WKHVH� DUH� UHDOL]HG� LQ� D� LPSOHPHQWDWLRQ�
GHSHQGHQW�PDQQHU��)RU�H[DPSOH��WKH�,%0�
:HE6SKHUH�$SSOLFDWLRQ�6HUYHU��6DGWOHU�HW�
DO���������DOORZV�(-%�DSSOLFDWLRQ�GHSOR\HUV�
WR�XVH�YDULRXV�XVHU�UHJLVWULHV�WR�PDLQWDLQ�WKH�
86(56�VHW��:HE6SKHUH�FDQ�EH�FRQILJXUHG�
WR�XVH�WKH�ORFDO�RSHUDWLQJ�V\VWHP�XVHU�DF�
FRXQWV��DQ�/'$3��:DKOHW�DO���������VHUYHU��
RU�D�FXVWRP�XVHU�UHJLVWU\�

$GG5ROH��'HOHWH5ROH�DGG�UROHV�WR�DQG�GHOHWH�
UROHV� IURP� WKH�5%$&� V\VWHP��(-%�GDWD�
VWUXFWXUHV� SURYLGH� GLUHFW� VXSSRUW� IRU�
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LPSOHPHQWLQJ� WKHVH� IXQFWLRQV��7KH\� FDQ�
EH�LPSOHPHQWHG�E\�DGGLQJ�RU�UHPRYLQJ�D�
UROH�GHILQLWLRQ�XVLQJ�WKH�VHFXULW\�UROH�WDJV�
LQ�WKH�DVVHPEO\�GHVFULSWRU�VHFWLRQ�RI�WKH�
GHSOR\PHQW�GHVFULSWRU�ILOH�

$VVLJQ8VHU��'HDVVLJQ8VHU�DOORZ�DVVLJQPHQW�
UHODWLRQVKLSV� WR� EH� HVWDEOLVKHG� EHWZHHQ�
UROHV�DQG�XVHUV��6LPLODU� WR�$GG8VHU�DQG�
'HOHWH8VHU�� WKHVH� RSHUDWLRQV� QHHG� WR�
EH� LPSOHPHQWHG� LQ� DQ� LPSOHPHQWDWLRQ�
GHSHQGHQW�PDQQHU�

*UDQW3HUPLVVLRQ��5HYRNH3HUPLVVLRQ�DOORZ�
LQYRFDWLRQ�SHUPLVVLRQV�WR�EH�JUDQWHG�WR��RU�
UHYRNHG�IRU��D�FHUWDLQ�UROH��7KHVH�RSHUDWLRQV�
FDQ�EH�LPSOHPHQWHG�E\�DGGLQJ�RU�UHPRYLQJ�
WKH�FRUUHVSRQGLQJ�PHWKRG�SHUPLVVLRQ�VHF�
WLRQ�RI�WKH�GHSOR\PHQW�GHVFULSWRU�

&UHDWH6HVVLRQ�� 'HOHWH6HVVLRQ�� $GG$FWL�
YH5ROH�� 'URS$FWLYH5ROH� DOORZ� IRU� WKH�
FUHDWLRQ�DQG�GHOHWLRQ�RI�VHVVLRQV��DV�ZHOO�
DV�DFWLYDWLRQ�RI�XVHU�UROHV��,Q�DQ�(-%�HQ�
YLURQPHQW��WKHVH�RSHUDWLRQV�DUH�OLNHO\�WR�
EH�LPSOHPHQWHG�LQ�D�SURSULHWDU\�PDQQHU�
DQG�ZRXOG�GLIIHU�IURP�RQH�(-%�DSSOLFDWLRQ�
VHUYHU�WR�DQRWKHU�

&KHFN$FFHVV�PDNH�DQ�DFFHVV�FRQWURO�GHFLVLRQ��
7KH�$XWKRUL]H�PHWKRG�LQ�$OJRULWKP���FDQ�
EH�XVHG�WR�LPSOHPHQW�&KHFN$FFHVV�

$VVLJQHG8VHUV��$VVLJQHG5ROHV� UHWXUQ� XVHUV�
DVVLJQHG� WR� D� JLYHQ� UROH�� DQG� UROHV� DV�
VLJQHG�WR�D�JLYHQ�XVHU��UHVSHFWLYHO\��6LQFH�
WKHVH�IXQFWLRQV�DUH�QRW�VXSSRUWHG�LQ�(-%�
�����WKH\�QHHG�WR�EH�SURYLGHG�E\�WKH�(-%�
DSSOLFDWLRQ�VHUYHU�

$GYDQFHG�5HYLHZ�)XQFWLRQV�
IRU�&RUH�5%$&

5ROH3HUPLVVLRQV� UHWXUQV� WKH� SHUPLVVLRQV�
JUDQWHG�WR�D�JLYHQ�UROH��7KLV�IXQFWLRQ�FDQ�
EH�LPSOHPHQWHG�E\�H[DPLQLQJ�WKH�PHWKRG�
SHUPLVVLRQ�VHFWLRQV��ZKHUH�PHWKRG�SHUPLV�
VLRQV�DUH�JUDQWHG�WR�UROHV�

8VHU3HUPLVVLRQV�UHWXUQV�SHUPLVVLRQV�DVVLJQHG�
WR�XVHUV��*LYHQ�WKH�SHUPLVVLRQV�DVVLJQHG�WR�
UROHV��XVLQJ�WKH�5ROH3HUPLVVLRQV�IXQFWLRQ���
DQG�NQRZLQJ�WKH�UROHV�WKH�XVHU�LV�DVVLJQHG�WR�

�XVLQJ�$VVLJQHG8VHUV���WKH�LPSOHPHQWDWLRQ�
RI�WKLV�IXQFWLRQ�LV�VWUDLJKWIRUZDUG�

6HVVLRQ5ROHV��6HVVLRQ3HUPLVVLRQV�UHWXUQ�WKH�
UROHV� DQG� SHUPLVVLRQV� DVVRFLDWHG�ZLWK� D�
VSHFLILF�XVHU�VHVVLRQ��7KHVH�FDQ�EH�SURYLGHG�
E\�WKH�(-%�DSSOLFDWLRQ�VHUYHU�DVVXPLQJ�WKDW�
WKH�VHUYHU�LPSOHPHQWDWLRQ�DOUHDG\�VXSSRUWV�
WKH�QRWLRQ�RI�VHVVLRQV�

5ROH2SHUDWLRQV2Q2EMHFW��8VHU2SHUDWLRQ�
V2Q2EMHFW�UHWXUQ�D�VHW�RI�RSHUDWLRQV�WKDW�
FDQ�EH�LQYRNHG�RQ�DQ�REMHFW�JLYHQ�D�FHUWDLQ�
UROH� RU� D� FHUWDLQ� XVHU�� UHVSHFWLYHO\�� 7KH�
RSHUDWLRQV�WKDW�D�FHUWDLQ�UROH�LV�SHUPLWWHG�
WR�LQYRNH�FDQ�EH�REWDLQHG�GLUHFWO\�IURP�WKH�
PHWKRG�SHUPLVVLRQ�VHFWLRQV�RI�WKH�GHSOR\�
PHQW�GHVFULSWRU��7KH�RSHUDWLRQV�WKDW�D�XVHU�
LV�SHUPLWWHG�WR�LQYRNH��RQ�WKH�RWKHU�KDQG��
FDQ�EH�REWDLQHG�JLYHQ�WKH�LPSOHPHQWDWLRQ�
RI�WKH�5ROH2SHUDWLRQV2Q2EMHFW�DV�ZHOO�DV�
WKH�$VVLJQHG5ROHV�IXQFWLRQV�

7DEOH���SURYLGHV�D�VXPPDU\�RI�WKH�DERYH�
UHVXOWV��7KH�WDEOH�FODVVLILHV�VXSSRUW�IRU�$16,�
&RUH�5%$&�IXQFWLRQV�LQ�WZR�PDLQ�FDWHJRULHV��
7KH�ILUVW�FDWHJRU\�FRQWDLQV�IXQFWLRQV�WKDW�DUH�
VXSSRUWHG� GLUHFWO\� E\� (-%� GDWD� VWUXFWXUHV��
ZKHUHDV� WKH� VHFRQG� FDWHJRU\� LGHQWLILHV� WKH�
VXSSOHPHQWDO�FRPSRQHQWV�WKDW�PXVW�EH�LPSOH�
PHQWHG� LQ� DQ�(-%� V\VWHPíRXWVLGH� WKH� VFRSH�
RI�WKH�(-%�VSHFLILFDWLRQVíLQ�RUGHU�WR�VXSSRUW�
WKH� VSHFLILHG� $16,� &RUH� 5%$&� IXQFWLRQV��
7KHVH�FRPSRQHQWV�DUH�LGHQWLILHG�DV�UHODWHG�WR�
XVHU�PDQDJHPHQW��VHVVLRQ�DQG�UROH�DFWLYDWLRQ��
7KH�XVHU�PDQDJHPHQW�UHODWHG�FRPSRQHQWV�DUH�
UHTXLUHG�WR�KDQGOH�WKH�DGGLWLRQ�GHOHWLRQ�RI�XVHUV�
IURP�WKH�V\VWHP��DV�ZHOO�DV�XVHU�WR�UROH�DVVLJQ�
PHQWV��2Q�WKH�RWKHU�KDQG��WKH�VHVVLRQ�DQG�UROH�
DFWLYDWLRQ�UHODWHG�FRPSRQHQWV�DUH�UHTXLUHG�WR�
KDQGOH� WKH�PDQDJHPHQW�RI�XVHU�VHVVLRQV�DQG�
DFWLYDWLRQ�RI�SHUPLVVLRQV�

'LVFXVVLRQ

7KH� UHVXOWV�RI�RXU� DQDO\VLV� VXJJHVW� WKDW�(-%�
IXQFWLRQDOLW\� í� DV� GHILQHG� WKURXJK� WKH� GDWD�
VWUXFWXUHV�DQG�LQWHUIDFHV�í�IDOOV�VKRUW�RI�IXOO\�
VXSSRUWLQJ�$16,�5%$&�ZLWKRXW�UHVRUWLQJ�WR�
YHQGRU�VSHFLILF�H[WHQVLRQV��(YHQ�LQ�WKH�FDVH�RI�
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&RUH�5%$&�DORQH�í�WKH�PDQGDWRU\�SDUW�RI�DQ\�
FRPSOLDQW�LPSOHPHQWDWLRQ�RI�$16,�5%$&�í�
WKHUH�DUH�WZR�PDMRU�FDXVHV�RI�WKLV�LQDGHTXDF\�

7KH�WZR�PDMRU�OLPLWDWLRQV�RI�(-%�DUH�LWV�
ODFN�RI�WKH�QRWLRQ�RI�XVHU�DFFRXQWV�DQG�VXSSRUW�
IRU�WKHLU�PDQDJHPHQW��L�H���DGGLQJ��GHOHWLQJ���XQ�
DVVLJQLQJ�WR�IURP�UROHV���DV�ZHOO�DV�WKH�ODFN�RI�
VXSSRUW�IRU�XVHU�VHVVLRQV�DQG�UROH�DFWLYDWLRQ��

$FFRUGLQJ�WR�RXU�DQDO\VLV��ZKLFK�LV�VXPPDUL]HG�
LQ�7DEOH����WKLV�OLPLWDWLRQ�UHVXOWV�LQ�WZR�WKLUGV�
RI�&RUH�5%$&�IXQFWLRQV�EHLQJ�GHSHQGHQW�RQ�
YHQGRU�VSHFLILF�H[WHQVLRQV��VHH�FROXPQ�³$G�
GLWLRQDO�5HTXLUHG�&RPSRQHQWV´���7KH�DUFKLWHFWV�
RI�(-%�PLJKW�KDYH�LQWHQWLRQDOO\�OHIW�WKH�QRWLRQ�
RI�XVHU� DQG� VXSSRUW� IRU�XVHU�PDQDJHPHQW� DV�
ZHOO�DV�VHVVLRQ�DQG�UROH�DFWLYDWLRQ�EH\RQG�WKH�

7DEOH����)XQFWLRQV�GHILQHG�E\�$16,�&RUH�5%$&�DQG�WKHLU�VXSSRUW�E\�(-%�GDWD�VWUXFWXUHV�

&RUH�5%$&�)XQFWLRQV $GGLWLRQDO�5HTXLUHG�&RPSRQHQWV

(-%�'DWD�
6WUXFWXUHV�
6XSSRUW

8VHU�0DQDJHPHQW 6HVVLRQV�DQG�5ROH�
$FWLYDWLRQ

$GPLQLVWUDWLYH�&RPPDQGV

$GG8VHU ¥

'HOHWH8VHU ¥

$VVLJQ8VHU ¥

'HDVVLJQ8VHU ¥

$GG5ROH ¥

'HOHWH5ROH ¥

*UDQW3HUPLVVLRQ ¥

5HYRNH3HUPLVVLRQ ¥

6XSSRUWLQJ�6\VWHP�)XQFWLRQV

&UHDWH6HVVLRQ ¥

'HOHWH6HVVLRQ ¥

$GG$FWLYH5ROH ¥

'URS$FWLYH5ROH ¥

&KHFN$FFHVV ¥

5HYLHZ�)XQFWLRQV

$VVLJQHG8VHUV ¥

$VVLJQHG5ROHV ¥

$GYDQFHG�5HYLHZ�)XQFWLRQV

5ROH3HUPLVVLRQV ¥

6HVVLRQ3HUPLVVLRQV ¥

8VHU3HUPLVVLRQV ¥

6HVVLRQ5ROHV ¥

5ROH2SHUDWLRQV2Q2EMHFW ¥

8VHU2SHUDWLRQV2Q2EMHFW ¥
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VFRSH�RI�WKH�VSHFLILFDWLRQ��,Q�RUGHU�WR�SURYLGH�
VWDQGDUG�VXSSRUW�IRU�DGPLQLVWHULQJ�DQG�UHYLHZ�
LQJ�XVHU�DFFRXQWV��WKHLU�UROHV�DQG�WKHLU�VHVVLRQV��
WKH� FRUUHVSRQGLQJ� DGPLQLVWUDWLYH� LQWHUIDFHV�
ZRXOG�QHHG�WR�EH�DGGHG�WR�(-%��+RZHYHU��VXFK�
D�UHYLVLRQ�ZRXOG�EH�FRQWUDU\�WR�WKH�HPHUJLQJ�
VWDWH�RI�SUDFWLFH�IRU�DSSOLFDWLRQ�V\VWHPV�

7KH�QRWDEOH�WUHQG�LQ�,7�V\VWHPV�GHVLJQ�LV�WR�
³RXWVRXUFH´�WKH�IXQFWLRQDOLW\�IRU�DGPLQLVWHULQJ�
XVHU�DFFRXQWV��DQG�LQ�VRPH�FDVHV�SHUPLVVLRQV��
WR�VLQJOH�VLJQ�RQ��662���3DVKDOLGLV�	�0LWFKHOO��
������ VROXWLRQV� IRU� QHZ� DSSOLFDWLRQV� �*RWK��
������DQG�WR�LGHQWLW\�PDQDJHPHQW��,G0��VROX�
WLRQV�IRU�H[LVWLQJ�DSSOLFDWLRQV��%XHOO�	�6DQGKX��
�������$V�D�UHVXOW��XVHU�DFFRXQWV��DQG�VRPHWLPHV�
SHUPLVVLRQV��DUH�DGPLQLVWHUHG�DFURVV�PXOWLSOH�
DSSOLFDWLRQ�LQVWDQFHV�DQG�W\SHV�³RXWVLGH´�RI�WKH�
DSSOLFDWLRQV�WKHPVHOYHV��7KHUHIRUH��DQ�DSSOLFD�
WLRQ�V\VWHP�FDQ�RQO\�EH�VXFFHVVIXOO\�HYDOXDWHG�
IRU� FRPSOLDQFH�ZLWK�$16,�5%$&�ZKHQ� WKH�
DSSOLFDWLRQ�LV�FRQVLGHUHG�WRJHWKHU�ZLWK�WKH�FRU�
UHVSRQGLQJ�662�RU�,G0�VROXWLRQ��7KLV�FRQGLWLRQ�
PDNHV�HYDOXDWLRQ�RI�VXSSRUW�IRU�$16,�5%$&�
SURKLELWLYHO\�H[SHQVLYH�IRU�V\VWHPV�GHVLJQHG�
WR�ZRUN�LQ�FRQMXQFWLRQ�ZLWK�PXOWLSOH�662�RU�
,G0�VROXWLRQV��DV� WKH�HYDOXDWLRQ�ZRXOG�KDYH�
WR�EH�SHUIRUPHG�IRU�HYHU\�FRPELQDWLRQ�RI�WKH�
V\VWHP�DQG�WKH�VXSSRUWLQJ�662�,G0��'HILQLQJ�
D�VHSDUDWH�$16,�5%$&�SURILOH�IRU�662�,G0�
VROXWLRQV�LV�D�SRVVLEOH�DOWHUQDWLYH�WR�H[SORUH�

7KH�RWKHU�OLPLWDWLRQV�RI�WKH�(-%�VSHFLIL�
FDWLRQ�UHODWH�WR�+LHUDUFKLFDO�DQG�&RQVWUDLQHG�
5%$&�FRPSRQHQWV�RI�$16,�5%$&��7KH�(-%�
VSHFLILFDWLRQ�GRHV�QRW�GHILQH�VXSSRUW�IRU�HLWKHU�
UROH�KLHUDUFKLHV�RU�VHSDUDWLRQ�RI�GXW\��:H�VNHWFK�
DSSURDFKHV�IRU�VXSSRUWLQJ�WKH�WZR�FRPSRQHQWV��
+RZHYHU��DGGLWLRQDO�GDWD�PXVW�EH�PDLQWDLQHG�
RXWVLGH�RI�WKH�VWDQGDUG�GHSOR\PHQW�GHVFULSWRU�
LQ�RUGHU�WR�LPSOHPHQW�UROH�KLHUDUFKLHV�

&21&/86,21

,Q� WKLV�SDSHU��ZH�DQDO\]HG�VXSSRUW� IRU�$16,�
5%$&� E\� (-%� ���� FRPSOLDQW� V\VWHPV�� 6SH�
FLILFDOO\�� ZH� GHILQHG� D� FRQILJXUDWLRQ� RI� WKH�
(-%�SURWHFWLRQ� V\VWHP� LQ�SUHFLVH�DQG�XQDP�

ELJXRXV�WHUPV�XVLQJ�VHW�WKHRU\��%DVHG�RQ�WKLV�
FRQILJXUDWLRQ�GHILQLWLRQ��ZH�IRUPDOO\�VSHFLILHG�
WKH�VHPDQWLFV�RI�DXWKRUL]DWLRQ�GHFLVLRQV�LQ�(-%��
:H�DQDO\]HG�VXSSRUW�IRU�YDULRXV�$16,�5%$&�
FRPSRQHQWV�LQ�(-%��DQG�LOOXVWUDWHG�RXU�GLVFXV�
VLRQ�ZLWK�DQ�H[DPSOH�

2XU�DQDO\VLV�VKRZV�D�PLVPDWFK�EHWZHHQ�WKH�
DFFHVV�FRQWURO�DUFKLWHFWXUHV�RI�(-%�DQG�$16,�
5%$&��$OWKRXJK� WKH� VSHFLILFDWLRQ�RI� DFFHVV�
FRQWUROV�LQ�(-%�GRHV�HPSOR\�UROHV��LW�GRHV�QRW�
IXOO\� VXSSRUW� HYHQ� &RUH� $16,� 5%$&�� 7KH�
OLPLWDWLRQV�DUH�PDLQO\�GXH�WR�WKH�ODFN�RI�VXSSRUW�
RI�����XVHU�DFFRXQWV�DQG�WKHLU�PDQDJHPHQW������
XVHU� VHVVLRQV�� DQG� ���� UROH� DFWLYDWLRQ��:KLOH�
WKHVH�OLPLWDWLRQV�FDQ�EH�HDVLO\�ZRUNHG�DURXQG�
WKURXJK� YHQGRU�VSHFLILF� DQG� LPSOHPHQWDWLRQ�
GHSHQGHQW�H[WHQVLRQV��HDFK�(-%�LPSOHPHQWDWLRQ�
ZRXOG�KDYH�WR�EH�HYDOXDWHG�IRU�$16,�5%$&�
VHSDUDWHO\��,Q�RUGHU�WR�SURYLGH�VWDQGDUG�VXSSRUW�
IRU�DGPLQLVWHULQJ�DQG�UHYLHZLQJ�XVHU�DFFRXQWV��
WKHLU�UROHV�DQG�WKHLU�VHVVLRQV��WKH�FRUUHVSRQG�
LQJ� DGPLQLVWUDWLYH� LQWHUIDFHV� ZRXOG� QHHG� WR�
EH�DGGHG�WR�(-%��ZKLFK�ZRXOG�EH�FRQWUDU\�WR�
WKH� HPHUJLQJ�SUDFWLFH� RI� ³RXWVRXUFLQJ´� VXFK�
IXQFWLRQV�WR�HQWHUSULVH�ZLGH�VLQJOH�VLJQ�RQ�DQG�
LGHQWLW\�PDQDJHPHQW�VROXWLRQV�

7R�VXSSRUW�WKLV�ULVLQJ�WUHQG��LW�LV�SRVVLEOH�WR�
H[SORUH�H[WHQGLQJ�WKH�$16,�5%$&�VWDQGDUG��DV�
ZHOO�DV�WKH�(-%�VWDQGDUG�WR�GHILQH�SURILOHV�IRU�
VXSSRUWLQJ�662�,G0�VROXWLRQV��7KLV�ZRXOG�DOVR�
UHTXLUH�H[SORULQJ�RSWLRQV�IRU�SURYLGLQJ�SURSHU�
VXSSRUW�IRU�UROH�DFWLYDWLRQ�DQG�GHDFWLYDWLRQ�LQ�
RUGHU�WR�DGKHUH�WR�WKH�SULQFLSOH�RI�OHDVW�SULYLOHJH��
&OHDUO\��DFWLYDWLQJ�WKH�UROHV�DVVLJQHG�WR�D�XVHU�
DOO�DW�WKH�VDPH�WLPH�YLRODWHV�WKLV�SULQFLSOH��2Q�
WKH�RWKHU�KDQG��DOORZLQJ�RQH�UROH�WR�EH�DFWLYH�DW�
D�WLPH�ZRXOG�QRW�SURYLGH�SURSHU�UROH�DFWLYDWLRQ�
VXSSRUW�EHFDXVH�WKH�XVHU�PD\�QHHG�WKH�SHUPLV�
VLRQV�DVVLJQHG�WR�PRUH�WKDQ�RQH�UROH�LQ�RUGHU�
WR� LQYRNH�D�FHUWDLQ�RSHUDWLRQ�� LQ� WKH�DEVHQFH�
RI�UROH�KLHUDUFK\��IRU�H[DPSOH��2WKHU�LVVXHV�WR�
H[SORUH�LQFOXGH�ZKHWKHU�UROH�DFWLYDWLRQ�VKRXOG�
RFFXU�XSRQ�XVHU�DXWKHQWLFDWLRQ�RU�XSRQ�PHWKRG�
LQYRFDWLRQ��ZKHQ�UROHV�VKRXOG�EH�GHDFWLYDWHG��
DQG�ZKHWKHU�UROHV�VKRXOG�EH�DFWLYDWHG�ZLWK�RU�
ZLWKRXW�XVHU�LQWHUYHQWLRQ�



,QWHUQDWLRQDO�-RXUQDO�RI�6HFXUH�6RIWZDUH�(QJLQHHULQJ���������������$SULO�-XQH����������

&RS\ULJKW���������,*,�*OREDO��&RS\LQJ�RU�GLVWULEXWLQJ�LQ�SULQW�RU�HOHFWURQLF�IRUPV�ZLWKRXW�ZULWWHQ�SHUPLVVLRQ�RI�,*,�*OREDO�LV�SURKLELWHG�

7KLV� SDSHU� HVWDEOLVKHV� D� IUDPHZRUN� IRU�
DQDO\]LQJ� VXSSRUW� IRU� $16,� 5%$&� LQ� (-%�
LPSOHPHQWDWLRQV�� 7KH� UHVXOWV� SURYLGH� GLUHF�
WLRQV�IRU�(-%�GHYHORSHUV�LPSOHPHQWLQJ�$16,�
5%$&�LQ�WKHLU�V\VWHPV��DQG�FULWHULD�DSSOLFDWLRQ�
RZQHUV�LQ�VHOHFWLQJ�VXFK�(-%�LPSOHPHQWDWLRQV�
WKDW�VXSSRUW�UHTXLUHG��DQG�RSWLRQDO�FRPSRQHQWV�
RI�$16,�5%$&�

5()(5(1&(6

$KQ�� *��-�� �������� 5ROH�EDVHG� DFFHVV� FRQWURO� LQ�
'&20�� -RXUQDO� RI� 6\VWHPV�$UFKLWHFWXUH����������
����±������GRL���������6��������������������

$KQ�� *��-��� 	� 6DQGKX�� 5�� �������� 'HFHQWUDOL]HG�
XVHU�JURXS�DVVLJQPHQW�LQ�:LQGRZV�17��-RXUQDO�RI�
6\VWHPV�DQG�6RIWZDUH�����������±����GRL���������
6��������������������

$16,����������$16,�,1&,76����������IRU�UROH�EDVHG�
DFFHVV� FRQWURO�� 5HWULHYHG� IURP� KWWS���LQWHOOLJULG�
LSRZHU�FRP�,QWHOOL*ULGB$UFKLWHFWXUH�1HZB7HFK�
QRORJLHV�7HFKB$16,B,1&,76B��������B5ROHB
%DVHGB$FFHVVB&RQWUROB�5%$&��KWP

$ZLVFKXV�� 5�� �������� 5ROH� EDVHG� DFFHVV� FRQWURO�
ZLWK� VHFXULW\� DGPLQLVWUDWLRQ� PDQDJHU� �6$0��� ,Q�
3URFHHGLQJV�RI�WKH�6HFRQG�$&0�:RUNVKRS�RQ�5ROH�
%DVHG�$FFHVV�&RQWURO��SS����������1HZ�<RUN��1<��
$&0�3UHVV�

%DUNOH\��-����������,PSOHPHQWLQJ�UROH�EDVHG�DFFHVV�
FRQWURO�XVLQJ�REMHFW�WHFKQRORJ\��,Q�3URFHHGLQJV�RI�WKH�
)LUVW�$&0�:RUNVKRS�RQ�5ROH�%DVHG�$FFHVV�&RQWURO�
�SS����������1HZ�<RUN��1<��$&0�3UHVV�

%DUNOH\��-���	�&LQFRWWD��$����������0DQDJLQJ�UROH�
SHUPLVVLRQ�UHODWLRQVKLSV�XVLQJ�REMHFW�DFFHVV�W\SHV��
,Q� 3URFHHGLQJV� RI� WKH� 7KLUG� $&0� :RUNVKRS� RQ�
5ROH�%DVHG�$FFHVV�&RQWURO��SS����������1HZ�<RUN��
1<��$&0�3UHVV�

%DUW]��/��6����������K\SHU'5,9(��/HYHUDJLQJ�/'$3�
WR�LPSOHPHQW�5%$&�RQ�WKH�ZHE��,Q�3URFHHGLQJV�RI�
WKH�$&0�:RUNVKRS�RQ�5ROH�%DVHG�$FFHVV�&RQWURO�
�SS����������1HZ�<RUN��1<��$&0�3UHVV�

%D\OLV��5���/DQH��3���	�/RUHQW]��'����������2UDFOH�
GDWDEDVH� DGPLQLVWUDWRU¶V� JXLGH�� 5HWULHYHG� IURP�
KWWS���RWQ�RUDFOH�FRP�SOV�GE��J�GE��J�KRPHSDJH

%HOO��'��(���	�/D3DGXOD��/��-����������6HFXUH�FRP�
SXWHU�V\VWHPV��8QLILHG�H[SRVLWLRQ�DQG�PXOWLFV�LQWHU�
SUHWDWLRQ��7HFKQLFDO�5HSRUW�1R��(6'�75����������
%HGIRUG��0$��0,75(�

%LQGLJDQDYDOH��9���	�2X\DQJ��-���������6HSWHPEHU���
5ROH�EDVHG�DFFHVV�FRQWURO�LQ�HQWHUSULVH�DSSOLFDWLRQ�
VHFXULW\� DGPLQLVWUDWLRQ� DQG� XVHU� PDQDJHPHQW�� ,Q�
3URFHHGLQJV�RI�WKH�,(((�,QWHUQDWLRQDO�&RQIHUHQFH�
RQ� ,QIRUPDWLRQ� 5HXVH� DQG� ,QWHJUDWLRQ��:DLNRORD�
9LOODJH��+,��SS������������:DVKLQJWRQ��'&��,(((�
&RPSXWHU�6RFLHW\�

%URZQ��1���	�.LQGHO��&����������'LVWULEXWHG�FRP�
SRQHQW�REMHFW�PRGHO�SURWRFRO�'&20������5HWULHYHG�
IURP�KWWS���ZZZ�LHWI�RUJ�SURFHHGLQJV����,�'�GUDIW�
EURZQ�GFRP�Y��VSHF����W[W

%XHOO��'���	�6DQGKX��5����������,GHQWLW\�PDQDJHPHQW��
,(((�,QWHUQHW�&RPSXWLQJ����������±����GRL���������
0,&�������������

&KDGZLFN��'��:���	�2WHQNR��$����������7KH�3(50,6�
;�����UROH�EDVHG�SULYLOHJH�PDQDJHPHQW�LQIUDVWUXF�
WXUH��,Q�3URFHHGLQJV�RI�WKH�6HYHQWK�$&0�6\PSRVLXP�
RQ�$FFHVV�&RQWURO�0RGHOV� DQG�7HFKQRORJLHV� �SS��
����������1HZ�<RUN��1<��$&0�3UHVV�

&KDOIDQW��7��0����������5ROH�EDVHG�DFFHVV�FRQWURO�
DQG� VHFXUH� VKHOO� �� D� FORVHU� ORRN�DW� WZR�6RODULV��
RSHUDWLQJ�HQYLURQPHQW�VHFXULW\�IHDWXUHV��5HGZRRG�
6KRUHV��&$��6XQ�%OXH3ULQWV��2Q/LQH�

'H0LFKLHO��/��*���	�.HLWK��0����������-65������(Q�
WHUSULVH�-DYD%HDQV����VSHFLILFDWLRQ��YHUVLRQ������(-%�
FRUH�FRQWUDFWV�DQG�UHTXLUHPHQWV��6SHFLILFDWLRQ�1R��
Y�����)LQDO�5HOHDVH���5HWULHYHG�IURP�KWWS���MFS�RUJ�
DERXW-DYD�FRPPXQLW\SURFHVV�SIG�MVU����LQGH[�KWPO

'H0LFKLHO��/��*���<DOoLQDOS��/��h���	�.ULVKQDQ��6��
��������(QWHUSULVH�-DYD%HDQV�VSHFLILFDWLRQ��YHUVLRQ�
����� 5HWULHYHG� IURP� KWWS���MDYD�VXQ�FRP�SURGXFWV�
HME�GRFV�KWPO

(GGRQ��*����������7KH�&20��VHFXULW\�PRGHO�JHWV�\RX�
RXW�RI�WKH�VHFXULW\�SURJUDPPLQJ�EXVLQHVV��0LFURVRIW�
6\VWHPV�-RXUQDO�����������

(SVWHLQ��-���	�6DQGKX��5����������1HWZDUH���DV�DQ�
H[DPSOH�RI�UROH�EDVHG�DFFHVV�FRQWURO��,Q�3URFHHGLQJV�
RI�WKH�)LUVW�$&0�:RUNVKRS�RQ�5ROH�%DVHG�$FFHVV�
&RQWURO��SS����������1HZ�<RUN��1<��$&0�3UHVV�

)DGHQ��*����������5%$&�LQ�81,;�DGPLQLVWUDWLRQ��
,Q�3URFHHGLQJV� RI� WKH�)RXUWK�$&0�:RUNVKRS� RQ�
5ROH�%DVHG�$FFHVV�&RQWURO��SS�����������1HZ�<RUN��
1<��$&0�3UHVV�

)HUUDLROR��'��)���%DUNOH\��-��)���	�.XKQ��'��5����������
$� UROH�EDVHG� DFFHVV� FRQWURO�PRGHO� DQG� UHIHUHQFH�
LPSOHPHQWDWLRQ�ZLWKLQ� D� FRUSRUDWH� LQWUDQHW��$&0�
7UDQVDFWLRQV�RQ�,QIRUPDWLRQ�DQG�6\VWHP�6HFXULW\��
��������±����GRL����������������������



�����,QWHUQDWLRQDO�-RXUQDO�RI�6HFXUH�6RIWZDUH�(QJLQHHULQJ���������������$SULO�-XQH�����

&RS\ULJKW���������,*,�*OREDO��&RS\LQJ�RU�GLVWULEXWLQJ�LQ�SULQW�RU�HOHFWURQLF�IRUPV�ZLWKRXW�ZULWWHQ�SHUPLVVLRQ�RI�,*,�*OREDO�LV�SURKLELWHG�

)HUUDLROR��'��)���	�.XKQ��5����������5ROH�EDVHG�DF�
FHVV�FRQWUROV��,Q�3URFHHGLQJV�RI�WKH���WK�1,67�1&6&�
1DWLRQDO�&RPSXWHU�6HFXULW\�&RQIHUHQFH��%DOWLPRUH��
0'��SS�����������

)HUUDLROR��'��)���6DQGKX��5���*DYULOD��6���.XKQ��'��5���
	�&KDQGUDPRXOL��5����������3URSRVHG�1,67�VWDQGDUG�
IRU�UROH�EDVHG�DFFHVV�FRQWURO��$&0�7UDQVDFWLRQV�RQ�
,QIRUPDWLRQ� DQG� 6\VWHP� 6HFXULW\�� ������ ���±�����
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�±����GRL���������0,&��������
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0LFURVRIW����������'&20�DUFKLWHFWXUH��5HWULHYHG�
IURP�KWWS���ZZZ�PLFURVRIW�FRP�176HUYHU�
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25$&/(����������-DYD�DXWKHQWLFDWLRQ�DQG�DXWKR�
UL]DWLRQ�VHUYLFH��-$$6���5HWULHYHG�IURP�KWWS���MDYD�
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1DLQL�	�-��6HEHUU\��(G����3URFHHGLQJV�RI�WKH�(LJKWK�
$XVWUDODVLDQ�&RQIHUHQFH�,QIRUPDWLRQ�6HFXULW\�DQG�
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FHPEHU���$�ODUJH�VFDOH�V\VWHP�DXWKRUL]DWLRQ�VFKHPH�
SURSRVDO�LQWHJUDWLQJ�-DYD��&25%$�DQG�ZHE�VHFXULW\�
PRGHOV�DQG�D�GLVFUHWLRQDU\�SURWRW\SH��,Q�3URFHHG�
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��SURSRVDO��GHYHORSPHQW�DQG�HYDOXDWLRQ�RI�D�SROLF\�
VHUYLFH� DQG� FDSDELOLWLHV� IRU� &25%$� VHFXULW\�� ,Q�
3URFHHGLQJV� RI� WKH� ,),3�7&��� ��WK� ,QWHUQDWLRQDO�
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