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terms

• user data

• user profile -- user attributes and other 
information about the user 

• user content -- data generated by the user

• content-hosting and application service provider 
(CSP)



practical problem

Web 2.0 users without special technical skills 
need useful mechanisms for 

sharing their data with each other 
in a controlled manner 

across CSPs



research problem

the lack of understanding of 
the factors that influence the design of 

useful mechanisms for controlled data sharing 
among users across CSPs
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sharing needs

what are the users’ needs for sharing their content?

• what do they need sharing for?

• with whom and which data do they want to share?

• if sharing is a secondary task, what are the primary tasks?

• mix of personal and business content sharing
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how do sharing and control
vary with user demographics?

gender
age

education 
occupation

usage habits

needs
preferences

patterns
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existing sharing solutions

how well do the existing approaches support 
users' needs in controlled sharing?

• three deployed approaches to content sharing

• “make it all public”

• “walled garden”

• “secret link”
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• how do the users perceive sharing with secret links?

• what are their expectations and needs?

• delegation -- “login to view”

• revocation
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federated identity
how can federated identity schemes be improved 

to better support controlled sharing across 
walled gardens?

• allows cross-domain SSO

• examples: Liberty Alliance, Shibboleth, OpenID

• limitations and concerns

• usability -- URI as user ID

• phishing -- HTTP redirections 

• user visits tracking -- reality and perception

• adoption -- “identity wars”
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• partitioning the problem space

• measurable success criteria

• evaluating and comparing solutions



summary

user needs

• to share

• to control sharing

• variance across user 
demographics

• existing sharing solutions 
(walled gardens, secret link)

• federated identity

• OAuth

existing 
technology



T H E  U N I V E R S I T Y   O F   B R I T I S H   C O L U M B I A 

Sun-Tsai Sun

Konstantin (Kosta) Beznosov
konstantin.beznosov.net

lersse.ece.ubc.ca


