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venues 
• NDSS -- Network & Distributed System Security Symposium, 8 - 11 

February 2009, San Diego, CA, USA. (about 20 papers)
http://www.isoc.org/isoc/conferences/ndss/09/

• Oakland -- IEEE Symposium on Security and Privacy (S&P 2009), 
17-22 May 2009, Berkeley/Oakland, CA, USA. (about 20 papers) 
http://oakland09.cs.virginia.edu/

• SOUPS -- Symposium on Usable Privacy and Security (SOUPS), 
15-17 July 2009, Mountain View, CA, USA. (about 20 papers)
http://cups.cs.cmu.edu/soups/2009/

• USENIX Security Symposium, 10-14 August 2009, Montreal, Canada
http://www.usenix.org/events/sec09/ (about 20 papers)

• CCS -- ACM Computer and Communications Security Conference, 
9-13 November 2009, Chicago, IL, USA
http://www.sigsac.org/ccs/CCS2009/ (about 40 papers)

• ACSAC -- Annual Computer Security Applications Conference, 8–12 
December 2008, Anaheim, CA, USA (about 40 papers)
http://acsac.org/2008/

Laboratory for Education and Research in Secure Systems Engineering    (lersse.ece.ubc.ca)

total:

160-180 papers 
1,000 submissions

th
e 

bi
g 

fo
ur

Monday, November 30, 2009



3

• Vanish: Increasing Data Privacy with Self-Destructing Data 
(USENIX Security)

• Measuring the security and reliability of authentication via 
‘secret’ questions (Oakland)

• The Impact of Malicious Devices on a Cellular Network Core 
(CCS)

• Passport Cards, Enhanced Drivers Licenses, and other 
Security Applications of RFID tags (CCS)

• Tempest in a Teapot: Compromising Reflections Revisited 
(Oakland)

• Communicating Site Privacy Policies to Users (SOUPS)
• Improving Users’ Mental Models of Personal Firewalls(SOUPS) 

Laboratory for Education and Research in Secure Systems Engineering    (lersse.ece.ubc.ca)

selected papers
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Who’s Konstantin (Kosta) Beznosov
• Education

• M.S. (1997) & Ph.D. (2000) in CS, Florida International University
• B.S. in Physics (1993), Novosibirsk State University, Russia

• Experience
• Assistant Prof., Electr. and Comp. Egn., UBC (2003-present)
• Directs Laboratory for Education and Research in 

Secure Systems Engineering (LERSSE)
• worked in US industry (1997-2003) as Security Architect: 

• end-user: Baptist Health Systems of South Florida
• consulting: Concept Five Technologies,
• software vendor: Hitachi Computer Products (America)

• Contributed to
• Object Management Group (OMG)

• CORBA Security revisions
• Resource Access Decision (RAD)
• Security Domain Membership Management (SDMM)

• OASIS
• eXtensible Access Control Markup Language (XACML) v1.0

Laboratory for Education and Research in Secure Systems Engineering    (lersse.ece.ubc.ca)
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Vanish: 
Increasing Data Privacy with

Self-Destructing Data

Laboratory for Education and Research in Secure Systems Engineering    (lersse.ece.ubc.ca)

Monday, November 30, 2009



The Problem: Two Huge Challenges for Privacy
1. Data lives forever

! On the web: emails, Facebook photos, Google Docs, blogs, …
! In the home: disks are cheap, so no need to ever delete data
! In your pocket: phones and USB sticks have GBs of storage

2. Retroactive disclosure of both data and user keys has 
become commonplace
! Hackers
! Misconfigurations
! Legal actions
! Border seizing
! Theft
! Carelessness

9
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Self-Destructing Data Model

1.  Until timeout, users can read original message
2.  After timeout, all copies become permanently unreadable

2.1.  even for attackers who obtain an archived copy & user keys
2.2.  without requiring explicit delete action by user/services
2.3.  without having to trust any centralized services
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Ann Carla

  This is sensitive stuff.
  
  This is sensitive stuff.

  This is sensitive stuff.
  
  This is sensitive stuff.

  This is sensitive stuff.
  
  This is sensitive stuff.

ISP
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email

Goals

self-destructing 
data (timeout)
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How Vanish Works: Data Timeout
" The DHT loses key pieces over time

! Natural churn: nodes crash or leave the DHT
! Built-in timeout: DHT nodes purge data periodically

" Key loss makes all data copies permanently unreadable
18
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but don’t hold your breath

• S. Wolchuk, O. Hofmann, E. Felten, J. A. 
Halderman, C. Rossbach, B. Waters and 
E. Witchel, “Defeating Vanish with Low-
Cost Sybil Attacks Against Large DHTs” to 
appear in NDSS ’10

Laboratory for Education and Research in Secure Systems Engineering    (lersse.ece.ubc.ca)

Monday, November 30, 2009



Georgia Tech Information Security Center (GTISC)

Georgia
Tech

On Cellular Botnets: 
Measuring the Impact of 
Malicious Devices on a 
Cellular Network Core

Patrick Traynor, Michael Lin, Machigar Ongtang, Vikhyath 
Rao, Trent Jaeger, Patrick McDaniel and Thomas La Porta

ACM CCS 2009

Monday, November 30, 2009



Georgia Tech Information Security Center (GTISC)

Georgia
Tech

Architecture

• Mobile Station (MS): User equipment and the target of infection

• Base Station (BS): The bridge between wired and wireless portions of the 
network.

• Serving GPRS Support Node (SGSN): Intelligent switch that can route voice 
and data traffic.

• Home Location Register (HLR): “DNS” of cellular networks, with critical 
differences...

11

HLRSGSN SGSN
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Georgia Tech Information Security Center (GTISC)

Georgia
Tech

HLRSGSN SGSN

Architecture & Attack (High-Level)

• Serving GPRS Support Node (SGSN): Intelligent switch that can route voice 
and data traffic.

• Without an operational Home Location Register (HLR), not much can 
happen in a cellular network.

• Infected devices therefore send large amounts of traffic at the HLR in hopes 
of preventing legitimate requests.

12

HLRSGSN SGSN

Monday, November 30, 2009



Georgia Tech Information Security Center (GTISC)

Georgia
Tech

Device/Core Interactions

• In the class of currently deployed systems, 5000 attack messages 
per second drops throughput from 4132 TPS to 273 TPS.

‣ 93% reduction in HLR throughput

• In more advanced systems, 30k attack messages per second drop 
throughput from 5424 TPS to 1340 TPS.

‣ 75% reduction in HLR throughput 
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Georgia Tech Information Security Center (GTISC)

Georgia
Tech

How Big?

• For many current systems, an attacker would need to control 
11,750 phones.

• For more capable HLRs, this number is closer to 141,000.

14
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Georgia Tech Information Security Center (GTISC)

Georgia
Tech

Conclusion

• Increasing homogeneity and functionality of mobile phones 
makes them and their supporting infrastructure more 
susceptible to attack.

‣ With a small number of malicious phones, area-code sized regions 
can be made largely (>90%) unreachable.

• Launching such attacks successfully is hard.

‣ It requires that malware writers actually know something about the 
underlying network.

• Lesson: These networks are different from the 
Internet. The same rules simply do not apply.

15
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Passport Cards, Enhanced Drivers 
Licenses, and other Security 

Applications of RFID Tags

Laboratory for Education and Research in Secure Systems Engineering    (lersse.ece.ubc.ca)

Koscher, K., Juels, A., Brajkovic, V., and Kohno, T. “EPC RFID tag security 
weaknesses and defenses: passport cards, enhanced drivers licenses, and 

beyond,” CCS ’09, pp. 33-42. DOI= http://doi.acm.org/10.1145/1653662.1653668

Monday, November 30, 2009
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EDL Passport EDL Passport
Held in hand 50m+ 50m+ 7.9m 7.2m

Empty 
backpack

50m+ 50m+ 10.5m 9.8m

Purse side 
pocket

50m+ 50m+ 8.3m 1.9m

Wallet; in 
purse

11.3m 2.8m 5.9m 0.5m

Wallet; in 
front pocket

8.9m 0.6m 2.4m 1.9m

)&.7$).'/&$!UM&46C&'30

Hallway Outside
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Reading Computer Screen 
from Eye Reflection

Laboratory for Education and Research in Secure Systems Engineering    (lersse.ece.ubc.ca)

M. Backes, T. Chen, M. Duermuth, H. P.A. Lensch, M. Welk, 
"Tempest in a Teapot: Compromising Reflections Revisited," Oakland ‘09, pp. 315-327, 

DOI: http://doi.ieeecomputersociety.org/10.1109/SP.2009.20.

Monday, November 30, 2009
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previous results: 
reflections in a tea pot

Laboratory for Education and Research in Secure Systems Engineering    (lersse.ece.ubc.ca)

Reflections in a tea pot, taken from a distance of 10m. 
The 18pt font is readable from the reflection.

Figure 5. Reflections in a tea pot, taken from a distance of 10m. The 18pt font is readable from the
reflection.

Figure 6. Reflections in two other tea pots, taken from a distance of 5m. The 18pt font is readable
from the reflection in the left picture, and almost readable in the right picture.

Figure 7. Reflection of a Word document with small 12pt font size in a tea pot, taken from a distance
of 5m. The 12pt font is readable from the reflection.

Figure 8. Image taken with the refractor telescope from a distance of 3.5m, produced with an expo-
sure time of one second.

163
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new results: reflections in the eye

• 36pt font from a distance of 10 meters
• previously 150pt font from 4 meters.

Laboratory for Education and Research in Secure Systems Engineering    (lersse.ece.ubc.ca)

Figure 1. Previous results from [3]: Reflections in the
eye from 4 meters.

Figure 2. Our results: Reflections captured in the eye
from a distance of 10 meters.

(One exception occurs if there is a sufficient amount of
additional information about the image, e.g., if it is known
that the image of a (point-like) star was captured, then the
exact location of the star can be determined even in the
presence of diffraction blur.)

In computer graphics, blur is described by a point spread
function (PSF) which models the redistribution of energy
from each point of the (unobservable) sharp image to each
point of the blurred image. Our task is, given a description
of the PSF and the blurred image, to reconstruct the sharp
image. This is known as (non-blind) deconvolution.

We demonstrate how to use image deconvolution algo-
rithms to improve the image quality. We show that both
motion blur and out-of-focus blur can be efficiently removed,
whereas diffraction blur cannot effectively be countered and
thus constitutes a fundamental limitation to the applicability
of the attack.

One central challenge is to measure the PSF. While decon-
volution algorithms exist that determine the PSF in the pro-
cess of deconvolution (blind deconvolution), their running
time and their output quality are worse than those of non-
blind deconvolution algorithms, which are given the PSF.
We identified and tested two possible practical approaches
to determine the PSF. First, we captured several PSFs that
result from different levels of out-of-focus blur upfront
(offline) and use this information later in deconvolution.
This approach works very well if there is only out-of-focus
blur present (see Section 2.4). It cannot, however, handle
motion blur. Therefore, we explored another approach (see
Section 2.5) where we measure the PSF when we take the
picture, simultaneously measuring motion blur and out-of-
focus blur. This approach requires a small amount of extra
hardware, but works very well in practice.

Our results get close to the diffraction limit, i.e., we are
essentially able to obtain the physical optimum. This in turns
lets us eliminate the possibility of further improvements and
provides a bound on the applicability of this type of attacks.

Another type of attack we explore is based on diffuse
reflections. The possibility that one could spy on confidential
data exploiting diffuse reflections, e.g., reflections on a white
wall, was briefly mentioned in [3]. In this work we take a

systematic approach and show information-theoretic limits
of the attack. Our approach is different from the attack
presented in [13], which exploits temporal variations of the
diffuse reflections and thus is restricted to CRT monitors,
a technology that is rarely used nowadays. In contrast, our
approach uses spatial variations only and is applicable to
any monitor technology. (Ironically, the user’s attempt to
increase his privacy may actually lead to weaker privacy:
We found that the reconstruction works better if the user
is using a privacy filter to protect himself from somebody
spying over his shoulder: these filters direct the light coming
from the monitor, thus decreasing the size of the point-spread
function.)

We evaluated the effectiveness and applicability of several
countermeasures. In particular, we showed that deploying
polarization filters on the window to block the (polarized)
light emitted by the monitor does not offer reasonable
protection in practice. (This countermeasure was suggested
by the audience at the IEEE Symposium on Security &
Privacy 2008.) We propose a novel countermeasure based
on optical notch filters, which conceptually provides much
better protection.

Finally, for the sake of exposition, we mount the attack
in-field on stationary reflecting objects, showing its practical
applicability.

While the techniques we used are considerably more
involved than what was used in previous work, neither hard-
ware nor software requirements are prohibitively expensive.
Our improvements do not only affect image quality for
pictures of the eye: Reflections in other objects can also
be captured with much higher quality using our improved
tools.

1.2. Further Related Work

It has been rumored that military organizations have been
investigating compromising emanations since the 1960’s; the
results of this work, however, are confidential. The first pub-
licly known attack we are aware of was published in 1985,
and used electromagnetic radiation of CRT monitors [31].
An early discussion of these results can be found in [11].

!"#

Reflections captured in the eye from a distance of 10 meters.
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31

Improving Users’ Mental Models of 
Personal Firewalls

Laboratory for Education and Research in Secure Systems Engineering    (lersse.ece.ubc.ca)

F. Raja, K. Hawkey, and K. Beznosov, 
“Revealing hidden context: improving mental models of personal firewall users,” 

SOUPS '09, pp. 1-12, DOI= http://doi.acm.org/10.1145/1572532.1572534

Monday, November 30, 2009
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Limited functionality and simplified interface to 
hide complexity from user

Does not provide necessary contextual 
information for the functionality it does support

Monday, November 30, 2009
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Changes applied only to profile associated with 
current network location and that is not obvious

Monday, November 30, 2009
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Simplified interface:
• Hidden network context
• Automatic switching of firewall profilesBut at a cost!

Monday, November 30, 2009
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alternative interface

Monday, November 30, 2009
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• C*5%&&"5#
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• C*5%&&"5#

• C*5%:H1"#"
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It’s No Secret!
Measuring the security and reliability 

of authentication via 
‘secret’ questions

Laboratory for Education and Research in Secure Systems Engineering    (lersse.ece.ubc.ca)

S. Schechter, B. Brush, S. Egelman, "It's No Secret. Measuring the 
Security and Reliability of Authentication via," Oakland ’09, pp.375-390

DOI: http://doi.ieeecomputersociety.org/10.1109/SP.2009.11
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! Q*#&()*+%$/$)*"%,($4)+&,,$-"(4&4-+6(,%1'6(/-4)5&%&
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L5'/63876'.1$D5115=K8M

! R4*$5&'()*+%$/$)*"%,(CSD(4-"%@,(5*%&+

! ;,9&'(%-(+&/*55(%@&$+(*",8&+,
! T"5$"&(%--5(+&)-+%&'($.(%@&6(+&/*55&'(/-++&/%56
! U"5$4$%&'("147&+(-.(=1&,,&,(*55-8&'

! V*,&(=+*%1$%6(W()&+.-+4*"/&S7*,&'(=+*%1$%6
! XYZ3(XYE3(XZ3(-+(XE(7*,&'(-"()&+.-+4*"/&(01*+%$5&
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   Guessed by
  Statistically untrusted 
 Forgot guessable partner  Fact-based questions
 14% 10% 17%   Mother’s birthplace 
 5% 5% 12%   What is your father’s middle name?
 17%  —  5%   What was your first phone number? 
 9% 1% 8%   What was the name of your first school?
 21% 8% 13%   Where was your first job?

     Preference-based questions
 18% 1% 11%   Best childhood friend 
 21%  —  4%   Favorite teacher 
 25% 6% 7%   What is your favorite restaurant?
 15% 1% 8%   Who is your favorite singer? 

 23% 6% —   What was your first teacher’s name?

[T\
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QG543K3&4C$0518365'0

! F$,/-1+*=&(1,&(-.()-)15*+(*",8&+,

! <&'1/&("147&+(-.(=1&,,&,(*55-8&'($.(=1&,,&,(
*+&(*4-"=()-)15*+(*",8&+,
! >-%@&+G,(7$+%@)5*/&]
^-,(;"=&5&,_(([&8(̀ -+9_((>147*$_((a@*"=@*$

! !"/+&*,&("147&+(-.(=1&,,&,(*55-8&'($.(=1&,,&,(
*+&(,$4$5*+(%-(&*/@(-%@&+
! >-%@&+G,(7$+%@)5*/&]
V&+9&5&63(N;_((V&+9&5&6_((T*95*"'_((a*"(2+*"/$,/-
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! <*+&56(*+&(*",8&+,(%-(b,&/+&%G(01&,%$-",(7-%@
! ,1c/$&"%56(,&/+&%(!"#
! ,1c/$&"%56(4&4-+*75&

! U,&+S8+$%%&"(01&,%$-",(*+&("-(7&%%&+

! V&%%&+(7*/91)(*1%@&"%$/*%$-"(-)%$-",("&&'&'
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P3G&4$>.2`8M$.83G&'362.365'$5M365'0\

! R4)5-6(6-1+(,-/$*5("&%8-+9
! !'&"%$.6($%&'$(('(d()&-)5&(6-1(%+1,%(d($"(*'#*"/&
! ^&%(%+1,%&&,(#&+$.6(6-1+($'&"%$%6(8@&"(*55(&5,&(.*$5,
! a&%(*1%@&"%$/*%$-"(%@+&,@-5'(d(9(-.("(%+1,%&&,(d(%-(
%+*'&(-e(+&5$*7$5$%6(.-+(,&/1+$%6

! f+$-+(8-+9
! )*&%$+,-!.$*%/!&$+("$0.!$0*"1/2*3(4*#5/5*&/6"*7
V+*$"*+'(($/!89:/;<=/<<2/>??@
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Communicating Site Privacy Policies 
to Users

Laboratory for Education and Research in Secure Systems Engineering    (lersse.ece.ubc.ca)

P. Kelley, J. Bresee, L. Cranor, R. Reeder, “A "nutrition label" for privacy” 
SOUPS '09, DOI= http://doi.acm.org/10.1145/1572532.1572538
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privacy statement examples

Laboratory for Education and Research in Secure Systems Engineering    (lersse.ece.ubc.ca)
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A "nutrition label" for privacy

Laboratory for Education and Research in Secure Systems Engineering    (lersse.ece.ubc.ca)
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• Vanish: Increasing Data Privacy with Self-Destructing Data 
(USENIX Security)

• Measuring the security and reliability of authentication via 
‘secret’ questions (Oakland)

• The Impact of Malicious Devices on a Cellular Network Core 
(CCS)

• Passport Cards, Enhanced Drivers Licenses, and other 
Security Applications of RFID tags (CCS)

• Tempest in a Teapot: Compromising Reflections Revisited 
(Oakland)

• Communicating Site Privacy Policies to Users (SOUPS)
• Improving Users’ Mental Models of Personal Firewalls(SOUPS) 

Laboratory for Education and Research in Secure Systems Engineering    (lersse.ece.ubc.ca)

papers summary
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