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Shifting complexity and actions to the system

BUT

Concealing system details as a means of
reducing complexity may leave users in
dangerous situations.



Network Location
N
Windows Vista



Select a location for the "'ubcsecure’ network

Windows will automatica

Home

. Choose this Customize network settings

Metwork name: ubcsecure

.
hisa#livs you to see computers and devices, while making

your computer discoverable,

el
Choose this

ey
and you can

Public loc

Choose this

I:.|IFE.Et|}f con Help me choose
limited.

Customize the name, locy Network Icon: h.
=1

Help me choose

'@ Merge or delete network locations

[ Mext ][ Cancel




Personal firewall
N
Windows Vista



Context dependent functionality

Settings automatically applied depending on
network context detected

IE Public (public networks)

Private (home / work networks)

- Domain (controlled by network admin)
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Interface
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What are network locations?
Public Profile is Active

@ Windows Firewallis on

@© Alinbound connections are blocked.

@ Outbound connections that do not match a nls are allowed.

Windows Firewll Properties

Getting Started -
Authenticate communications between computers
Specify how and when connections between computers are authenticated and protected using Intemet Protocal

securty (IPsec). After speciying how to protect connections sing connection securty rules, create firewall s
for connections you wish to allow.
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. e Windows Firewall with Advanced Security
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ﬂ Windows Firewall with Advanced Security provides enhanced network secunty for Windows computers.
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Complicated for simple tasks for normal users
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Limited functionality and simplified interface to
hide complexity from user

i Windows Firewall = e )

[’y Turn Windows Firewall on or Windows Firewall
off

Windows Firewall can help prevent hackers or malicious software from gaining access to your
computer through the Internet or nebwork,

I’y Allow a program through
Windows Firewall

How does a firewall help protect my computer?

@ Windows Firewall is helping to protect your computer

Windows Firewall is on, '@ Change settings
Inbound connections that do not have an exception are blocked.
Display a notification when a program is blocked: Yes

Metwork location: Public network

What are network locations?

Does not provide necessary contextual
information for the functionality it does support

Metwork Center




Changes applied only to profile associated with
current network location and that IS not obvious

I How does a hirewall help protect

Windows Firewall is off,
Metwork location:

What are network locations?

& Windows Firewall is not using
settings to protect your comy
recommended settings?

See also
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Metwork Center

J ..J Windows Firewall is helping to protect your computer

Windows Firewall can help prevent hackers or malicious software from gaining
access to your computer through the Internet or a network,

|@ @ On (recommended)
This setting blocks all outside sources from connecting to this
computer, except for those unblocked on the Exceptions tab.
[] Block all incoming connections
Select this option when you connect to less secure networks, All

exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.

|@ () Off (not recommended)

Avoid using this setting. Turning off Windaws Firewall will make this
computer more vulnerable to hadkers or malidous software.

Tell me more about these settings




B Windows Firewall

[y Turn Windows Firewall on or Windows Firewall
off
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The cost?

e Users can be left in a dangerous situation,
believing that they are protected in their
current and all future network contexts




Proposed alternative interface
reveals the hidden context
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User Study
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Participants

e 13 pilot testers
v 60 actual study
e 10 training at the beginning



Results
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Understanding of configuration
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Dangerous misconceptions

* |[ncorrect answers:
— Incorrect belief that firewall is off, but it is on
— incorrect belief that firewall is on, but it is off

 No dangerous state after using prototype
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Incorrect understanding of Vista Firewall configuration

(Vista — Alt) (Alt - Vista)
Public Private Public Private
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0.20 Incorrect Off 0.2 Incorrect Off
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Conclusion

* Design of Vista basic ok for desktop users, but
not enough context for mobile users

— If unaware that configuration changes only
applied to current network location, may be left

with dangerous misconceptions

 The users’ mental models can be supported by
revealing the hidden context
— Possible to balance complexity with security
— Education can help, but training video not enough



Future work

* Filed study examining what users know about
or expects from a personal firewall

 How it would affect design and usability of
personal firewalls

 Not related but need feedback:

— Access control on collaborative settings
— Privacy and security on shared large screens



For more information:

Fahimeh Raja, fahimehr@ece.ubc.ca

Kirstie Hawkey, hawkey@ece.ubc.ca

Kosta Beznosov, beznosov@ece.ubc.ca

QUESTIONS?
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