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NO. Criteria Description 
1 Visibility of system status It is important for the user to be able to observe the internal state of 

the system through the HCI. This can be achieved by the system 
providing correct feedback within a reasonable time. 
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2 Match between the system and 
the world 

An HCI which uses real-world metaphors is 
world easier to learn and understand. This will assist a user in 
figuring out how to successfully perform tasks. 

3 User control and freedom System functions are often chosen by mistake. The user will then 
need a clearly marked exit path. 

4 Consistency and standards Words, situations and actions need to be consistent and have the 
same meaning. A list of reserved words can assist in this area. 

5 Error prevention It is obviously best to prevent errors in the first place through careful 
design. However, errors do occur and they need to be handled in the 
best possible way. 

6 Recognition rather than recall The user should not have to remember information from one session 
to another. Rather, the user should be able to 'recognize' what is 
happening. 

7 Flexibility and efficiency of use The system should be efficient and flexible to use. Productivity 
should be increased as a user learns a system. The system should not 
control the user; rather, the user should dictate which events will 
occur. The system should be suitable for new and power users. 

8 Aesthetic and minimalistic 
design 

Information which is irrelevant should not be displayed. The user 
should not be bombarded with information and options. 

9 Help users recognize, diagnose, 
and recover from errors 

Error messages need to be clear and suggest a solution. 

10 Help and documentation Users tend to turn to help and documentation as a last resort. Help 
functionality needs to be context-sensitive 
and easy to search. 
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Abstract— In this project we conducted a user study of Microsoft Windows Vista Firewall: a lab study followed by a 

questionnaire to evaluate the usability of Vista’s personal firewall. Our results show that the main problem with Windows 
Vista Firewall is that many users are unable to open the Advanced Management Interface of Windows Vista Firewall. 
Our overall impression was that users were relatively unhappy with Windows Vista’s Firewall. The most common 
complaint amongst participants was that they had trouble figuring out where to perform their assigned tasks. Once they 
managed to determine the correct location of where they had to perform the tasks, implementing them was rather easy.  

 
Index Terms— Microsoft Windows Vista, Personal Firewall, Usability Analysis, User Study.  
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is frequently not done (the user may perceive some threats to her computer and, in response, might 
block all incoming connections) but is important. All incoming connections are blocked in the above 
mentioned mode and no outside program would be able to access the computer. �
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would need to be able to add custom programs in order for the programs to communicate freely 
with the outside world.�
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to cancel or allow the program to access the Internet. This task is specifically important because 
at this point of time, the user is typically busy with other tasks and could make a fast decision that 
might be harmful for his / her computer. �
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F�The user may decide to host a server program that 
needs to accept requests and relay back information. However, this sort of program requires a 
specific port to be opened on the firewall. In order to do this, the user should �
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�	1(�This is also a task that is frequently done and highly important. An exposed port 
could be a major system vulnerability. Thus, the decision needs to be made with care and be 
carefully managed.�
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should open the "Firewall with Advanced Security", click on the "Inbound/Outbound Rules", and 
finally click on the "Add New Rule" link.  �
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Abstract— a firewall is one of the most important security tools against network attacks. Microsoft, in its new version 
of the Windows, Vista, offered a new firewall with plethora of advance features that if used correctly, can protect a 
personal computer from most of security threats. The unfortunate truth is that many end-users of Microsoft Vista have 
little or no security knowledge and are easily confused by the advanced features contained within the firewall. 
Subsequently, it is easy to see why users are a primary contribution to the majority of computer security errors. The 
purpose of this work is to analyze the usability of the Vista firewall and to relate ease of use, intuitive controls and 
interface to effective firewall protection. This was achieved by gathering a large amount of survey sample data along with 
conducting interactive demonstrations where users tried to perform common firewall operations. These users were then 
individually interviewed to gather user data on the effectiveness of the Vista firewall's GUI and organization. Data 
gathered from our surveys and interviews, suggests that the majority of the users did not see a clear purpose for a firewall 
and hence were not aware of the different settings that need to be tuned for complete protection. Overall, users preferred 
not to muddle with firewall settings and would rather have the operating system make intelligent security decisions on 
their behalf. 
�

Index Terms—Usability Analysis, Firewall, HCISec. 
�

3!�$.����3.! �
ECURITY mechanisms and tools are only effective when used correctly and in a reasonable time. When a 
security mechanism or tool is used in a wrong way, it gives user a false sense of safety; therefore it will be more 

dangerous than absence of such mechanism or tool. The goal of the security usability research area is to use security 
effectively. Security software is usable if the people who are expected to use it first are reliably made aware of the 
security tasks they need to perform. Second, are able to figure out how to successfully perform those tasks; Third, 
don’t make dangerous errors; and finally are sufficiently comfortable with the interface to continue using it[1].   

Microsoft Windows Vista, as a new and groundbreaking Microsoft’s operating system, ships with an improved 
user interface, and lots of other features for security, data management, etc. One of new improvements in Vista, in 
comparison to Microsoft Windows XP (SP2), is a new personal firewall. As Microsoft focuses a lot on the security 
�������������������������������������������������������������
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boost of the Vista in comparison to XP, users will trust Vista’s firewall as a part of Vista’s security solution. 
Therefore, in order to be successful, the firewall should be usable. In our work, we studied usability of Microsoft 
Windows Vista’s firewall. The problem of usability study of Vista’s firewall is important from different points of 
view. First, Vista is a new operating system, so there is no prior usability study on its built-in firewall. Also, as a 
new operating system, there are still some chances to improve its flaws by Microsoft in its future updates. Second, 
users gradually switch their windows XP to Vista. Therefore in the future Vista will become most popular operating 
system in the world, and consequently its internal firewall. Third, as many users upgrade their operating system to 
Vista for its security features, users should not disappoint with its firewall, as second mostly used security software 
(according to our survey).  

The rest of this report is organized as follows. In section 2, we overviewed related works. In section 3, we will 
give a brief overview on Vista’s firewall and its features. In section 4, we show our methodology for evaluation of 
the Vista’s firewall usability and consequently show the results we got from our survey and interviews. In section 5, 
we discuss about our results, and how Vista’s firewall can be improved with respect to the results from our study. 
The paper is concluded with section 6, in which we discuss limitation of our work, and future directions.   

  

$�;�����,.$"7�
We can classify related works into two categories. First category is general usability guidelines for security that 

can help building usable secure system. We can evaluate a secure systems usability from viewpoint of these 
guidelines by checking which guidelines are used in the system and how effective they are. Second category is 
works in the area of usability analysis of firewalls.  

D�!�$�;��7��3;3�N�D�3��;3!�7�

In [2], Nielsen proposed 10 usability heuristics. These heuristics can be employed to perform a “Heuristic 
Usability Analysis” on software systems. In our work, before designing our interviews, we performed an informal 
heuristic evaluation of Vista’s firewall, and identified its major problem. Then we designed our questionnaire and 
interview to study the founded problems more in detail. In this paper, we will focus on respondent techniques we 
used; therefore we will not give further details about our heuristic evaluation.  

In [3] authors reviewed available user help techniques for achieving usable security, and identify strengths and 
weaknesses of each. During our interviews, we asked some questions to check which user help techniques, Vista’s 
firewall users prefer.  

�7��3;3�N�7���N�.#�#3$�,�;;7�

In [4] the authors compare 13 firewalls for respecting to their alert when a program wants to make an outbound 
connection and also when it wants to accept incoming connections. The weakness of the [4] is that the evaluation is 
not based on a user study. Therefore, the recommendations for usable alerts for personal firewalls are not validated.  

In [5] authors defined the term “HCI-Sec” and proposed 6 guidelines, based on Nilsen’s 10 usability guidelines, 
for a successful user interface for a secure system. Consequently they proposed some improvements for Windows 
XP’s firewall and compared the new improved prototype with current firewall based on HCI-Sec criteria. Again, in 
this work, authors didn’t perform a user study to find the weaknesses of XP’s firewall from real user’s point of view, 
and also analyze the usability of the new prototype. In our interview’s, we asked questions about Vista’s firewall, to 
see how users like the application of 6 HCI-Sec criteria on Vista’s firewall.  

In [6], wool studied the usability of direction based filtering rules in several major firewalls. The difference of this 
analysis with our work is that first, Wool studied enterprise firewalls that their main users are security practitioners 
not normal users. Second, he does not perform a user study to analyze the usability of current firewalls and also to 
validate his new prototype from actual users’ point of view. Furthermore, the domain of the Wool’s work is limited 
to usability of rules not other facets of firewalls.  

B3�$.7.#��,3!�.,7��37��:7�#3$�,�;;�
Based on [7], Vista’s firewall is classified as application proxy firewalls. Also it is considered a personal firewall 

at it targets the home users. So it differs from enterprise firewalls which can be installed on a network computers 
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and accept central policies.  
The Vista’s firewall functionality is simple. In its default setting, firewall allows all outgoing connections and 

blocks all incoming connections. When a new program is installed, and requests accepting incoming connections, 
firewall asks user to build an exception (a rule) for the program that allows it to accept incoming connections.  

The new Vista’s firewall has two different user interfaces. The first interface, which called “Windows firewall”, is 
placed in Control Panel and for conciseness we will all it “Basic Interface”. It gives user the ability to Turn the 
firewall On/Off, block all the incoming connections, define exception for some programs in accepting incoming 
connections, define exception for some ports to accept incoming connections, and enable/disable firewall on a 
particular network interface. The second interface, which is called “Windows firewall with Advanced Security”, is 
placed in the “Control Panel/Administrative Tools” and for conciseness we will call it Advanced Interface. It gives 
user ability to define some rules for unblock Incoming connections, and block outbound connections. Also in 
contrast with the previous interface, it gives full-control over each rule (e.g. setting protocol, local port, remote port, 
network address, etc.). Also another feature in the advance firewall is that the user can set different rules for 
different network profiles (e.g. have different rules in home network and public networks). Generally, the advanced 
interface covers all the functionality delivered in the basic interface. 

���;���3.!�B��).�.;.DN�
There are different approaches available to do research in the social and behavioral sciences. McGrath classified 

these approaches into 8 different categories [McGrath]. Each category has some advantages and disadvantages 
based on degree of generalizability, precision, and realism it can achieve. We chose two different approaches to 
study Vista’s firewall. First, sample survey, in which we will conduct a survey based on a questionnaire to obtain a 
general understanding about usability of Vista’s firewall. Second, judgment study, in which we study users’ opinion 
about Vista’s firewall after they performed some tasks with it. For the second part we conducted semi-structured 
interviews to ask about user’s experiences with the firewall. The advantage of the first approach we used is 
obtaining generalizable results about the firewall, and the advantage of second approach is obtaining more precise 
and specific results.  

�.;;���3!D�������73!D�7�B�;��7�$��N�

To survey users about Vista’s firewall, we built a short questionnaire with general questions about a good 
firewall. The questions of our survey are shown in Table I. 
�

TABLE I 
THE QUESTIONS USED IN THE STUDY 
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We made our survey available on the web, so we can collect as many as possible answers. The participants of our 

survey were 23 Undergraduate students from different majors, three computer sciences and computer engineering 
master students, two electrical and computer engineering PhD students, and two PhDs in computer science. The 
result of our survey is shown in Figures 38-44.  

 

 
#3D�$��<9F���)���7�D��.#����)�.��$��3!D�7N7��B�

�

#3D�$��<?F��N���.#�7���$3�N�7.#�,�$���7����N��)���7�$7�

�

�

��

��

��

	 ��
�� ��

3����

	 ��
�� ��

4�

5 ���!�4 ����. 6 ��
��

�

�

��

��

��

��

&�

(����3���� 2��
� ��� (���7

!��� ��


(���7!���



�

�

8?�

�

�

#3D�$��=AF��)���O��$3�!���.#��7�$7�,3�)�,3!�.,7��37���

�

#3D�$��=5F��)��D�!�$�;��$�#�$�!���.#��7�$7���.�����#3$�,�;;:7�3!��$#����

�

#3D�$��=6F��7�$7��$�#�$�!���#.$�#3$�,�;;�!.�3#3���3.!7�

� � �� �� ��

-��
.�
��
��

�� ����3����

:�$
�
.�
��
��
� ����������� ��

� ����6 !;

(��� ����6 !��
����������� ����;�

(��� ����6 !� 
�� 

�������&�

� ����;��

(��� ����6 !�� ��
������&�� ����;�

� � �� ��

5 ��
���
���)���

�������� �������

��������)�� 


5 ��
���
���)���

���������
�

��������)�� 


�
��� 
�� ��
���
�

������� ���

)�$
����� 
��
��� � 
�
������

=������������� ���������

� � �� ��

5 ��
���
���)���

�������� �������

��������)�� 


5 ��
���
���)���

���������
�

��������)�� 


�
��� 
�� ��
���
�

������� ���

)�$
����� 
��
��� � 
�
������

=������������� ���������



�

�

@A�

�

�

#3D�$��=<F��)��#�!��3.!7��)����7�$7��$��3����)�N�,3;;��7�����;��7��.!���3!���B.!�)�

�

�

#3D�$��==F��)���$�#�$�!���.#��7�$7��.�D���)�;��

�.;;���3!D�3!#.$B��3.!��73!D�3!��$�3�,7�

The result of our survey showed that only less than 30 percent of the people installed Vista on their computer. 
Therefore, we decided to interview our participants after they go through 6 predefined tasks so they have a good 
mental model about Vista’s firewall.  

We design 7 general tasks for users (Find firewall, Turn firewall On/Off, Block all incoming connections, 
Unblock a program/Port, disable firewall on LAN connection, and find firewall with advanced security and Add a 
new rule for blocking Yahoo Messenger to the firewall for public network profile). The tasks are performed on a 
Windows Vista Premium Home Edition, using an account with administrative rights (from the viewpoint of 
principles of designing secure systems, it should be supposed that the users normally work with an account with 
limited privileges, but it is not followed by users in real-life). The time for performing tasks is 15~25 minutes. We 
will help users in doing the task, if it takes more than 3 minutes for them to find out how they can do that. After the 
user finished all the tasks, we started the interviews.  

We designed a semi-structured interview, with 18 questions, and we ask additional questions, if the user mentions 
an important point that needs more clarification. The participants of our study was 2nd to 4th year undergraduate 
students from different majors (electrical and computer engineering, mechanical engineering, mining, law, etc.).  In 
the following we present the result of the interviews. 
D�!�$�;�3!#.$B��3.!���.�����$�3�3��!�7�

Four participants have windows Vista on their computer, five have XP, two have OS X Leopard and one has OS 
X Tiger. Three participants, who have not Vista on their computer, also don’t have any previous experience with 
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Vista. From 12 participants, 8 stated that they have not installed a third party personal firewall on their computer. 
The Mac users believe that there is no need to install firewall because Mac is secure (They don’t mention that Mac 
has a built-in firewall, but one of them mentions if he want to install a firewall, he will install Unix-based standard 
firewall). The rest prefer relying on Built-in firewall of their OS. From the users who installed a third party personal 
firewall, one has Zone-Alarm pro, two have Norton Internet Security, and one has a Korean firewall. Also one of the 
users was installed Norton, but because it slows down the computer, the program was removed.  
D�!�$�;�3B�$�773.!�.#��37��:7�#3$�,�;;�

After doing tasks with Vista’s firewall, none of the participants like to switch to Vista, for its new built-in 
firewall. Mac users believe that Vista is inferior to OS X in sense of security as one of them stated: “I don’t even 
have to know what a firewall is. Leopard takes care of all my security needs.” Also, none of the current Vista’s users 
like the Vista more after the experiment as one of them stated: “I didn’t like it before, I don’t like it now”.  

About what they like about the firewall, four participants stated that they like Vista’s firewall because it is free 
and integrated with OS. Five stated that it is easy to use, simple and has separated advanced settings: “Keeping the 
advanced security separate is a good plan as I am less likely to screw up the settings”. Two users stated that having 
advanced firewall give user more options for security. And one user has no reason to like Vista’s firewall.  

About what they don’t like about the firewall, seven participants stated that having no access to advanced 
interface is no appropriate. One participant doesn’t like the fact that Microsoft assumes the average users are novice 
and the advance interface should be hide from them. One participant stated that: “it has too many options with no 
feed-back”.  
#3$�,�;;�����773�3;3�N��!���373�3;3�N��

About the placement of the firewall in the control panel, all the participants like it to be in the current place. 
About the availability of firewall in the tray, two users believe that it is waste of resources. Also, one user believe 
that: “if there is a direct link from tray or desktop to the firewall, someone may access it and screw things up in my 
firewall”.  
�7��.#����3;��;��#����$�7�

When users asked for a scenario for using “block all incoming connections” option in firewall, four of them 
mention that is could be useful in case of an attack from Trojan or Virus. Also two users mentioned that it could be 
useful when they are not using the internet. One user mentions that it could be useful when doing online banking. 
The rest of the users don’t find this feature useful. Two users prefer to unplug their network cable, as one of them 
stated: “I could just unplug the cable”.   

For blocking and unblocking programs, four participants faced real-life scenarios during their work with 
computer. Three users blocked the outbound connection of different non-malicious programs (programs that want to 
connect to internet for registration, etc), also one of them was unblocked eMule to accept incoming connections. 
Rest of the participants mentioned that blocking programs could be useful to avoid Trojans and Viruses.  

For blocking and unblocking ports, eight participants have no knowledge about ports, one user opened a port for 
his P2P application and one other participant mentioned that he blocked ports randomly when using “bitcomet” to 
prevent the upload speed from getting too high.  

For enabling and disabling firewall on a specific connection, 8 participants believe that there they need same level 
of security on their different connections. 4 participants stated that they wireless is less secure so the firewall should 
be always available on the wireless connection.  

For different rules on different network profiles, 7 participants stated that they prefer more security on public 
networks such as Starbucks and campus.  5 participants mention that they need same level of security in all 
networks.  
�7�$�)�;�����)!3C��7�

When participants are asked about which kind of help they prefer to use, 9 participants stated that they prefer 
searching google instead of Vista’s built-in help. One participant stated that: “On Google, you are able to sift 
through hundreds of problems and their solutions and find help pertaining most to your issue.” Another participant 
also mentioned online forums: “I will google it, user forums are a gold mine of troubleshooting tips and tricks.” And 
about windows help they mentioned that: “It is very selective in the help topics and does not cover all the 
possibilities.” Two other people mention that they will use windows help and one mention that: “I first turn to 
windows help but usually end up asking a friend or google.” Another user also mentioned that, it could be useful if 
there is a brief help about each item on the firewall. Also another user mentioned that small-links to help under each 
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item could be useful.  
We asked users if they like something like office-assistant that can give them directions. None of the user like 

such a feature as stated by one of the users: “Hate it! Waste of resources and annoying.” We also asked users if they 
like availability of a tutorial about Vista’s firewall (An animation or film, like one available for software in Mac). 
Again none of participants said that they will go through such a tutorial.  

Finally, we asked users to choose between single interface, two different interfaces, a customizable interface, and 
an adaptive interface. Four participants preferred just one interface. One of them stated that: “My Mac just works 
and I’ve never had to mess around with its settings. A simple ON/OFF button is good enough for me.” Eight 
participants preferred having two interfaces while one of them mentioned: “I also like the customizable interface.” 
None of the participants liked the adaptive interface.  

�37��773.!�
The result of our survey shows that, Firewall is the second most traditional security product on users’ computers. 

Also, it shows that users are not willing to change the configuration of their firewall frequently. Also the result of 
our survey and study demonstrated that users prefer a firewall with one simple and one advanced interface more 
than other designs. It shows that the general design of the Vista firewall is very appropriate. But, we found some 
flaws in the interface that could be improved in order to improve the general usability of Vista’s firewall: 

1- The biggest problem which mentioned by most of the users is that the advanced firewall is inaccessible from 
the simple interface.  

2- Placing “block all incoming connections” option in the main window of basic interface seems not 
appropriate. As the result of our survey shows, it could be the least used feature in a firewall. Also during 
interviews, users can not give a real-life scenario for using this option.  

3- Enable/Disabling firewall on a specific connection is not much useful to be placed in the basic user interface.  
4- Ability to block out-going connections can be very useful for users, even more than blocking incoming 

connections; therefore it could be useful to provide that feature in the basic interface.  
5- Vista’s built in help is weak. Searching the help would not give users appropriate results. Also the context 

sensitive help does not direct users to right place. As a result, users prefer searching google. It could be useful 
to provide online help feature (like office 2007) to be able to provide more appropriate search results for the 
user.  

6- The placement of firewall in the control panel is good. But it could be useful if there is an indication of 
firewall, and its current state in the tray.  

7- The users like to have an overview about the programs that currently using the network connection. It could 
be useful that the firewall provide such a feature in its simple interface. It is also in harmony with Nielsen’s 
“Visibility of system status” heuristic.  

 

�.!�;�73.!�
In this paper we studied usability of Windows Vista’s built-in personal firewall using two different methods, 

Questionnaire and Interviews. We found some weaknesses and strengths for the Vista’s firewall and recommend 
some improvements for the firewall.  

But, our work has some limitations. First, in our recommendations we tried to eliminate the weaknesses of Vista’s 
firewall we found in our study. But our recommendations should be tested and validated using another user study. 
Second, the participants of our interviews are novice users. We could strengthen our findings by extending our 
interview sample to some more experienced users from security point of view.  

For feature works, it could be useful to build a prototype with our recommended improvements, and conduct a 
user study based on the new prototype.  
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The purpose of this course project is to gather information that can help improve the design 
of interactive technology. You will be asked to use one or more forms of interactive 
technology to perform a number of tasks. We will observe you performing those tasks and 
analyze how the technology is used. You may be asked to complete a number of 
questionnaires and we may ask to interview you to find out your impressions of the 
technology. You will be asked to participate in at most 3 sessions, each lasting no more than 
1 hour. The sessions may also be videotaped. Videotapes will be used for analysis and may 
also be used for class project presentations and other research presentations in the 
Department of Electrical and Computer Engineering at the University of British Columbia. 
You have the option not to be videotaped.  

Arun Chebium, Pooya Jaferian, Nima Kaviani, Fahimeh Raja  
 

Student Investigators  

Project Purpose and Procedures 

THE UNIVERSITY OF BRITISH COLUMBIA 

Electrical and Computer Engineering 
2332 Main Mall Vancouver, B.C., 
V6T 1Z4  

Consent Form 
Human Computer Interaction (Course Project) 

 

This course project is designed to investigate how people interact with certain types of 
interactive technology. Interactive technology includes applications that run on a standard 
desktop or laptop computer, such as a word processor, web browser, and firewall, as well as 
applications on handheld technology, such as the datebook on the Pocket PC, and also 
applications on more novel platforms such a SmartBoard (electronic whiteboard) or a 
Diamond Touch tabletop display.  

Although only a course project in its current form, this project may, at a later date, be 
extended by one or more of the student investigators to form the basis of his/her thesis 
research.  
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Confidentiality  

The identities of all people who participate will remain anonymous and will be kept 
confidential. The one exception is that excerpts from the videotape may be presented as 
described above, and your identity may be revealed through those video excerpts. Identifiable 
data and videotapes will be stored securely in a locked metal filing cabinet or in a password 
protected computer account. All data from individual participants will be coded so that their 
anonymity will be protected in any reports, research papers, thesis documents, and 
presentations that result from this work.  

Remuneration/Compensation  
We are very grateful for your participation. However, you will not receive compensation of 
any kind for participating in this project.  

Contact Information about the Project  

If you have any questions or require further information about the project you may contact 
Professor Kellogg Booth – ksbooth@cs.ubc.ca  

Contact for information about the rights of research subjects  

If you have any concerns about your treatment or rights as a research subject, you may 
contact the Research Subject Information Line in the UBC Office of Research Services at 
6048228598.  

Consent  

We intend for your participation in this project to be pleasant and stressfree. Your 
participation is entirely voluntary and you may refuse to participate or withdraw from the 
study at any time.  

Your signature below indicates that you have received a copy of this consent form for your 
own records. Your signature indicates that you consent to participate in this project. You do 
not waive any legal rights by signing this consent form.  

I, ________________________________, agree to participate in the project as outlined 
above. My participation in this project is voluntary and I understand that I may withdraw at 
any time.  

Participant’s Signature Date  

Student Investigator’s Signature Date  

 


